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Abstract: We exhibit a steganographic method for color images using variance field estimation and scaling
factor for energy conservation.
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INTRODUCTION Here we present a wavelet steganographic scheme.

Steganography involves the secret data degradation and providing a large  embedding  capacity.
communications  in  an  appropriate  multimedia  carrier A wavelet domain preprocessing step is introduced
(i.e. audio, image and video files), under the assumption before applying the proposed scheme to improve the
that if the secret data is visible, the point of attack is steganography security [6, 7]. The embedding capacity
evident [1, 3], thus the goal here is to conceal the for each pixel is determined by  the  local  complexity  of
existence of the embedded data. In the case of image files, the  cover  image,  allowing  good  visual  quality as well
a steganographic method employs innocent-looking as  embedding  a  large  amount  of secret messages.
media called host or cover image to imperceptibly carry These pixels are classified using a  threshold  based on
hidden data to an intended recipient [1-3]. The image the standard deviation of the local complexity of the cover
embedded with the hidden data (i.e. secret data, copyright image [7, 8]. Experimental results demonstrated that the
notice, serial number) is called the stego-image and it proposed steganographic algorithm produces
looks as a normal image. The steganalysis techniques insignificant visual distortion due to the hidden message
detect the existence of secret data in digital media, these and provides high embedding capacity superior to that
techniques are designed to distinguish between the cover offered  by  the  existing schemes. The proposed method
and stego-images [4, 5]. is a  secure steganographic algorithm due it  can  resist

Steganographic techniques can be classified in the  image  quality  measures  (IQM) steganalysis attack
spatial, frequency and adaptive methods [1]. The spatial [4, 5, 8, 9]. Different colour spaces are incorporated in the
methods generally use a technique to replace the direct proposed scheme (i.e. RGB, YCbCr and HSV) to ensure
least significant bit (LSB) substituting a redundant part of that the visual artifacts appeared in the stego-image are
a cover image with a secret message. The methods based imperceptible and the differences between the cover and
in frequency domain, such as the Fourier transform (FT), the stego-image are indistinguishable by the human visual
the discrete cosine transform (DCT) and the discrete system (HVS) [10, 11].
wavelet transform (DWT) embed secret information in the
frequency domain of a cover image. These methods hide MATERIALS AND METHODS
messages in significant areas of the cover image which
makes them more robust to attacks, such as compression, Discrete Wavelet Transform and the Scaling Factor for
cropping and some image processing, than the LSB Energy Adjustment: Wavelets provide a mathematical
approach [1]. Recently there exist methods such as flexible tool for practical problems in science and
perceptual  masking  (PM) or adaptive steganography engineering. One of the principal properties of the
(AS) which can be applied in the spatial or frequency wavelets is that they allow modeling better processes that
domain [1]. depend strongly on the time and whose behavior does

The proposed method is capable of preventing visual
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not have for what to be smoothing. DWT is particularly orthogonal projection in a space  The space
effective for extracting information from non-periodical
signals of finite life and it is closely linked to the analysis
of multi-resolution (MRA), that is, see the signals at
different frequencies [12], which allows to have a broader
knowledge of the signal and facilitates the rapid
calculation when the wavelet family is orthogonal [13-16].

It can be obtained wavelets

 such that the family

moved for j and dilated for n, it is a orthonormal basis of
L (IR). The orthogonal wavelets transport information2

about the changes of the signal to the resolution 2 .j

Then, the MRA appears: an image is modeled with
orthogonal projections on vector space of different
resolution, . The quantity of information

in every projection depends on  the  size  of V . For searchj

orthogonal wavelets it will be necessary to work with
approaches of multi-resolution [13-15, 17, 18]. For a
function  f , L (IR), the partial sum of the coefficients2

wavelet  can be interpreted as the

difference between two approaches of f for the resolutions
and 2 . The multi-resolution approaches calculatej

the approach of signals to different resolutions with
orthogonal projections in spaces . The approach

of a function of a resolution 2  is defined as anj

V  regroups all the possible approaches to the resolutionj

2 . The orthogonal projection of f is the function f Vj
j j

that minimizes . The orthonormal wavelets carry

the  necessary  details  to   increase   the   resolution  of
the  approach  of  the  signal.  The  approaches  of  f  for
the scales 2  and 2  are respectively equal for itsj j-1

orthogonal projections V  and V  with .  Be  Wj j-1 j

the orthogonal complement of V  in V . The orthogonalj j-1

projection of f in V  can be written as the sum ofj-1

orthogonal projections P in V  and W . Then,j j

 T h e  f u n c t i o n

 can be reconstructed from

the discrete wavelets coefficients W (j, n) where j is thej

scaling factor and n is the movement factor [13-15, 17, 18].
The wavelets (t) generated of the same waveletj,n

mother function (t) have different scale j and place n, but
they have the same form. Scale factor j>0 is always used.
The wavelet is dilated when the scale j>1 and it is
contracted when j<1. This way, changing the value of j
the different range from frequencies is covered. Big values
of the parameter j correspond to frequencies of minor
range, or a big scale of (t). Small values of j correspondj,n

to frequencies of minor range or a very small scale of
(t) [13-18]. The continuous wavelet functions withj,n

discrete factors of scale and movement are named discrete
wavelets. Finally, the signal f(t) can be compressed or
expand in the time, this will have a few certain after effects
in the plane of frequencies,

(1)

The coefficient of the decomposition of a function f in an orthogonal base of wavelets is calculated by a subsequent
algorithm of discrete convolution with h and g and realizes a sampling of the low pass filter (LPF) 

and the high pass filter (HPF)  where g[2k-n] and h[2k-n] are the impulse response of HPF and

LPF, respectively, sub-sampled by a factor of 2 [17-20]. These coefficients are calculated by cascades of discrete filters
through of convolution and sampling.

DWT decomposes a discrete signal into two sub-signals of half of the original length. This sub-signal is known as
the approaches and the other one is known as the details [19]. The first sub-signal , for the signal

x is obtained making the average of the signal as follows: The first value a  is calculated by taking the first set of values1

vector  and multiplying it by , that is, , similarly , etc. In a
general form, it is given by  where m is the vector size [19]. The other sub-signal is known as the
first  fluctuation  of  the  signal  x  and  it  is  denoted  as:   and is calculated by taking the difference
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Fig. 1: Block diagram of the proposed CLCES method.

between the first pair of values of x, (x –x )/2 and then is multiplied and divided by  and so on. The final expression1 2

can be written as .

After applying the DWT are gotten two vectors, which are approximations and details obtained, with a length of
half the original vector. Finally, continuing the recovery of the vector,

(2)

We note that the terms a  and d  in (6) and (7) can be interpreted as follows 1 1

(3)

and similarly for each set of vectorial approaches and The Figure 1 presents the block diagram of the steps used
details [19]. So, the conservation of energy in wavelets is in the proposed method [8].
mentioned, the factor  is  mentioned  too  [20,  21].
By applying the steganographic algorithm, it is necessary Step 1. Input the Cover Colour Image:  We  investigate
to use a scaling factor, but as the work is with an 8-bit the  features  of  the  RGB  (Red,  Green,    Blue),  HSV
RGB image, this scaling factor is closely related to energy (Hue, Saturation, Value) and YCbCr (Luminance,
conservation applied to wavelet theory for grayscale Chromatic blue, Chromatic red) color spaces in the
images as shown in most applications. However, for any proposed algorithms to ensure that the visual artifacts
space color we propose the following scaling factor [21], appeared in the stego-images are imperceptible and the

(4) indistinguishable by the HVS [10, 11]. Given a RGB cover

where j is directly dependent on the number of bits that computed [22]. Then, from each colour space we separate
integrate the image [20, 21]. its colour components in an independent way and we

The most common approach of the wavelet apply in each component of the cover color image the next
decomposition is to decompose an image to extract steps of the proposed methods.
energy values for all sub-bands as features for the
subsequent classification [21]. It is suitable to select a set Stage A: This stage improves the steganographic security
of sub-bands for sparse representation in image and increases the embedding capacity by using the Step
classification applications. For a better classification of 2 [8]. The Step 2a is used to hide data.
the results, it is desired that the energy features
correspond to the areas of the selected sub-bands Step 2. Cover Image Preprocessing: The preprocessing
independent from each other as possible [21]. imposes more variation in pixel intensities of cover images

Proposed  Steganographic  Method:  The  proposed that the stego-images which carried out the hiding of
colour local complexity estimation based steganographic secret data in the cover images with more variation in their
(CLCES)     method    is    described    in   this   section. pixel  intensities   are   less   detectable   by   the  statistical

differences between the cover and the stego- images are

colour image, the HSV and YCbCr transformations are

compared to the original ones. It has been proved in [6]
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steganalysis  increasing  the  embedding   capacity  [8]. Step 4. Threshold Computation: The pixels are classified
Let propose a  preprocessing  step  in  the  wavelet using a threshold based on the local complexity of the
domain using the advantages of the wavelet standard deviation in the cover image. The threshold
decomposition [8]. The 1st-level Haar DWT and a
redundancy  of   the   approaches   algorithm    are   used
[7, 23-25].  The  preprocessing  step  is  applied  in  the
sub-band LH of the cover image using a redundancy of
the approaches algorithm. This algorithm is used because
it is easy to implement, reduces the computational cost
and provides good filtering results [7, 23-25]. The sub-
band LH is chosen because it provides the information of
the edges and the details of the cover image which are
good locations to hide the data and besides with the
preprocessing step there are more variations in the pixel
intensities increasing the embedding capacity and
improving the steganography security.

Step 2a. Apply 2 -level Daubechies db4 DWT: This stepnd

is used to  hide  data.  Let   use  the  sub-band LH
obtained from the wavelet coefficients of the sub-band LL
from  the 2  decomposition of the    resulting  image  ofnd

the  step  2. The decomposition level and the Daubechies
db4 are selected according with the extensive experimental
results realized with different wavelet families under
objective criteria [8, 26-29].

Stage B: This stage allows having more hiding capacity
in the proposed method because it provides more
decomposition levels to hide information [8].

Step 2a. Apply 2 -level Daubechies db4 DWT. This stepnd

is the same discussed above.
The next steps are applied in both outputs of the

stages A and B providing more hiding capacity [8].

Step3. Standard Deviation Computation: The embedding
capacity for each pixel is determined by the local
complexity of the cover colour image providing a good
visual quality as well as embedding a large amount of
secret messages [6]. From the wavelet decomposition let

use the standard deviation  of the

sub-band LH obtained from the wavelet coefficients from
the sub-band LL of the 2  decomposition of the covernd

colour image using a 3x3 kernel, where x  is an element ofm

the current kernel k,  is the mean value of

current kernel and n = 9 is the number of elements in the
sample [8, 27, 30].

 is used to select the pixels

whose values are considered as places to hide data [31,
32], where T denotes a threshold value for discriminating
signal-dominant scales from the noise dominant ones, s is
the level or scale used in the wavelet analysis (s=1 and
s=2 for Haar and db4 wavelets, respectively),  =  is thes k

standard deviation of the current wavelet coefficient
kernel in the s level and 2 is the weighting function [8, 25,-s

31].

Step 5. Robust Criterion to Hide Data: The image quality
of the processed images is improved using a criterion
based on the median estimator. The condition T issx

applied for each kernel of the standard deviation  = ,s k

if this condition is satisfied then this area or region is
considered noisy and thus can be inserted the information
to hide in the respective wavelet kernel coefficients H  ofk

the cover colour image [8],

(5)

where = |  – MED( )| and  = MED( ) are the twos1 c s s2 s

robust criteria to hide data [26, 27], MED( ) is the medians

of the wavelet kernel coefficients  and  is the standards c

deviation located in the center of the kernel . Wes

propose the use of median as a robust estimation of the
energy [21, 32] of the wavelet kernel coefficients given by
its local standard deviation. These procedures improve
the features of the proposed method to provide good
invisibility, color retention and fine detail preservation of
the processed images [8].

To recover the hidden image, the algorithm is used
again but in the step 1 the input changes from the cover
color image to the stego-image and to repeat the same
steps changing the conditions of the step 5 to recover the
hidden data in the following way [8],

(6)

(7)

Other  versions  of  the CLCES  algorithm are given
by  using  a threshold based on the median of the
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standard deviations in the current wavelet kernel RESULTS
coefficient in the level s changing the threshold of

 to T  = MED{ } [8].i s

Step 6. Inverse Discrete Wavelet Transform (IDWT)
Computation: We obtain the resulted stego-image
applying the IDWT to the wavelet coefficients of the
stego-image (Figure 1).

DISCUSSION

The purpose of this research is to propose a simple
steganographic algorithm implementation, with little
resource consumption on mobile devices, where the
results were qualitative, quantitative and highly
acceptable  steganalysis. The purpose of steganography
is to insert hidden information on a digital file, thus
achieving high resource utilization. We present the results
better PSNR, MAE, CC and Q for  a  scaling  factor  when
j = 9. Through analysis of steganalysis is determined the
probability of detection of hidden information exceeds
95%, higher than the results reported in classical
literature.

The proposed CLCES method is evaluated [8] and its
performance is compared with the LSB (Least Significant
Bit) [33] steganographic method. We also adapt the LSB
method [33] to work in the wavelet domain using the 2nd-
level Daubechies db4 DWT to compare our proposal, in
here this method is named as WLSB. The image quality of
various schemes is compared in terms of the PSNR (Peak
Signal-to-Noise Ratio), the MAE (Mean Absolute Error),
the NCD (Normalized Color Difference), the CC (Cross-
Correlation), the Q (Quality index) and the HC (Hiding
Capacity) criteria [1, 4, 5, 7, 25, 33-35].

In our experiments we use the 320x320 color images
‘Lena’ and ‘Mandrill’ and we present the results of
several steganographic methods for the RGB, HSV and
YCbCr colour spaces. The performance results for the
stego-image “Mandrill” (the secret image “Lena”) and the
retrieved secret image “Lena” are shown in the Tables 1
and 2, respectively. 

From  the  experimental  results  from  the  Table 1
and Table 2 we depict in the Figure 2 the  subjective
visual results (zoom parts) using the RGB colour space.
We   observe    from    the    error   stego-images   that  the

Table 1: Performance results for the stego-image ‘Mandrill’ with the secret image ‘Lena’

Criteria for the RGB colour space
-------------------------------------------------------------------------------------------------------------------------------------------------------------

Algorithms PSNR dB MAE CC Q NCD HC (Kb)

LSB 34.5602 3.5758 0.9978 0.9977 7.3506e-4 1.9199e3
WLSB 28.8347 8.8469 0.9977 0.9963 0.0053 0.8352e3
CLCES ( ) 38.2650 1.4503 0.9983 0.9984 2.5473e-4 1.9183e3s1

CLCES ( ) 38.5287 1.4417 0.9984 0.9985 2.3584e-4 1.8698e3s2

CLCES (T , ) 38.9540 1.3910 0.9985 0.9986 2.3017e-4 1.7980e31 s1

CLCES (T , ) 38.4697 1.4478 0.9984 0.9984 2.4352e-4 1.8804e31 s2

                          Criteria for the YCbCr colour space
LSB 28.0065 7.1783 0.9889 0.9886 0.0081 1.9859e3
WLSB 26.0195 7.3820 0.9885 0.9883 0.0086 0.8277e3
CLCES ( ) 28.2348 4.3867 0.9857 0.9866 9.5800e-4 7.1724e3s1

CLCES ( ) 28.5554 4.4563 0.9870 0.9878 0.0013 6.7308e3s2

CLCES (T , ) 28.2612 4.4212 0.9858 0.9867 0.0013 7.1355e31 s1

CLCES (T , ) 28.1469 4.3067 0.9853 0.9862 0.0012 7.2982e31 s2

  Criteria for the HSV colour space
LSB 26.0193 4.2270 0.9795 0.9801 0.0071 1.1578
WLSB 26.0155 4.2287 0.9795 0.9801 0.0073 0.7553
CLCES ( ) 26.5489 4.1678 0.9831 0.9830 0.0072 5.2464s1

CLCES ( ) 25.8352 4.4367 0.9803 0.9803 0.0079 5.0933s2

CLCES (T , ) 26.6850 4.1304 0.9833 0.9833 0.0071 5.11901 s1

CLCES (T , ) 26.0651 4.2298 0.9810 0.9815 0.0077 5.25051 s2
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Table 2: Performance results for the retrieved secret image ‘Lena’
Criteria for the RGB colour space
------------------------------------------------------------------------------------------------------------------------------------------------------------

Algorithms PSNR dB MAE CC Q NCD
LSB 36.1233 2.7714 0.9955 0.9962 0.00200
WLSB 31.2219 5.0316 0.9954 0.9954 0.00330
CLCES ( ) 36.1233 2.7714 0.9955 0.9962 0.00200s1

CLCES ( ) 36.1233 2.7714 0.9955 0.9962 0.00200s2

CLCES (T , ) 36.1233 2.7714 0.9955 0.9962 0.002001 s1

CLCES (T , ) 36.1233 2.7714 0.9955 0.9962 0.002001 s2

                     Criteria for the YCbCr colour space
SB 36.0827 2.7948 0.9954 0.9962 0.00200
WLSB 36.0821 2.7948 0.9954 0.9962 0.00200
CLCES ( ) 36.0827 2.7948 0.9954 0.9962 0.00200s1

CLCES ( ) 36.0827 2.7948 0.9954 0.9962 0.00201s2

CLCES (T , ) 36.0827 2.7948 0.9954 0.9962 0.002001 s1

CLCES (T , ) 36.0827 2.7948 0.9954 0.9962 0.002001 s2

Criteria for the HSV colour space
LSB 36.1222 2.7740 0.9954 0.9962 0.00200
WLSB 36.1222 2.7790 0.9954 0.9962 0.00200
CLCES ( ) 36.1201 2.7730 0.9951 0.9959 7.8233e-4s1

CLCES ( ) 36.1201 2.7730 0.9951 0.9959 7.8233e-4s2

CLCES (T , ) 36.1201 2.7730 0.9951 0.9959 7.8233e-41 s1

CLCES (T , ) 36.1201 2.7730 0.9951 0.9959 7.8233e-41 s2

Fig. 2: Subjective visual results for the stego-image ‘Mandrill’ with the secret image ‘Lena’ showing the stego-image,
the error stego-image, the retrieved secret image and the retrieved error secret image from the left to the right for
each method. Row 1: a)-d) using LSB, Row 2: e)-h) CLCES(T , )1 s1

proposed method provides less distortion in comparison images “Mandrill” [12] as cover image and “Lena” [12] as
with the LSB method. In the case of retrieved secret error hide image, in Table 3, one can see when the j value
images the proposed methods provide similar subjective increases the performance results increase too.
visual results and in some cases (see the NCD of the Figure 3 depicts the processed images for stego-
Table 2) the proposed method outperforms the image “Mandrill” (Figure 3a-b-c) and retrieved secret
comparative methods. We can see that the images image “Lena” (Figure 3d-e-f) according with Table 3. We
produced with the proposed CLCES methods appear to observe from Figure 3 c) and f) that the best results are
have a very good subjective quality [8]. obtained when j = 9, where j represents the number of bits

Applying the proposed scaling scheme can be seen resolution of the image to hide. It is observed that when
an improvement in visual images [21]. In the  case of j is gradually increase the quality image is significantly
different j values in the scaling factor by using the same improved.  From  Figure  3d,  3e  and  3f  one   can  see that



1 2 j
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Table 3: Performance results for different values of j with cover image “Mandrill” and hidden image “Lena”.
Proposed method PSNR db CC NCD Q MAE
j=0 Cover image 31.5084 78.52 -------- 0.7836 10.4878

Recovered image 16.5327 38.80 0.4748 0.3586 4.9403
j=2 Cover image 31.4999 80.46 -------- 0.8040 9.9490

Recovered image 16.9537 38.89 0.4749 0.3587 4.9471
j=5 Cover image 36.1233 97.81 0.0020 0.9792 3.2086

Recovered image 27.2474 99.85 0.0020 0.9962 2.7714
j=9 Cover image 36.1233 99.08 8.015e-4 0.9913 2.0309

Recovered image 31.0781 99.80 0.0020 0.9962 2.7714
j =10 Cover image 36.1233 99.34 6.0486e-4 0.9934 1.7022

Recovered image 32.5167 99.55 0.0020 0.9962 2.7714

Fig.  3: Visual results for different values of j in the scaling factor, a) and d) column with  =2, b) and e) column with  =5,
and c) and f)  =9.

when the value of proposed scaling factor increases the The  results  shown  in  Table  4  using the scaling factor
subjective quality of images increases too, it is observed j = 24, we can that these are superior to those shown in
that Figures 3a), b) and c) have in the upper part a certain Table 4. Being the best method LSB with PSNR equal to
lineal distortion, which can be interpreted as external 34.5602 dB thing which is exceeded by the second PSNR
information inserted to the cover image. As j takes the of 36.7973 dB with j = 24 [21].
value of 10 or 24 of this lineal distortion in the top of the We realize experiments of steganalysis attack to
stego-image not easily identified visually. We also measure the robustness capabilities of several
present the wrong images. steganographic algorithms using the well-known Image

More tests were performed to increase the value of j Quality Measures (IQM) steganalysis [4, 5, 8, 9]. The IQM
to j = 24, amount determined by the image type here steganalysis technique provides good results across all
manipulated. It was observed those significant changes steganographic algorithms (i.e. spread-spectrum,
of stego-image and the recovered image. Figure 4 presents quantization modulation, LSB, etc.) [4, 5, 8, 9]. In this
the visual results for j=10. The proposed scaling factor technique has been observed that filtering an image

for each test presents a different result as can be

seen in the previous tests, the scaling factor does not
affect the steganographic algorithm and preserving the
energy of images [21]. It can be seen in the Lena error
image of Figure 4d, the difference in values between the
host image and the recovered image is approximately zero.

without embedded data causes changes in the IQMs less
than the changes brought about on embedded images
[8,13]. The IQMs used to compare different methods are:
the MSE (Mean Square Error), the Czekanowski Distance
(CD), the Angular Correlation (AC), the Image Fidelity
(IF), the Normalized Cross-Correlation (NCC), the Spectral
Magnitude Distortion (SMD), the Median of Block
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Fig. 4: Visual results in the case of j = 10, a) host image “Mandrill, b) error image “Mandrill, c) hide image “Lena”, d)
error image “Lena”.

Table 4: Performance results in the case of j = 24 in the scaling factor with
cover image “Mandrill” and hidden image “Lena”

Cover image “Mandrill” Hide image “Lena”
Q=0.9968 Q=0.9962
PSNR=36.7973 dB PSNR=36.1232 dB
CC=99.67% CC=99.56%
NCD=5.7204 e-4 NCD=19.735e-4
MAE=1.4721 MAE=2.7714

Table 5: Total detection of the hidden data using the image quality
measures (IQM) steganalysis

Stego-image ‘Mandrill’ (secret image ‘Lena’)
----------------------------------------------------------

Algorithms RGB YCbCr HSV
LSB 4/9 2/9 4/9
WLSB 4/9 3/9 5/9
CLCES ( ) 3/9 3/9 2/9s1

CLCES ( ) 3/9 3/9 2/9s2

CLCES (T , ) 3/9 2/9 2/91 s1

CLCES (T , ) 3/9 2/9 2/91 s2

Spectral Phase (MBSP), the Median of Weighted Block
Spectral Distortion (MWBSD) and the Normalized Mean
Square HVS Error (NMSHVSE) [4, 8, 9]. We obtain the
performance of different steganographic algorithms, using
the condition IQMcover = IQMstego means that the
image contains the hidden data, otherwise, it does not [8].

The Table 5 shows the total detection of the hidden
data  using  the  results  of IQMs steganalysis for the
cover image ‘Mandrill’ and its filtered version and the
stego-image ‘Mandrill’ with the secret image ‘Lena’ and
its filtered version [8]. Comparing the steganalysis results
with the image quality of the stego-images and the hiding

capacity of the methods, we comment that the proposed
CLCES methods [8] outperform other methods by
balancing the image quality and the embedding capacity
providing a better security against attacks of
steganalyzers in comparison with the other methods [8].

CONCLUSIONS

By applying the proposed scaling factor  in a

color image, there is an adjustment factor for the energy
input in each sub-matrix. It is also noted that when is
changing the value of j, it adjusts the sharpness and
image clarity providing a visible improvement  of  the
visual image.

The CLCES method uses thresholds based on the
standard deviation of the local complexity of the cover
image to provide a compromise between the embedding
capacity and the image visual quality. Different colour
spaces are incorporated in the proposed schemes to
ensure that the differences between the cover and stego-
images are indistinguishable by the HVS. The proposed
CLCES method is a secure steganographic method
outperforming other methods by balancing the image
quality and the embedding capacity providing a better
security against attacks of steganalyzers in comparison
with other methods. Finally, the proposed scheme is
simple, efficient and feasible for the adaptive
steganographic applications.
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