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Abstract: As the Internet makes it possible for web servers to publish information to millions of users; it also
makes it possible for computer hackers, crackers, criminals, vandals and other "bad guys" to break into the very
computers on which the web servers are running. Those risks don't exist in most other publishing
environments, such as newspapers, magazines, or even "electronic" publishing systems involving teletext,
voice-response and fax-back. Reputations can be damaged and money can be lost if web servers are subverted.
Although the Web is easy to use, web servers and browsers are exceedingly complicated pieces of software,
with many potential security flaws. A secure computing is considered to be an application or collection of
applications that all trust a common security token for authentication, authorization or session management.
In this paper, we present the Triple Guard, IDS that the network behaviors of the user sessions across both the
front- end and the back-end database. The security levels are strengthened here by means of checking- the
malicious user inputs, spoofed IP address and by creating the One Time Password.,To achieve this, we employ
a lightweight virtualization technique to assign each user’s web session to a dedicated container, an isolated
virtual computing environment. We use the container ID to accurately associate the web request with the
subsequent DB queries. Also the checking of the spoofed IP makes the hacker completely orn out. The one time
password provides the security alert whenever the login is done. Thus, Triple Guard can build a causal mapping
profile by taking both the web server and DB traffic into account.

Key words: Intrusion detection system  Virtualization  Triple Guard

INTRODUCTION server and  the  database  system.   Unfortunately,

The World Wide Web is increasingly being used by back-end systems are susceptible to attacks  that  use
corporations and governments to distribute important web requests as a means to exploit the back end [16-20].
information and conduct business transactions [1-6]. A class of IDS that leverages machine learning can also
Reputations can be damaged and money can be lost if detect unknown attacks by identifying abnormal network
web servers are subverted. Although the  Web  is  easy traffic that deviates from the so-called “normal” behavior
to use, web servers and browsers are exceedingly previously profiled during the IDS training phase.
complicated pieces of software, with many potential Individually, the web IDS and the database IDS can detect
security flaws. Web services and applications have abnormal network traffic sent to either of them. However,
increased in both popularity and complexity over the past we found that these IDSs cannot detect cases wherein
few years. Due to their ubiquitous use for personal and/or normal traffic is used to attack the web server and the
corporate data, web services have always been the target database server.
of attacks. These attacks have recently become more
diverse, as attention has shifted from attacking the front Literature Review
end to exploiting vulnerabilities of the web applications The Top Cyber Security Risks: Increasingly,
[7-15]. Intrusion Detection Systems (IDSs) currently organizations face security risks imposed upon them by
examine network packets individually within both the web attacker’s intention achieving fame, glory, or profit.

though they are protected from direct remote attacks, the
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Attackers, familiar with common vulnerabilities inherent in
many of today’s websites, know how to exploit those
vulnerabilities with attacks designed specifically to take
advantage of them. Examples of such destructive
activities have recently hit the news in stories about
“hacktivist” groups such as LulzSec and Anonymous.

The HP 2011 mid-year edition of the biannual Top
Cyber Security Risks Report features in-depth analysis
and attack data from HP DV Labs, Application Security
Center and Fortify security units as well as vulnerability
disclosure data garnered from the OSVDB. Given the
media attention paid to these recent attacks, as well as
data HP obtained from its partners and customers, the
bulk of this report is focused on Web applications,
including the vulnerabilities that exist and the attacks that
are exploiting those weaknesses.

This report is intended for IT, network and security Fig. 1: DoubleGuard Architecture
administrators who are responsible for securing the
public-facing communication with an organization’s session that include both HTTP and  SQL network
customers, partners and employees. The primary objective transactions. Then, use the virtualization technique to
of this edition of the Top Cyber Security Risks Report is assign each user’s web session. In this system used for
to clearly articulate the risks and weaknesses inherent in two types testing website is static and dynamic. In the
Web applications. We’ll highlight the overall vulnerability testing phase, traffic captured in each session is
landscape, including vulnerabilities in commercially compared with the model. We were able to use the same
available and custom-built applications that can lead to session tracking mechanism as implemented by Apache
attacks, as well as how often these are being reported. server. To evaluate the detection result for our system
The report will also highlight the rising number of attacks with analysed attacks. We were able to identify all attacks
that are leveraging the vulnerabilities discussed and to clear the normal traffic.
throughout the paper [21].

Triple Guard IDS: Triple Guard, a system used to detect SQL Injection: SQL injection is an attack in which
attacks in multitiered web services is proposed. Our malicious code is inserted into strings that are later
approach can create normality models of isolated user passed to an instance of SQL Server for parsing and
sessions that include both the web front-end (HTTP) and execution. Any procedure that constructs SQL statements
back-end (File or SQL) network transactions. To achieve should be reviewed for injection vulnerabilities because
this, we employ a lightweight virtualization technique to SQL Server will execute all syntactically valid queries that
assign each user’s web session to a dedicated container, it receives. Even parameterized data can be manipulated
an isolated virtual computing environment. Triple Guard by a skilled and determined attacker. The primary form of
mechanism contains a container module at the primary SQL injection consists of direct insertion of code into
level then to the web service application at the secondary user-input variables that are concatenated with SQL
level and finally Database is connected. This connection commands and executed. A less direct attack injects
is used avoid the SQL Injection attacks. Initially the malicious code into strings that are destined for storage
request from the user has to send via the web container to in a table or as metadata. When the stored strings are
the server. The next level of authentication is by subsequently concatenated into a dynamic SQL
providing the user name, password and privilege and the command, the malicious code is executed. A specific
request forwarding mechanism. Then only the user is syntax is been used for the hacking of the sites. In this
allowed to access the web service. paper, the syntax or any other typical commands is not

We present a Prototype of DoubleGuard using a allowed and thus the attackers cant get into the profile,
webserver with a back-end Database and used to detect Only the admin can view and handle issues regarding
attacks  in  multitiered  web  services  with  isolated  user password.  A lso  if  in a chance the attacker tries to attack

Intrusion Detection Using Doubleguard
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Fig. 2: Injection Attack and recycles used ones. As a result, a single physical

the db directly to know the password it cant be known However, from a logical perspective, each session is
because, the password will be stored in the encrypted assigned to a dedicated web server and isolated from
form. other sessions. Since we initialize each virtualized

IP Spoofing: When authenticating a login page, it is guarantee that each session will be served with a clean
necessary to check for the IP, so that no hackers can web server instance at initialization, We choose to
access the page using the duplicate IPs. This is much separate communications at the session level so that a
complex and also acts as an additional essential security single user always deals with the same web server.
source. This generally stores the original IP and cross- Sessions can represent different users to some extent and
verify the entered IP and does authentication. This can be we expect the communication of a single user to go to the
avoided by the knowledge preventing system and the same dedicated web server, thereby allowing us to
unwanted users can be blocked in entering into the identify suspect behavior by both session and user. If we
network. detect abnormal behavior in a session, we will treat all

DDOS Attack: DDOS is an attempt to make a machine or If an attacker compromises a vanilla web server, other
network resource unavailable to its intended users. sessions communications can also be hijacked. In our
Although the means to carry out, motives for and targets system, an attacker can only stay within the web server
of a DDoS attack may vary, it generally consists of the containers that he/s1he is connected to, with no
efforts of one or more people to temporarily or indefinitely knowledge of the existence of other session
interrupt or suspend services of a host connected to communications. We can thus ensure that legitimate
the Internet. sessions will not be compromised directly by an attacker.

One Time Password: If the user wants to update their
information, an One time password will be generated by
the server and send to the user’s mobile number to
identify the that request was made by the prominent user
or not. It also ensures the security by informing the user,
if the hacker is attempting to hack is user’s account [22].

Container Model: All network traffic from both legitimate
users and adversaries is received intermixed at the same
web    server.  If  an  attacker  compromises  the  web
server, he/she can potentially affect all future sessions
(i.e. session hijacking). As signing each session to a
dedicated web server is not a realistic option, as it will
deplete the web server resources. To achieve similar
confinement while maintaining a low performance and
resource overhead, we use lightweight virtualization. In
our design, we make use of lightweight process
containers referred to as containers as ephemeral,
disposable servers for client sessions. It is possible to
initialize thousands of containers on a single physical Fig. 3: Web server instances running in containers

machine and these virtualized containers can be
discarded, reverted, or quickly reinitialized to serve new
sessions. A single physical web server runs many
containers, each one an exact copy of the original web
server.

Our approach dynamically generates new containers

server can run continuously and serve all web requests.

container using a read-only clean template, we can

traffic within this session as tainted. 
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Container Generation: The container will be generated
for each and every session in the web server the container
will provide session id for every session. The data and the
information about the query processed are stored in the
container.

Query Processing: The user query will be  processed.
The web server will check the query for authentication
purpose after the query is authenticated the web server
will process the query and retrieve the data from the
database server and it is provided to the user by the web
server.

Discarding Container: When the session is closed the
container that has been generated to store the information
about the query processing should be discarded and
when new session starts then the container will be
reinitiated. Fig. 4: Deterministic mapping using session ID of the

Disconnecting Server: To finish the session the server is
to be disconnected from the user. When the server gets Depending on the offered localization strategy, there
disconnected it is considered to be session completion are different possibilities to use this information. The cost
[23]. evaluation of a query execution plan is guided by required

Multitier Web application Model stationary systems are CPU usage and the number of hard
Deterministic Mapping: This is the most common and disk access. In mobile systems, additional varying factors
perfectly matched pattern. That is to Say that web request like energy consumption, available memory and CPU
rm appears in all traffic with the SQL queries set Qn. For speed may be included. Thus, mobile database systems
any session in the testing phase with the request rm, the must be able to choose an execution site for the different
absence of a query set Qn matching the request indicates phases of query processing depending on their current
a possible intrusion. On the other hand, if Qn is present in environment and should be able to revise that decision as
the session traffic without the corresponding rm, this may flexible as possible.
also be the sign of an intrusion. In static websites this
type of mapping comprises the majority of cases since the Static Model: Static website can build an accurate model
same results should be returned for each time a user visits of the mapping relationships between web requests and
the same link. database queries since the links are static and clicking on

The new networking technologies allow spontaneous the same link always returns the same information.
connectivity among mobile devices, including hand held However, some websites (e.g. blogs, forums) allow regular
devices, computers in vehicles, computers embedded in users with non administrative privileges to update the
the physical infrastructure and nano sensors. Mobile contents of the server data. This creates tremendous
devices can suddenly become both sources and challenges for IDS system training because the HTTP
consumers of information. There is no longer a clean requests can contain variables in the past parameters. For
distinction between clients and servers, instead devices example, instead of one to one mapping, one web request
are now peers. Furthermore, there is no longer a guarantee to the web server usually invokes a number of SQL
of infrastructure   support.  Consequently,  for    obtaining queries that can vary depending on type of the request
data, devices cannot simply depend on a help of some and the state of the system. 
fixed, centralized server. Instead, the devices must be able Some requests will only retrieve data from the web
to cooperate with others in their proximity in order to server instead of invoking database queries, meaning that
pursue individual and collective tasks. no queries    will  be  generated  by  these  web  requests.

container (VE).

resources of the plan. The main factors that are used in
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In other  cases, one request will invoke a number of CONCLUSION
database queries. All communications from the clients to
the database are separated by a session. Assign each
session with a unique session ID. Triple Guard normalizes
the variable values in both HTTP requests and database
queries, preserving the structures of the requests and
queries. To achieve this Triple Guard substitutes the
actual values of the variables with symbolic values.

Mapping Relations: In Triple Guard classify the four
possible mapping patterns. Since the request is at the
origin of the data flow treats each request as the mapping
source. In other word, the mappings in the model are
always in the form of one request to a query set rm TO
Qn.

Empty Query Set: In special cases, the SQL query set may
be the empty set. This implies that the web request neither
causes nor generates any database queries. For example,
when a web request for retrieving an image GIF file from
the same web server is made, a mapping relationship does
not exist because only the web requests are observed.
This type of mapping is called rm assign empty. During
the testing phase, we keep these web requests together in
the set EQS.

No Matched Request: In some cases, the web server may
periodically submit queries to the database e server in
order to conduct some scheduled tasks, such as cron jobs
for archiving or backup. This is not driven by any web
request, similar to the reverse case of the Empty Query Set
mapping pattern. These queries cannot match up with any
web requests and we keep these unmatched queries in a
set NMR. During the testing phase, any query within set
NMR is considered legitimate. The size of NMR depends
on web server logic, but it is typically small [24].

Non Deterministic Mapping: The same web request may
result in different SQL query sets based on input
parameters or the status of the webpage at the time the
web request is received. In fact, these different SQL query
sets do not appear randomly and there exists a candidate
pool of query sets. Each time that the same type of web
request arrives, it always matches up with one (and only
one) of the query sets in the pool. it is difficult to identify
traffic that matches this pattern. This happens only within
dynamic websites, such as blogs or forum sites. Decrypts
the file.

The attacker uses SQL Injection Attack, in order to
hit or access the database contents, Intrusion Detection
System (IDS), filters abnormal SQL Queries and stores IP
address. The counter measures are thus adding an alert
by means of one time password and checking for IP
Spoofing, also by generating a session key. It also
provides verification code through mobile alert when the
content was update or modify. After entering this code
only updation will takes place? We presented an intrusion
detection system that builds models of normal behavior
for multitiered web applications from both front-end web
(HTTP) requests and back-end database (SQL) queries.
Unlike previous approaches that correlated or summarized
alerts generated by independent IDSs, DoubleGuard
forms container-based IDS with multiple input streams to
produce alerts. We have shown that such correlation of
input streams provides a better characterization of the
system for anomaly detection because the intrusion
sensor has a more precise normality model that detects a
wider range of threats. We achieved this by isolating the
flow of information from each webserver session with a
lightweight virtualization.

Furthermore, we quantified the detection accuracy of
our approach when we attempted to model static and
dynamic web requests with the back-end file system and
database queries. For static websites, we built a well-
correlated model, which our experiments proved to be
effective at detecting different types of attacks. Moreover,
we showed that this held true for dynamic requests where
both retrieval of information and updates to the back-end
database occur using the webserver front end. When we
deployed our prototype on a system that employed
Apache webserver, a blog application and a MySQL back
end, DoubleGuard was able to identify a wide range of
attacks with minimal false positives.

Future Enhancements: Triple Guard was able to identify
a wide range of attacks with minimal false positives. As
expected, the number of false positives depended on the
size and coverage of the training sessions we used.
Finally, for dynamic web applications, we reduced the
false positives to 0.6 percent [25-30].
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