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Abstract: Existing practice of giving access to user specific services via telephone is not enough for offering
reliable authentication to user such as telephone banking etc. and needs additional information to protect the
user identity in a more effective way. A more secure approach is proposed for an Interactive Voice Response
(IVR) with pattern recognition using neural networks. Fifty second of speech data of the intended speaker has
been analyzed for training the neural network and 84% efficient response has been observed. In this case, after
entering the correct password, the user is asked to input his voice sample which is used to verify his identity.
The addition of voice pattern recognition in the authentication process can potentially further enhance the
security level. Both of these techniques are applied simultaneously, so there is lesser probability of misuse. The
developed system is fully compliant with landline phone system.

Key words: Interactive  voice  response,  Mel  frequency  cepstral  coefficient,  Artificial  neural  network,
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INTRODUCTION In the proposed approach, besides entering the PIN

Interactive Voice Response (IVR) systems allow through his voice signatures which further enhances the
callers to interact with their communication systems over secure access to various applications. The results are
the telephone. An IVR system talks to callers following a promising based on false accept and false reject criteria
recorded script. It prompts a response the caller to offering quick response time. It can potentially play an
respond either verbally or by pressing a touch tone key effective role in the existing authentication techniques
and supplied the caller with information based on used for identity verification to access secured services
responses made. In some of the applications like bank through telephone or similar media. In the proposed
account balances, transfers and accessing databases of model,  speaker  specific  features  are  extracted  using
strategic organizations etc. require high level of security. Mel Frequency  Cepstral  Coefficient (MFCC) while Multi
In such applications the information to be provided is Layer Perceptron (MLP) is used for feature matching. Our
made secure by the use of Personal Identification Number model is based on 8 kHz, 8 bit format using Pulse Code
(PIN). However, this approach is not secure and is prone Modulation (PCM) [3,4]. 
to tampering and misuse. To overcome this problem a
pattern recognition approach based on neural network is System Overview: Speaker recognition is the process of
proposed. User specific patterns such as fingerprint,
retina,  facial  features,  DNA  sequence  identification
and voice etc. can be used for authentication. However,
among these, voice authentication is readily available and
most suitable for this application. The speaker recognition
area has a long and rich scientific basis with over 30 years
of  research,  development and evaluations [1]. Inherent
in attempts at speaker identity verification, it is the
general assumption that at some level of scrutiny, no two
individuals have exactly the same voice characteristics [2].

code, the user will also be asked to get himself recognized

automatically recognizing who is speaking on the basis of
individual information included in speech waves. Contrary
to the speech recognition, it is required to extract the
speaker-dependent feature, not speaker-independent This
technique makes it possible to use the speaker's voice to
verify their identity and control access to services such as
telephone banking, telephone shopping, information
services, voice mail, security control for confidential
information, areas such as databases of strategically
important organizations, Stock exchange etc. Speaker
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recognition involves in two applications: speaker decision is either accepted or rejected for the identity
identification and speaker verification. Speaker
identification is the process of finding the identity of an
unknown speaker  by  comparing his/her voice with
voices  of  registered  speakers  in the database. It’s a
one-to-many  comparison, whereas, speaker verification
is the process of verifying the claimed identity of a
registered  speaker  by  using their voice characteristics.
It performs a one-to-one comparison. It is also called
binary decision between the features of an input voice
and those of the claimed voice that is registered in the
system.  The  verification task, or 1:1 matching, consists
of making a decision whether a given voice sample is
produced  by  a claimed speaker. An identity claim (e.g.,
a PIN code) is given to the system and the unknown
speaker’s voice sample is compared against the claimed
speaker’s voice. If the similarity degree exceeds a
predefined decision threshold, the speaker is accepted
and otherwise rejected. Since the decision to reject or
accept a speaker is denied by a threshold, the system can
be designed to minimize the more costly of these two
errors. A system designed to protect sensitive information
would have a low decision threshold, which in turn
would  produce  a  low  FA at the expense of a high FR,
i.e.  unauthorized  personnel would be denied access at
the expense of inconveniencing authorized personnel.
This system is more secure. Similarly for less secure
system FR is low but FA is high. Since FA and FR are
dependent on the threshold, the threshold can be chosen
so that these two errors are equal [5, 6].

Pattern Recognition Phases: At highest level, all speaker
recognition systems contain two modules: Feature
Extraction and Feature Matching. Similarly they operate in
two phases: Training and Recognition/Testing phase. In
both these phases Feature Extraction and Feature
Matching is done. In training phase speaker models are
created for database. This is also called the enrollment
mode in which speakers are enrolled in the database. In
this mode, useful features from speech signal are extracted
and model is trained. The objective of the model is
generalization of the speaker’s voice beyond the training
material, so that any unknown speech signal can be
classified as intended speaker or imposter. In recognition
mode, system makes decision about the unknown
speaker’s identity claim. In this mode features are
extracted from the speech signal of the unknown speaker
using the same technique as in the training mode. And
then the speaker model from the database is used to
calculate  the similarity score. Finally decision is made
based on the similarity score. For speaker verification, the

claim. Two types of errors occur in speaker verification
system: False Reject (FR) and False Accept (FA).

When a true speaker is rejected by the speaker
recognition system, it is called FR. Similarly FA occurs
when imposter is recognized as a true speaker. The input
pattern used for verification can be either text dependent
or text-independent. For the text-dependent speech
pattern, the speaker is asked to utter a prescribed text.
However in text-independent case the user is free to speak
any text. Text-independent speech pattern is considered
more flexible as the user doesn’t require to memorize the
text [7]. 

Telephone System: Currently, telephone systems in a lot
of countries (especially third world) are still completely
analog. While the description of the analog telephone
system provides an accurate overview of the principles of
current telephone systems, it is a fact that most telephone
calls today are really digital telephone calls. In a digital
telephone system, the two ends of the call are analog and
the middle section is digital. Conversions from analog to
digital (A/D) and back to analog (D/A), are made in such
a way that it is essentially impossible for human ear to
determine that there was any conversion at all. At present,
most telephone calls are analog from the telephone at
home to the first switching office (local loop), so the A/D
and D/A conversion is made at this office. For digital
transmission of telephony, almost all over the world Pulse
Code Modulation (PCM) is used. The speech waveform
needs to be converted into digital format before it is
suitable for processing in the speaker recognition system.
The conversion of analog signal to digital signal involves
three phases, mainly the sampling, quantization and
binary encoding phase as shown in Figure 1. For voice,
the standard sampling frequency according to Nyquest
theorem is 8000Hz. Speech communication is a very
important and specialized area of digital communications.

Fig. 1: Analog to digital conversion
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Fig. 2: A Law Encoder Transfer Curve secondly, to extract relevant acoustic features from the

For  most  voice  communication channels, very low A  wide  range  of  possibilities  exists  for
speech  volumes  predominate, 50% of the time, the parameterization of speech signal for speaker recognition
voltage characterizing  detected  speech  energy  is  less task.  These  include  Linear  Prediction  Coding  (LPC),
than one-fourth of the rms value [8]. Large amplitude Mel Frequency Cepstral Coefficient (MFCC), Perceptual
values are relatively rare, only 15% of the time does the Linear Prediction (PLP), Linear Predictive Cepstral
voltage exceed the rms value. So uniform quantization is Coefficient (LPCC) etc. In this paper we have used Mel
not suitable for speech signals as signal-to-noise ratio Frequency Cepstral Coefficient (MFCC). MFCCs are
(SNR) is worse for low level signals than for high level widely used in spectral features for speaker recognition.
signals. Non uniform quantization can provide fine The mel-frequency Cepstral coefficient (MFCC) is proved
quantization of the week signals and course quantization to be excellent way of extracting the speaker specific
of the strong signals. So the quantizing intervals are features although, originally developed for speech
adjusted to be smaller (more samples are taken) at low recognition. MFCC is generally used with sampling rate
signal levels and larger (fewer samples are taken) at high much higher than 8KHz and at higher bit rate. But 8 KHz
signal levels. This results in an encoder that produces a being telephonic standard is our requirement. Figure 3
nonlinear output, which is compressed in relation to the shows the components of such an analysis scheme. The
input. At the receiving end, the decoder uses a Mel scale is approximately linear frequency spacing below
complimentary expanding characteristic to restore linearity 1000 Hz and a logarithmic spacing above 1000 Hz. The
to the signal. The combination of these two approximation of Mel from frequency can be expressed as
characteristics is referred to as a compander and the
overall transmission/receiving process  of  the Mel (f) =2595log  (1+f/700) (1)
coder/decoder  is  called  companding. For T-1
applications, the logarithmic curve is defined by a Where, f denotes the real frequency and mel(f)
companding   algorithm   know   as   µ-Law    where    as denotes the perceived frequency in mel. The computation
for  E-1  applications,  the  logarithmic  curve  is defined of MFCC is based on the short-term analysis. It uses
by   a    companding    algorithm   know   as  Á-Law. A- critical bank filters to realize mel-frequency warping. 
Law   Encoder   Transfer   Characteristics   are  shown in The critical bandwidths with frequency are based on
Figure  2.   The   standard   number   of   quantization the human ears perception. The input signal (voice) being
levels  for  audio  signals  is 256, requiring 8 bits. So, the analog in nature is band limited to 300-3400 Hz and
bit rate for a digital telephone call is: 8,000x8=64,000 bits digitized using 8 KHz sampling frequency in 8 bit format
per second. (A-law).  Next,  the  band limited signal is pre-emphasized

RESULTS AND DISCUSSION

Feature Extraction: Feature extraction transforms the raw
speech signal into a compact but effective representation
that is more stable and discriminative than the original
signal. Since the front end is the first component in the
chain, the quality of the later components (speaker
modeling and pattern matching) is strongly determined by
the quality of the front end. In other words, classification
can be at most as accurate as the features. 

Although prosodics and other high-level features
have been recently exploited successfully in speaker
recognition, our attention is on the low-level spectral
features due to their text-independence and easy
computation/modeling widespread use. The purpose of
the front end processing stage is to parameterize the
incoming speech signal. The reason for this is two fold:
firstly, to represent the signal in a more compact form and

speech signal to be used in the recognition process. 

10
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Fig. 3: MFCC matching. These include Dynamic Time Warping, Vector

Fig. 4: Voice Sample After FFT speaker based on his voice and rejects the claim of any

by the filter H(z) = 1-0.97Z . The speech signal is (MLP)  having  four  layers  comprising  of one input1

continually varying when observed over long periods, layer, two hidden layers and one output layer as shown in
while over periods of 5-100 m sec, the signal is, to Figure 5. 
reasonable approximation, stationary. The incoming The MLP is convenient to use for problems with
speech signal is therefore, blocked into frames with limited information regarding characteristics of input [11].
duration of 32 m sec at frame rate of 63 Hz. To reduce the The input layer has nineteen (19) neurons (as we have
effect of the spectral artifacts from framing process, nineteen feature vectors from MFCC processor) and uses
Hamming window is used [9]. By applying FFT of 256 linear transfer function. The first hidden layer has seventy
points the signal is converted into the frequency domain six (76) neurons and uses sigmoid transfer function. The
as shown in Figure 4. Using filter bank of nineteen (19) second hidden layer consist of fifty four (54) neurons and
filters,  we   calculated   the   first   nineteen  (19)  Cepstral it  also  uses  sigmoid  transfer function. The output layer

Fig. 5: MLP Architecture

coefficients excluding 0 . Cepstral mean subtraction andth

dynamic range normalization are used for all speech
features.

Feature Matching: Feature matching is an algorithm or
several algorithms which computes a match score
between the unknown speaker’s feature vectors and the
model stored in the database. Its output is the similarity
score.

There are numerous techniques used for feature

Quantization, Gaussian mixture model, Hidden Markov
Model and Neural Networks, etc. Neural networks learn
complex mappings between inputs and outputs and are
particularly useful when the underlying statistics of the
considered tasks are not well understood [10]. Neural
Networks being relatively new approach is investigated in
our proposed solution. 

In this technique, a feed forward back propagation
network is used for classification of speakers. The
network is trained with the training sets extracted from the
input speech by using MFCC technique of feature
extraction.

The model developed is a text-independent speaker
verification system which can identify only a specific

other speaker. We have used Multilayer Perceptron
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Fig. 6: Training curve

Table 1: Results of Speaker Verification

Speaker No of Trials FalseReject False Accept Error %

Intended 50 9 - 8%

Imposter 125 - 17 4%

has one neuron (as binary decision is to be made) and
uses linear transfer function. It is trained using back
propagation algorithm [12]. The network is trained in a
Matlab® by using built in train function. This function
trains the network on training data (Supervised Learning).
The training algorithm used for this network is Gradient
Descent (GD). GD requires the definition of an error
function to measure the neuron’s error in approximating
the target. The sum of squared errors is usually used.
Figure 6 shows the training curve. Some of the main
features of MLP observed are: low cost as it requires little
memory, performance is extremely good and the response
time is very small.

Testing of Proposed System: Around fifty seconds of
speech data of the intended speaker was collected for
training the neural network. In testing phase, 10%
tolerance is present for the intended speaker, i.e. if the
output of the network is 10% less or greater than 10%, still
the speaker is recognized as the intended speaker
otherwise rejected. The test data consists of fifty (50)
speech samples (other than those used for training the
neural network) of the speaker for whom network is
trained and 125 samples of imposter speech. The imposter
speech data was collected from 13 persons (male). Out of
50  samples  of the intended speaker 41 was recognized. to improve the error in the patterns recognition on criteria
So  false  reject is only 18%. Similarly for imposter data out

of 125 trials only 17 were falsely accepted. Thus false
accept is about 14%. Table 1 summarizes the details of
test results. The performance measure is expressed as half
total error rate (HTER). It is defined as:

HTER = (FA + FR) / 2 (2)

where  FA  and  FR  are  the  false acceptance and
false rejection,  respectively.  It  was  introduced  into
practice in the international speaker recognition
evaluation campaigns organized by the NIST and
NFI/TNO. In our case, the HTER comes to be 16% which
is very promising. 

CONCLUSION

An Interactive Voice Response (IVR) based on neural
network approach has been proposed that can potentially
bring added security in applications involving access to
bank services etc. via telephone. The results of our
approach are very promising. Fifty seconds of speech
data of the intended speaker has been analysed for
training the neural network and 84% efficient response
has been observed. Cepstral mean subtraction and
dynamic range normalization are used for all speech
features. Multilayer Perceptron (MLP) architecture proved
to be low cost as it requires little memory, performance is
extremely good and the response time is very small. The
HTER comes to be 16% which is very promising, in the
proposed system. Further work in this direction is needed

based on false accept and false reject.
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