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Abstract: Accurate identification and classification of network traffic according to the application that 
generated them is at the basis of any modern network management platform. Nowadays, many P2P 
applications using dynamic port numbers, masquerading techniques and encryption to avoid detection. 
Therefore, simple port-based and systematic analyses of packet payloads methods are rapidly inefficient.
An alternative approach is to classify traffic rely on the fact that different applications have distinct 
behavior patterns when they communicate on a network. We present this latter approach to effectively 
identify groups of traffic that are similar using only transport layer statistical information. In this study, we 
propose a traffic monitoring scheme based on IPFIX standard that employs the clustering algorithms as a 
classification tool to classify network traffics using only transport layer's information. We believe that in 
order to build an accurate classifier, a good classification model must be used. For building such model, we 
considers three unsupervised clustering algorithms, namely K-Means, DBSCAN and SNN, for cluster 
training data that the latter has not previously been used for network traffic classification. We evaluate this 
algorithm and compare to the previously used K-Means and DBSCAN algorithms, using empirical internet 
traces.
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INTRODOCTION

The  number  of  application layer protocols and 
end-users is increasing rapidly. Because of this
deployment, the efficient management of network
resources is a complicated task. With traditional
network management methods, it is difficult to obtain a 
comprehensive view from the state of the network and 
simultaneously discover important details from the
network traffics. Traffic classification mechanisms are 
useful tools that help the allocation, control and
management of resources in TCP/IP networks and 
improve the reliability of Network Intrusion Detection 
Systems (NIDS). 

Different techniques can be used to classify
network traffic. The simplest method is to identify the 
applications that generated each flow by its transport 
level  source  and  destination port numbers that has 
been very successful in the past [1]. However, standard 
services  are  frequently  run  on  non-standard ports, 
for example to circumvent policy restrictions.
Moreover,  some  increasingly popular applications, 
such as peer-to-peer applications using dynamic port 
numbers and also started distinguishing themselves by 
using  port  numbers   for  commonly  used  protocols 
such as HTTP and FTP. Many recent studies confirm 

that port-based identification of network traffic is
inefficient [4, 7].

To address aforementioned drawbacks of port-
based classification, other techniques proposed such as
the ones present in many NIDS such as Bro and Snort 
[8, 9] rely on the detailed analysis of each packet 
payload. In this approach, packet payloads are
inspected to determine whether they contain
characteristic signatures of known applications. This 
method is extremely accurate, but some limitations. 
First, these techniques only identify traffic for which 
signatures are available and are unable to classify any 
other traffic. Second, there is a high storage and
computational cost to study every packet that traverses
a link (in particular on very high-speed links). Finally, 
payload information is not useful when applications use 
encryption. Therefore, this approaches scale poorly to 
the capacity of current high-speed networks, limiting 
their use to lower bandwidth links

The limitations of port-based and payload-based
analysis have motivated use of transport layer statistics 
for traffic classification [3, 5, 7, 15, 18]. These
classification techniques rely on the fact that different 
applications typically have distinct behavior patterns 
when communicate on a network. For instance, a large 
file  transfer using FTP would have a longer connection
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duration and longer average packet size than an
instance messaging client sending short occasional
message to other clients. Transport layer statistics such 
as the total number of packet sent, the ratio of the bytes 
sent in each direction and the average size of packets 
characterize these behaviors.

With the help of data mining methods, such as 
clustering algorithms, it is  possible to discover the key 
characteristics and regularities within the network
traffic. Cluster analysis is one of the most interest
methods for identifying classes amongst a group of
objects and has been used as a tool in many fields such 
as biology, finance and computer science. Recent work 
by  McGregor et  al.  [15], Zender et al. [18] and 
Erman et al. [10] show that cluster analysis has the
ability to group internet traffic using only transport 
layer characteristic.

In this work, we propose a traffic monitoring
scheme that employs the clustering algorithms as a 
classification tool to classify network traffics using only 
transport layer informations. This system based on
IPFIX (1-IP Flow Information eXport Protocol) standard and 
will generate the statistical information about
application layer protocols that can be used by the
network administrator. Constructing such system
include three phases: implementing a measurement
system based on IPFIX architecture for collecting
traffics information, developing an accurate model for 
traffic classification and designing a classifier to
classify incoming traffics. 

In the first stage, we implemented IPFIX
architecture in the Linux operating system environment. 
With using of this architecture, we able to collect
required information from the flows that pass the
network. Construction a good classification model is an 
important stage of the proposed systems. We believe 
that in order to build an accurate classifier, a good 
classification model must be used. In this work, we 
specially focused on to find the best clustering
algorithms to use in the model. In this phase, an
unsupervised clustering algorithm classifies training 
data. This produces a set of clusters that are then
labeled  to  become  our  classification model. There 
are some methods for labeling the clusters (e.g.,
payload analysis, manual classification, port-based
analysis,   or   combination   method)  that  we  use
port-based analysis to label the clusters. Then, this 
model  is  used  to  develop a classifier that has the 
ability to label offline network traffic. We note that 
offline classification is relatively easier compared to 
online classification, as flow statistics needed by
clustering algorithm may be easily obtained in the
former case; the latter requires use of estimation
techniques for flow statistics.

To find the best clustering algorithms to use in the 
model, we consider three clustering algorithms, namely 
K-Means, DBSCAN and SNN, that the latter has not 
previously been used for network traffic classification. 
We evaluate this algorithm and compare to the
previously used K-Means and DBSCAN algorithms, 
using empirical internet traces. The algorithms
evaluated in this work use an unsupervised learning 
mechanism, wherein unlabelled training data is grouped 
based on similarity. This ability to group unlabelled 
training data is advantageous and offer some practical 
benefits over learning approaches that require labeled 
training data. Although the selected algorithms use an 
unsupervised learning mechanism, each of these
algorithms, however, is based on different clustering 
principles. The K-Means clustering algorithm is a
partition-based algorithm whereas the DBSCAN and 
SNN are density-based algorithms.

For evaluating these algorithms, we collected
training data by tcptrace tool [21], which developed in 
WAND research group, from the well known publicly 
available Internet traffic trace from the University of 
Auckland. The algorithms are compared based on their 
ability to generate clusters that have a high predictive 
power of single applications. Although, K-means [20] 
is one of the most commonly used clustering algorithm, 
but it does not perform well on data with outliers or 
with clusters of different sizes or non-globular shapes. 
The DBSCAN can find clusters of arbitrary shapes, it 
cannot handle data containing clusters of differing 
densities, since its density based definition of core
points cannot identify the core points of varying density 
clusters [19]. 

Our  experimental  results  show  that accuracy  of 
K-Means, DBSCAN and SNN algorithms respectively 
are 84%, 75.6% and 82%. Furthermore, we analyze the 
number   of   clusters   and   number   of   objects  in 
clusters produced by the different algorithms. In
general, the ability  of  an  algorithm  to  group  objects
into  a  few good clusters is particular useful in 
reducing   the   amount  of   processing   required to 
label the clusters. The obtained result shows that
although   SNN has overall accuracy between
DBSCAN and K-Means algorithms, but it has some 
advantages compared to other algorithms that
mentioned above. First, this algorithm has ability to 
classify  undesired  network  traffics  as  noise  cluster 
as well as DBSCAN, whereas the K-Means can not 
detect such clusters. Second, the SNN can handle data 
containing clusters of differing densities and shaping, 
but   the   DBSCAN   can   only   detect   cluster  with 
differing shapes. With attention to experimental results, 
we decide to use the SNN algorithm in a purpose
model.
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RELATED WORK

The idea of using the statistical properties of
network traffic to classify flows, or at least to describe 
their behavior, is not now and can be solved the
problems associated with port-based identification and 
payload-based analysis. Early, pioneering studies by 
Paxson et al. on Internet traffic characterization [11, 12] 
focus on the relationship between the observed
statistical properties of flows and the applications
protocols that generated them. These works show that 
analytical models based on random variables such as 
packet length, inter-arrival times and flow duration can 
be suitable to express the behavior of a few protocols. 
These papers do not make any attempt to classify flows 
according to application layer protocols.

One of the first attemp ts to classify application-
specific traffic by Mena et al. [13] shows how Real 
Audio flows may be identified among aggregates with a 
simple analysis of packet lengths and inter-arrival
times. Dowes et al. [14] uses similar approach to
analyze chat traffic. This work was based on analysis of 
Internet Relay Chat traces, since such traffic is easily 
identifiable even by payload analysis. These works
differ from ours in that they focus exclusively on a 
single type of applications.

Other trained approaches confirm the possibility of 
discrimination between different application classes,
e.g. FTP data versus low-jitter audio packets. McGregor 
et al. [15] hypothesize the ability of using cluster
analysis to group flows using transport layer attributes 
[15]. The authors, however, do not evaluate the
accuracy of the classification as well as which flow 
attributes produce the best results. Zender et al. [16] 
extent this work by using another Expectation
Maximization (EM) algorithm called AutoClass [17] 
and analyzes the best set of attributes to use [18]. Both 
[15, 18] only test Bayesian clustering techniques
implemented by an EM algorithm. The EM algorithm 
has a slow learning time. This study evaluates
clustering algorithms that are different and faster than 
the EM algorithm used in previous work.

In Bernaille et al. [2] explored the potential of 
classifying trace by using the sizes of the first P packets 
of   a   TCP   session.  Conceptually,  their   approach  is 
similar to payload-based approaches that look for
characteristic signatures during protocol handshakes to 
identify the application and is unsuccessful classifying 
application types with variable-length packets in their 
protocol handshakes such as Gnutella.

Some non-clustering techniques also use transport 
layer  statistic  to  classify  traffic  [3-6].  The

technique presented by Roughen et al. [6] shows that a 
useful set of features allowing discrimination between 
traffic classes can be located at different levels (single 
packets, flow, connection and so on) and they can be 
successfully exploited by Nearest Neighbor and Linear 
Discriminant Analysis algorithms. They classify traffic 
into a small number of categories suitable for Quality of 
Service applications. The connection durations and
average packet size are used for classifying traffic into 
four distinct classes. The main drawback of this work is 
that these two statistics may not be enough to classify 
all applications classes.

Another trained approach for traffic classification 
has also been demonstrated with a supervised machine 
learning techniques by Moore et al. [5]. He used a
supervised machine learning algorithm called Naïve
Bayes as a classifier. Moore et al. show that the Naïve 
Bayes method has a high accuracy classifying traffic. 
Supervised learning requires the training data to be
labeled before the model is built. We believe that an 
unsupervised clustering approach offers some
advantages over supervised learning approaches. One 
of the main benefits is that new applications can be 
identified by examining the connections that are
grouped to form a new cluster. The supervised
approach can not discover new applications and can 
only classify traffic for which it has labeled training 
data. Also consider the case where the data set being 
clustered contains encrypted P2P connections or other 
types of encrypted traffic. These connections would, 
therefore, be excluded from the supervised learning 
approach which can only use labeled training data as 
input. This could reduce the supervised approach's
accuracy.

In [10] Erman et al. evaluated some unsupervised 
clustering algorithms such as AutoClass, K-Means and 
DBSCAN for traffic classification using transport layer 
statistical information. Their results show that the K-
Means can be good candidate for this purpose.
Although, K-Means has the highest accuracy but it does 
not perform well on data with outliers or with clusters 
of different sizes or non-globular shapes. They focused 
only on TCP-based applications and ignored UDP 
traffics. Erman et al. used time-oriented feature for 
classifying traffic, whereas we believe that flow
features that have a time component such as duration, 
interarrival  time  and  flow  throughput  were  not to be 
useful. In general, selection of time -oriented features 
should be avoided as they are less likely to be invariant 
across different networks. 

Karagiannis et al. propose a technique that uses 
the unique behaviors of P2P applications when  they are 
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transferring data or making connections to identify this 
traffic [3]. Their results show that their approach is 
comparable with that of payload-based identification in 
term of accuracy. More recently, Karagiannis at al. 
developed another approach that uses the social,
functional and applications behaviors to identify all 
types of traffic [4]. These methods focus on higher level 
behaviors such as the number of concurrent connections 
to an IP address and do not use the transport layer 
characteristics of single connection that we utilize in 
this paper.

In [23], Fatemipour et al. implemented a
monitoring system based-on IPFIX protocol for QoS 
management. This system can not use the traffic
classification tool and only measured QoS parameters 
for flow level and not produced any detailed
information about application layer protocols. With 
modify and extend this system, we propose our
monitoring system that able to produce more detail 
information about protocols that generate traffics.

THE PROPOSED MONITORING SYSTEM

In this section we describe the proposed monitoring 
system. In this system, we used IPFIX architecture to 
collect flow information across network. The overall 
architecture of the proposed system is similar to the 
overall architecture of IPFIX protocol and shown in 
Fig. 1. Therefore, we first describe IPFIX protocol and 
then discus the proposed system.

IPFIX protocol: The IP Flow Information eXport 
(IPFIX) protocol defines a format and protocol for the 
export of flow information from routers or
measurement probes. IPFIX is a general data transport 
protocol that is easily extensible to suit the needs of 
different applications. The protocol is flexible in both 
flow key and flow export. The flow key defines the 
properties used to select flows and can be defined 
depending on the application needs.

The architecture of IPFIX protocol consists of two 
components: IPFIX device and IPFIX collector, similar 
to the proposed systems. Generally, the IPFIX device is 
embedded into routers or switches. However, a
dedicated IPFIX device could be installed with
capturing packets from the fiber tap or the mirrored port 
at a switch. The IPFIX collector gathers, analyzes and 
stores IPFIX flows from multiple IPFIX devices
through    IPFIX    messages.    Every   IPFIX   message 
consists of a message header, a template set and a data 
set (an option template set and option data set). A 
template set defines how the data set is organized. Flow 

information is exported using flow data sets and the 
information contained in those sets can be defined using 
template sets. A template ID uniquely identifies each 
template set and provides the binding between template 
and data sets 

The IETF standardization team developed an
extension of the IPFIX protocol that also allows
exporting   per -packet   information (draftboschi-
export-perpktinfo -02.txt)   and   proposed the
extension to the IPFIX working group. The proposed 
monitoring system uses this extension of the IPFIX 
protocol.

The architecture of proposed monitoring system:
The overall architecture of the proposed system is 
similar to the overall architecture of IPFIX protocol. 
For extension of the system implemented by
Fatemipour et al. [23]. We embedded Flow Classifier 
and Flow Analyzer components in IPFIX collector as 
shown in Fig. 1.

In the Meter component, we used Libpcap [24] for 
capturing packets from network interfaces. Libpcap
provides a copy of the packet and a timestamp that the 
kernel puts on reception of a new packet from the 
network interface. The Meter extracts required
information from the captured packet (timestamp,
source IP address, source port, destination IP address, 
destination port, protocol, packet length and so on). 
This information delivers to Exporter component by the 
Meter. The main task of the Exporter is to take the 
measurement data from one or more metering processes 
and send them through the IPFIX messages to The
Flow Collector component. The Exporter has to take 
care that the templates are sent prior to the related data 
records.

The Flow collector has to maintain a list of sources 
and per source a list of templates to decode incoming
data sets. The Flow Collector decode incoming IPFIX 
message using suitable template set. The Flow
Collector has a flow table for storing flow information. 
Every time an IPFIX message received from any
Exporters that containing data set, it

Fig. 1: Proposed monitoring shema
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extract 5-tuples of IP/TCP/UDP header fields from each 
data set to find the corresponding flow entries stored at 
the flow table. If the flow entry corresponding to the 
incoming data set does not exist, a new flow entry will 
be created. Otherwise, attributes of the flow entry such 
as the number of packets, the number of bytes and etc. 
will be updated. A flow is defined by a sequence of 
packet streams sharing 5-tuples (source IP address,
source port, destination IP address, destination port,
protocol) of IP/TCP/UDP headers within a given
timeout. A flow expiration timer is set to terminate a 
flow if a packet belonging to the same flow
specification does not arrive within the timeout. Then, 
the expired flow entries will be exported to the Flow 
Classifier. This flow idle timeout value can be
configurable. For example, in our experiment, a flow 
idle timeout set to 90 seconds. In addition to the flow 
idle timeout, another timer is required to finish and 
export long-lived flows residing at the flow table.

The Flow Classifier classifies the expired flows 
according to the application that generated them and 
then stores in the databases that designed for this
purpose. For accurate classification, we need a good 
classification model. This paper especially focused on 
designing an accurate model. We discus the designing 
issues in the next section completely. 

The Flow analyzer retrieves flow information from 
database and generates the statistical information about 
application layer protocols such as total bytes sent,
bandwidth, Delay and etc. This information can be
useful in many fields of network management such as 
Traffic engineering for optimizing the usage of network 
resources, QoS Management, Profiling Network
Applications and Intrusion Detection Systems.

CLASSIFICATION APPROACH

Based on the observations from the previous
section, our goal is to build a monitoring system can be 
able to generate statistical information about application 
layer protocols. The significant section of the system is
to design an accurate Flow Classifier. We believe that 
in order to reach this goal, a good classification model 
must be used. Building such a model consists of two 
steps. We first employ a machine learning approach 
known as clustering to partition the training data set 
into disjoint groups called clusters such that flows 
within a group are similar to each other whereas flows 
in different groups are as different as possible. Second, 
we must employ a method for labeling each cluster to 
form the classification model. In this section, we
explain how to extract classification model from
training traces. We describe how to construct the data to 
train  our  classifier. Then, we discuss the conversion of 

the connections to spatial representation. Finally, we 
explain the clustering algorithms.

Training dataset: The training traces are the input for 
the clustering algorithm. There are some requirements 
to obtain clusters that model well the target
applications. First, they need to contain all target
applications. Another issue is that the numbers of
connections for each application need to be similar; 
otherwise the most prevalent applications would bias 
the clustering.

There are two methods to create a training data set: 
extraction of target applications from packet traces or 
manual generation of traces for each application.
Although, manual generation has some advantages, it 
takes long to create and may not capture all possible 
modes of operation of the applications. 

Considering  this  requirements  and possibilities,
we decided to use the connections from publicly 
available packet trace called Auckland IV (http://wand.
cs.waikato.ac.nz/wand/wits/auck/). The Auckland IV
trace contains TCP/IP and UDP/IP headers of the traffic 
going through the University of Auckland's link to the 
Internet. We use a subset of the Auckland IV trace from 
March 16, 2001 at 06:00:00 to March 19, 2001, at 
05:59:59. This subset provided sufficient connection 
sample to build our model.

Connection identification: To construct the training 
data set, we need to collect the statistical flow
information from the empirical packet traces that
mentioned above. A flow, also known as connection, is 
defined here to be as a series of packet exchanges 
between two hosts, identifiable by the 5-tuple (source 
address, source port, destination address, destination 
port, transport protocol), with flow termination
determined by an assumed timeout or by distinct flow 
termination semantics. A flow expiration timer is set to 
terminate a flow if a packet belonging to the same flow 
specification does not arrive within the timeout. In this 
paper, a flow timeout set to 90 seconds. To processing 
the  trace  files,  we  use  publicly  available tools such 
as  the  tcptrace  [21] and libtrace [22] that developed 
by the WAND research group. We modify the tcptrace 
for our purpose.

The statistical flow characteristics considered
include: total number of packets and bytes, average
packet size, total number of packets and bytes in each 
direction, average packet size in each direction. Our 
decision to use these attributes was based primarily on 
the previous work done by Zender et al. [18].

In the rest of the paper we use this set of features as 
a basis for our classifiers. Due the heavy-tail
distribution  of  many  of the characteristics and our use 
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Table 1:  Application breakdown of auckland iv trace

Applications Connections Bytes Bytes (%)

HTTP 3,850,039 37,509,758,383 76.34
SMTP 120,027 3,081,905,807 6.27
HTTPS 164,658 1,060,529,000 2.15
FTP-Data 7,822 938,453,113 1.91
NNTP 14,636 552,242,219 1.12
SOCK 82,722 269,260,097 0.54
POP3 53,950 169,644,467 0.34
DNS 13,659 73,312,698 0.14
IMAP 3,424 39,301,052 0.07
MSSQL 1,242 11,132,348 0.02
FTP-Contl 5,148 8,885,359 0.01
OTHER 230,084 5,419,089,860 11.02

of Euclidean distance, we found that the logarithms of 
the characteristics gives much better results for all the 
clustering algorithms.

Classification of dataset: There are some methods to 
determine "true" classification of connections (e.g.,
payload analysis, manual classification, port-based
analysis, or a combination thereof). The payload
analysis methods require the full payloads of the
packets that contain full application data. These tools 
search the application data for a number of predefined 
patterns (similar to SNORT signature search for
intrusion detection.) to recognize the application. The 
port-analysis is another approach that use standard port 
numbers to classify the connections according IANA 
assignments.

The publicly available Auckland IV traces include 
no payload information. Thus, we use port-based
analysis to classify the connections. For this trace, we 
believe that a port-based classification will be largely 
accurate, as these archived traces predate the
widespread use of dynamic port numbers. The
application breakdown has presented in Table 1.
Whereas shown in Table 1, HTTP is also the most 
dominant application accounting for over 76% of the 
bytes and connections.

Clustering algorithms: The first step in constructing a 
classification model is to leverage all available training 
flows and group them into clusters. In the machine 
learning paradigm, clustering is an example of an 
unsupervised learning algorithm because the
partitioning of the flows in the training data is guided 
only by the similarity between the flows and not by any 
predetermined labeling of the flows.

A key benefit of the unsupervised learning
approach  is  the  ability to identify hidden patterns. For 
example, new applications as well as changed behavior 
of existing applications can be identified by examining 
flows that form a new cluster. Clustering algorithms use 
a measure d(x,y) of similarity between two objects xi 
and xj and find a partition that attempts to place similar 
examples in the same clusters and dissimilar examples 
in different clusters. There are various similarity
metrics that can be used. In the K-Means and DBSCAN 
algorithms, we use Euclidean distance as the similarity 
measure whereas the SNN algorithm uses another
similarity metrics that describes in the follow of this 
section. The Euclidean distance between objects x and 
y with n feature in each object can be calculated as 
follows:

n
2

i i
i 1

d(x,y) (x y )
=

= −∑ (1)

Clustering of Internet traffic using flow statistics has 
received some attention in the literature. 

As such, the focus of prior work [5, 10, 15] have 
been on demonstrating the ability of clustering
algorithms to group together flows according to
application type using only flow statistics. There are 
many different clustering algorithms in the machine 
learning literature. We review briefly three clustering 
algorithms, namely K-Means, DBSCAN and SNN
(Shared Nearest Neighbor) that the latter has not previously 
been used for network traffic classification. In the
following sections, we evaluate the overall accuracy of 
them to choose the best algorithm for using in the
classification model. 

The K-Means algorithm partitions the objects in 
the training data set into a fixed number of K disjoint 
spherical-shaped clusters by minimizing the total mean 
square error between objects and the cluster centroids. 
Starting with an initial partition (random or other), the 
algorithm iteratively assigns each object to the cluster 
whose centroid is nearest and recalculates the centroids 
based on the new assignments. This process continues 
until membership within clusters stabilizes.

The DBSCAN algorithm was first introduced by 
Ester et al. [28] and relies on a density-based notion of 
clusters. Clusters are identified by looking at the
density of points. Regions with a high density of points 
depict the existence of clusters whereas regions with a 
low density of points indicate clusters of noise or
clusters of outliers. In DBSCAN, the density associated 
with a point is obtained by counting the number of 
points   in   a   region   of   specified radius, Eps, around 
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the point. Points with a density above a specified 
threshold, MinPts, are classified as core points, while 
noise points are  defined  as  non-core  points  that
don't have a core point within the specified radius. 
Noise points are discarded, while clusters are formed 
around the core points. If two core points are within a 
radius of Eps of each other, then their clusters are 
joined. Non-noise, non-core points, which are called 
border points, is assigned to the clusters associated with 
any core point within their radius. Thus, core points 
form the skeleton of the clusters, while border points 
flesh out this skeleton. 

The SNN algorithm [29], as DBSCAN, is a
density-based clustering algorithm. The main difference 
between this algorithm and DBSCAN is that it defines 
the similarity between points by looking at the number 
of nearest neighbors that two points share. Let us
suppose that p and q be two points. Therefore, their 
similarity is defined by the following equation:

similarity(p,q) size(NN(p) NN(q))=  (2)

In the above equation, NN(p) and NN(q) are, 
respectively, the nearest neighbor lists of p and q. The 
SNN algorithm works as follows. It first finds the K 
nearest neighbours of each point of the dataset. Then 
the similarity between pairs of points is calculated as 
above. Using this similarity measure, the density of
each point can be calculated as being the numbers of 
neighbours with which the number of shared
neighbours is equal or greater than Eps (density
threshold). Next, the points are classified as being core 
points, if the density of the point is equal or greater than 
MinPts (core point threshold). At this point, the
algorithm has all the information needed to start to
build the clusters. Those start to be constructed around 
the core points. However, these clusters do not contain 
all points. They contain only points that come from 
regions of relatively uniform density. The points that 
are not classified into any cluster are classified as noise 
points.

In this paper, we use the Cluster 3.0 [25] software 
suit to obtain the results for K-Means clustering. The 
DBSCAN results are obtained by the WEKA software 
suit [26]. The SNN algorithm results are obtained using 
an implementation provided by [27].

MATERIALS AND METHODS

The majority flows in the trace files that considered 
in this paper, have HTTP traffics. This unequal
distribution does not allow for equal testing of the 
different classes. To solve this problem, we select 1000 
random sample from each traffic class for clustering. 

This allows the test results to fairly judge the ability on 
all traffic and not just HTTP. The size of the data sets 
was limited to 8000 connections. In addition, to achieve 
a greater confidence in the results we generated 15 
different data sets for each trace. Each of these data sets 
was used to evaluate the clustering algorithms in turn. 
In the following section, we describe the results of each 
clustering algorithms separately.

RESULT

In this section, we evaluate the clustering
algorithms from various aspects. First, we analyze the 
overall accuracy of the algorithms. Next, the ability of 
the algorithms to place the majority connections in 
minimum clusters with high accuracy is analyzed.

Algorithm effectiveness: The overall effectiveness of 
each clustering is calculated using overall accuracy. 
This overall accuracy measurement determines how
well the clustering algorithm is able to create clusters 
that contain only a single traffic category.

The traffic class that makes up the majority of the 
connections in a cluster is used to label the cluster. The 
number of correctly classified connections in a cluster 
is referred to as the True Positives (TP). Any
connections that are not correctly classified are
considered False Positives (FP). Any connection that 
has not been assigned to a cluster is labeled as noise. 
The overall accuracy is thus calculated as follow:

TP for all clusters
Overall accuracy

total number of connections
=

∑ (3)

In this subsection, we evaluated the overall
accuracy of the clustering algorithms that mentioned 
above.

The K-Means algorithm has an input parameter, 
namely K. This parameter is the number of disjoint 
partitions used by K-Means. In this paper, the K-Means
algorithm was evaluated with K initially being 10 and 
K  being  incremented by 10 for each subsequent
cluster. The results of the K-Means algorithm are 
shown in Fig. 2. 

The Fig. 2 shows that the overall accuracy of the 
K-Means algorithm is 49% when the number of cluster 
is  small.  Since, with small number of clusters the 
small clusters merged in the large neighbor clusters.
The overall accuracy steadily improves as the number 
of clusters increase. This continues until K is around 
100 with the overall accuracy being 79% on average. 
When K is 500 the overall accuracy improved to the 
high 84%.
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The DBSCAN algorithm has two input parameters 
(MinPts, Eps) that affect the experimental results. In 
this  paper,  we  evaluated  this  algorithm  with  various 

values for its parameters. We tested the Eps parameter
from 0.005 to 0.40 and the MinPts parameter from 3 to 
24. As may be expected, when the MinPts was 3 better 
results were produced than the MinPts was 24 because 
smaller clusters are found. The results of various
combinations values for parameters shown in Fig. 3. 
Also, the Fig. 3 shows the best combination of
parameters that produce the best clustering results. As 
the experimental results show that if the Eps distance 
too small or too large, the overall accuracy will
decrease. When we varied the Eps distance between 
0.005 and 0.002 (whereas MinPts=3), the overall
accuracy improves from 59.5% to 75.6%. Since,
increasing the Eps distance cause the density of the 
points increase and forming the new small clusters.

Therefore, the number of outlier points will
decrease. The overall accuracy significantly decreases, 
when we varied the Eps distance between 0.002 and 
0.040. The reason of this decrease is that with
increasing of the Eps distance, the small clusters
merged into large clusters.

The  SNN  algorithm  has  three input parameters 
(K, MinPts and Eps). The neighborhood list size, K, is 
the most important parameter as it determines the
granularity of the clusters. Other parameters, namely 
MinPts and Eps, should be a fraction of the
neighborhood list size because a point can be similar to 
at most K other points. For inspecting the effect of the 
parameter  K  on  the Fig.  2. Overall accuracy using 
K-Means algorithm's accuracy, we tested the parameter 
K from 10 to 34 and K being incremented by 3 for each 
subsequent cluster. The values are chosen for the Eps 
and MinPts parameters being as follow: Eps=0.4K and 
MinPts=0.6K. The result of the experimental is shown 
in Fig. 4. The Fig. 4 shows that the overall accuracy of 
the SNN algorithm is 82% when the parameter K is too 
small, since even a uniform cluster will be broken up 
into pieces due to local variations in the similarity and 
the algorithm will tend to find many small, but tight, 
clusters. Although the overall accuracy improved but 
the number of produced clusters increased. Minimizing 
the number of clusters is also cost effective during the 
classification stage. On the other hand, when the
parameter K is too large, the overall accuracy of the
algorithm steadily decreased because the algorithm will 
tend to find only a few large, well-separated clusters 
and small local variations in similarity will not have an 
effect and the small clusters to be scattered and the 
points of them labeled as noise.

For evaluating the effect of the Eps and MinPts 
parameters on the accuracy of the algorithm, we tested 
the Eps parameter from 2 to 7 and the MinPts parameter 
from 3 to 9 whereas the parameter K fixed on 10 and 
the  results  of  the experimental is shown in Fig. 5. The
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Fig. 4: Overall accuracy versus neighbor size using 
SNN
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Eps parameter determines the threshold for similarity 
between two points and the MinPts parameter is the 
minimum number of points to form a cluster. Therefore, 
when  the  parameter  MinPts  is  too  small  some small 
clusters may be formed that the points of them are not 
more similar.

In this state, to improve the overall accuracy, we 
must increase the parameter Eps to reduce the effect of 
the parameter MinPts. Therefore, when we varied the 
parameter Eps between 2 and 4 (whereas MinPts=4), 
the overall accuracy improved from 52% to 67%. Since, 
increasing the similarity threshold (Eps) cause the
similar points form the clusters. Whereas, when we 
varied the Eps between 4 and 7, the overall accuracy 
decreases because increasing the similarity threshold 
cause the density of points decrease. Therefore, the low 
density clusters labeled as noise.Also, the Fig. 5 shows 
the best combination of parameters, namely Eps=4 and 
MinPts=6 that produce the best clustering results.

Cluster weights: For traffic classification problem, the 
number of clusters produced by a clustering algorithm 
is an important issue. Since, the clustering algorithm 
produces the clusters that each of them must be labeled 
to form the classification model. Therefore, minimizing 

the number of clusters is also cost effective during the 
classification stage. One way of reducing the number of 
clusters to label is by evaluating the clusters with many 
connections

in them. For example, if a clustering algorithm
with high accuracy places the majority of the
connections in small subset of the clusters, then by 
analyzing only this subset, a majority of the
connections can be classified.

Figure 6 shows the percentage of connections
represented as the percentage of clusters increase, using 
the Auckland IV data set. In this evaluation, the K-
Means algorithm had 100 for K. In the DBSCAN
algorithm, we use Eps=0.02 and MinPts=3 that has 210 
clusters on average. In the SNN algorithm, also, we use 
K=10, Eps=4 and MinPts=6 that has 230 clusters on 
avergae. We select these parameters for the DBSCAN 
and SNN algorithms because these parameters gave the 
best overall accuracy. As seen in Fig. 6, the K-Means
has more evenly distributed clusters than DBSCAN and 
SNN. The 10% largest clusters produced by the K-
Means have contained over 50% of connections. In 
contrast, the DBSCAN and the SNN algorithms have 
containrespectively 77% and 70% of connections.
Therefore, with small subset of clusters that contain the 
majority of connections, one can identify a significant 
portion of traffic.

DISCUSSION

Although, the K-Means algorithm has the highest 
overall accuracy but it has some limitations. First, we 
must determine the number of clusters in the data set. 
Second, the K-Means algorithm places every
connection into a cluster; therefore, it does not perform 
well on data with outliers or with clusters of different 
sizes or non-globular shapes. Third, inspect of overall 
accuracy, the precision of the clusters is lower than the 
other clusters as shown in Fig. 7. Figure 7 shows the 
precision values for the K-Means (K=190), the
DBSCAN (Eps=0.02, MinPts=3) and the SNN (K=10, 
Eps=0.4K, MinPts=0.6K) algorithms using the
Auckland data set. Precision is the ratio of TP to FP for 
a traffic class. Precision measures the accuracy of the 
clusters to classify a particular category of traffic. 
Whereas   the   DBSCAN   algorithm   can find clusters
of   arbitrary   shapes   and   identify   the outlier points. 
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Fig. 7: Precision using K-Means, DBSCAN and SNN

Although, the DBSCAN's overall accuracy is lower 
than the K-Means and produces a better set of clusters 
with highly precision than the K-Means algorithm but it 
cannot handle data containing clusters of differing 
densities.

In  contrast,  the  SNN algorithm can able to 
identify  clusters  that are different shapes and densities, 
especially in large dimensional data set. The different 
cluster shapes and densities that SNN is capable of 
finding may allow for a better set of clusters to be
found that minimize the amount of analysis required. 
As shown in Fig. 7, the SNN algorithm has the highest 
precision values for the four classes of traffic.
Although, the SNN's overall accuracy is lower than K-
Means but it produces highly accurate clusters.

Another difference among the clustering
algorithms is the time required to build the clusters. On 
average to build the clusters, the K-Means algorithm 
took 1 minute and the SNN algorithm took 1.5 minute 
and the DBSCAN took 3 minute.

CONCLUSION

Our goal is to implement a monitoring system
based-on IPFIX protocol to generate the statistical
information about the application layer protocols. For 
implementing this system, we proposed an architecture 
that consists of three sections as follow: collecting the 
flows information, classifying the flows and generating 
the statistical information. We presented the role of 
each section of the proposed architecture. The accuracy 
of produced statistical information depends on the Flow 
Classifier's accuracy. Designing an accurate classifier 
requires a good classification model. In this work, we 
specially focused on to find the best clustering
algorithms to use in the model. We evaluated three
clustering algorithms, namely K-Means, DBSCAN and 
SNN,  for  the flow classification problem. Our analysis 

is based on each algorithm's ability to produce clusters 
that have a high predictive power of a single traffic 
class and each algorithm's ability to generate a minimal 
number of clusters that contain the majority of the 
connections. The results showed that the K-Means
algorithm has the best overall accuracy. However, the 
DBSCAN algorithm has great potential because it
places the majority of the connections in a small subset 
of the clusters. 

We believe that the SNN algorithm is more
suitable for this problem, because it approximately has 
the advantages of both algorithms. The overall accuracy 
of the SNN is only marginally lower than the K-Means.
Also, the results showed that while the number of 
clusters produced by the SNN algorithm is more than 
DBSCAN but it produces highly accurate clusters.
Additionally, it can able to identify clusters that are 
different shapes and densities, especially in large
dimensional data set. Ours in a work-in-progress and 
we continue to develop a Flow Classifier for assigning 
the incoming flows in the traffic classes and generating 
the useful information can be used by network
management operators.
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