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Abstract: The crucial issue in the communication devices or systems were the security. A device or software
application which was used for the monitoring networks or system activities from the defection of malicious
activities and any policy violated were called as Intrusion Detection Systems (IDS). IDS report all these
activities to the management. In order to provide high level security to the users, the IDS plays an important
role in the network security. A dynamic defense system for the network could be provided by the IDS
throughout.This paper includes the overview of IDS and proposes a hybrid approach using the techniques
such as Support Vector Machine and Fuzzy Logic. The dealing of various types of attributes and to reduce the
dimensionality is the main advantage of this proposed system.
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INTRODUCTION the action occurred compared with the given set of rules.

Over the past decades the usages of internet and cryptography were some similar examples of intrusion
computer systems have been increased numerously. Also detection systems. The IDS definition involves all the
the cyber attacks on the computer system and internet technologies, people and tools. There were several factors
growth rate was increasing. Even though the firewall and which motivate this intrusion detection such as the
antivirus software, the basic measurements provides computer systems would be affected by vulnerabilities,
security, it was a limit because of that the threats and deployed security mechanism or some of the attacks
attacks could escape from these measurements due to the could be compromise attempt [3].
advance in technology. The security problems in network In 1980, the first publication of intrusion detection
could vary widely and it would affect the authentication, system was in the John Anderson’s Computer Security
authorization, integrity and availability. The attacks such threat monitoring and surveillance. IDS were the detection
as Denial of Service (DoS), viruses and worms could unwanted traffic on the network. A physical appliance or
occur easily [1]. software used to monitor the network traffic was IDS. IDS

For computer and networks a security management need to detect the illegal traffic or traffic which violates
type called intrusion detection system (IDS) was used. the security policies. IDSs consist of two important
Even the real time attacks could be detected by this classes:
preventative measure. The IDS monitors the system or
network continuously and if any malicious activity was Signature detection or Misuse- based detection
detected then it analyzes the activity and alarms the Anomaly detection
system [2].

The violation of security policies due to any relevant In the signature based detection the IDS identifies
actions performing malicious adversary was called the the intrusions by comparing it with the patterns which
intrusion. The process of identifying and responding to were previously stored called as signatures [4]. It is a well
malicious activities targeted at computing and network known effective security. But the newly detected attacks
resources is the definition of Intrusion Detection System signatures were difficult to store in the database. The
(IDS). The above stated violation could be detected when anomaly  based   detection   detects   the   attacks  without

The security approaches such as access control and
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Fig. 1: An intrusion detection system architecture

Fig. 2: IDS

those signatures. But the well known attacks sometimes Inorder to strengthen the network security the IDS
would be missed by this detection because it does not was used as the defensive tools, to detect the attacks as
maintain any database [5]. The issues or requirements of shown in Figure 2. 
the intrusion detection systems in wired and wireless
networks were listed in [6]. The intrusion detection Related Work: The K-means clustering algorithm was
systems characteristics were used for detector generation and for reducing the training

Timeliness Algorithm which would be generated by the multi-start
High probability of detection methods. The unnecessary redundant detectors were
Low false alarm rate removed using the rule detection techniques. NSL-KDD
Scalability dataset was used for the evaluation of the system. The
Low a priori information result achieved was 96.1% of DR.

There were several types of intrusion detection with a greedy attribute selection was proposed as a new
systems available which were characterized based on the countermeasure in the anomaly detection based intrusion
monitoring and analysis. The information source was [9]. It deals with various types of attributes, the
used as the most common way to classify the IDS [7]. dimensionality was reduced and the computational
They were efficiency was increased. The results have shown a higher

Network- based IDS [10] used Genetic Algorithm for identifying the
Host- based IDS complex behavior patterns. Inorder to classify the threats
Vulnerability-assessment IDS the Bayesian classifier was used. The performance of the

The intrusion detection system was demonstrated on the system. [11] used Genetic K-Means algorithm and
below in Figure 1. achieved the result of 90.1% was detection rate.

dataset [8]. The radius was optimized later by the Genetic

Multicriterion fuzzy classification method combined

accuracy for the detection of various intrusions.

system is ideal but the false alarm rate made a huge effect
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To reduce the number of attributes associated with proposed system there are various stages to execute the
each data point the combined algorithm such as K means operation which includes.
clustering algorithm and RBF kernel function was used a
classification module. In each dataset the number of Preprocessing
attributes was reduced. It obtained a high detection rate Data training and clustering
when applied to the KDDCUP’99 dataset [2]. Optimization of detectors and Reduction on rules

The Fuzzy logic technique was used for detecting the
malicious behavior in mobile adhoc network (MANET) Preprocessing: After collecting the sources they are
[12]. The intrusion detection system was implemented stored as m samples with n column attributes. Then they
which gets the input from the fuzzy logic. The gray hole are normalized using the mean and standard deviation.
and black  hole  attacks  were  detected by this system.
For the fuzzy estimation the trapezoidal membership (1.1)
method was used for calculating the membership function.
If any malicious activity was detected the intrusion
prevention system uses the AODV method which (1.2)
changes the path of the data packet. It provides the
communicating channel secured.

[7] proposed an IDS model which would be precise; Also the sources collected during the testing phase
even if there was a small variation in the pattern it won’t are also normalized using these methods. These are done
be cheated and adaptive. The dataset was collected using in the preprocessing stage.
the SNORT. Neighbourhood Outlier Factor was used for
measuring the anomalies in the dataset. This approach Data Training and Clustering: The fuzzy logic is used for
has proven that it identifies effectively when compared training and clustering the data. The training sample set
with other approaches. should be small inorder to reduce the time consumed and

A hybrid modified K-means with C4.5 classification also to detect numerous detectors. The samples in the
in the multiagent system was proposed for splitting the sources are counted and the samples needed for the
large dataset into clusters [13]. The dataset used for cluster are selected using the fuzzy logic. The samples are
evaluating the system was the KDD Cup 1999 dataset. collected by calculating the entropy values in the closed
The detection accuracy was improved using this system interval.
but  the  processing  time  of IDS was reduced upto 70%. The domain for the system is given by {Normal,
A few signature based and anomaly based IDSs were Probe, DoS, U2R, R2L}
discussed in [5]. A fuzzy number [a, b, c] was defined with reference to

For detecting the malicious activities in the network, a membership  function µ(z) which lies between 0 and 1,
three-tier architecture IDS was proposed for the a  z  c. Let us consider the definition in other way [16].
ubiquitous and pervasive computing. Also they have Let µ1(z) and µ2(z) be two functions, 0  µ1(z)  µ2(z) 1.
stated that the Computational Intelligence must support [17] Concluded that µ1(z) as fuzzy membership function
the IDS in the wireless networks to detect the and µ2(z) as a reference function. (µ1(z) - µ2(z)) was the
vulnerabilities [14]. fuzzy membership value for any z. Then the fuzzy number

In an encrypted environment to detect the intrusions was characterized as {z, µ1(z), µ2(z); z }. The
and the data exfiltration new behavior based detection complement of µ(z) was always counted from ground
architecture was proposed by [15]. The architecture level. Then the membership value for the complement of
consists of network probe, intrusion detection and µ(z)= 1- µ(z). To a large dataset, the fuzzy logic could be
extrusion and Insider detection. The detection capabilities applied inorder to avoid the sharp boundary problem.
of this architecture were shown and the accuracy of There were two types of attributes: discrete and
74.39% was achieved. continuous. To find the maximum values for each

Proposed Work: Based on the negative selection medium and high. Then the fuzzy membership values for
algorithm, a new detector was proposed. To reduce the each attributes were calculated. The number of columns
dataset fuzzy logic was used and the radius is optimized was fixed for discrete attributes based on the protocol
using the Support Vector Machine (SVM). In the attribute and divided as TCP, UDP and ICMP.

attributes in continuous the values were divided into low,
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Consider , ,  as parameters in a fuzzy membership
for the attributes. Let  as average value of attribute,  as
the largest value in the attribute in the dataset. The
algorithm of fuzzy logic as follows:

Consider the above attributes
From the pool select the record
The attributes which were selected should be
processed
Then  for  each  attribute  set the fuzzy membership:

 +  =2
Then calculate these membership values
The fuzzy rules were stored in the pool
Until  the  selected  columns  were covered repeat
step 5
Until all records in the pool considered repeat step 2.

Optimization of Detectors and Reduction on Rules:
Support Vector Machines are used for optimizing the
detectors, to detect a maximum number of detectors.
Vladimir N.Vapnik invented the SVM algorithm and it was
a statistical learning based on structural risk minimization
principle [18, 19]. The feature reduction was not required
in this method. In the data mining area the SVM was one
of the most successful classifications. Inorder to perform
the multi classification the SVM uses a high dimension
space. The training set and testing set were the two tasks.
The mapping of input space into a higher dimensional
feature space was the basic concept of the algorithm [20].
Let us consider we have N training data points {(x , y ), ...,1 1

(x , y )} where x  R and y  {+1,–1}. Consider a hyper-N N i i

plane defined as (a, b) where a is the weight vector and b
is the bias. A new object x could be classified as;

f (x) =sign(a . x +b) = sign ( )

x  was the training vector which forms in a dot producti

and  was Lagrangian multiplier for each training point.i

When the training point that lies closest to the hyper-
plane would have  > 0 and are called as support vectori

and other points would be 0 [7]. Support vector which
serves as the data points would be considered as an
important one.

Experimental Setup: The reductions of detectors are
applied to the datasets so that the anomaly detection
performances will be measured. If the accuracy is
increased  then  the training sets newly can be created.
The new sets can be combined with the previously
generated.  A  total of 5294 normal and 6603 attack dataset

Table 1: Attributes selected for each class of data

S.No Attack Attribute Type

1 Normal 1-41
2 Probe 1-3, 5, 6, 10, 12, 23-41
3 DoS 2-8, 10, 12, 13, 22-41
4 U2R 1-6, 10-14, 16-19, 23-30, 32-41
5 R2L 1-6, 9-19, 22-28, 31-41

Table 2: Comparative results of various methods

S.No Method DR Accuracy FAR

1. FL - SVM 0.9871 0.9903 0.01847
2. K-Means - GA 0.9610 0.9749 0.02371
3. GA – Bayesian Classifier 0.9010 0.9327 0.02082
4. Fuzzy Logic 0.8927 0.9291 0.03179
5. K-Means – C 4.5 0.9358 0.9115 0.02518

Fig. 3: Graphical representation of table 3

is chosen by random selection method from KDD Cup 99
dataset from the DARPA 98 network. The attributes
selected from the 41 features of the dataset is given below
in the Table 1.

Results and Comparative Analysis: The simulation
results of the experiment are given in the Table 1 below.
The metrics used to evaluate the system are Detection
Rate (DR), False Alarm Rate (FAR) and accuracy.

The above results show that the proposed method
Fuzzy Logic – Support Vector Machine (FL-SVM)
outperforms the other hybrid methods in terms of
Detection Rate (DR), accuracy and False Alarm Rate
(FAR) by a large margin.

CONCLUSION

Everywhere the internet and local networks were
available. So the events of intrusion were increasing
inorder to monitor the data. In the network security the
intrusion detection system plays an important role.
Inorder to reduce the useless and redundant features
among the attributes was the major challenging issue in
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IDS. The combination of SVM and Fuzzy logic were 9. El-Sayed M. El-Alfy and Feras N. Al-Obeidat, 2014.
explained in this paper. The advantage of this paper was “A Multicriterion fuzzy classification method with
it would reduce the false alarm rate along with the increase greedy attribute selection for anomaly-based
of accuracy and detection rate. The SVM and Fuzzy logic intrusion detection” in 9th International
reduces the useless and redundant features. Conference on Future Neworks and Communications
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