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Abstract: Anomaly Intrusion Detection System is used to identify a new attack in the network by identifying
the deviations in the network traffic patterns. Though it identifies new attacks efficiently, the false alarm rate
is usually high in this system. As there may be attack in the network at any time and as the input traffic varies
over time, we need a model which efficiently identifies the change in the network traffic and adapts quickly to
generate an alarm. In this paper we have proposed an adaptive anomaly intrusion  detection  model  using
stream mining approach which identifies the changes in the network quickly and adapts the underlying model.
We have used Adaptive Size Hoeffding tree, online boosting algorithm and an adaptive sliding window
algorithm ADWIN in our model. The results of our model are compared with the results of static intrusion
detection models using unsupervised machine learning techniques. The experimental result shows that our
model performed better in accuracy and false positive rate compared to the static models. We have used NSL
KDD data set for our experiment.
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INTRODUCTION previous vulnerability in the network. In Anomaly based

Intrusion Detection system plays important role in network traffic patterns are stored. Any deviation from
the security of the computer networks. Intrusion this behavior raises an alarm for the intrusion. Unlike the
Detection System detects a malicious behavior in the signatures based techniques, Anomaly intrusion
network and raises alarm for the same. They are generally detection techniques identify the unknown attacks
classified into Signature based  intrusion  detection efficiently as it does not require prior knowledge of an
System and Anomaly based Intrusion detection Systems. intrusion. The main disadvantage of this technique is that
The Signature based intrusion system uses pattern it tend to produce high false positive rate as some
matching technique such that it compares the network behavior may be rare but legitimate [1]. There are many
traffic with known attack patterns. An alarm gets static models proposed by researchers for Anomaly
generated if a match is found between the attack patterns Intrusion detection System with improved accuracy and
and the network traffic. Signature based intrusion reduced false alarm rate, but due to changes in the
detection techniques can easily identify the known network attack patterns, the static models are not
attacks and the false alarm rate is very low. The main adequate to detect the new attacks. Hence, we need an
drawback in this method is that they fail to detect new adaptive model which learns the anomalies in the network
attacks [1]. traffic during online and adapts quickly to report an

The Anomaly based intrusion detection system intrusion.
identifies an attack by identifying the deviation from a There are different methods used in Anomaly
normal behavior. This technique is very efficient in intrusion  detection   techniques   like   statistical
detecting Zero-Day- attacks, an attack which exploits the methods,  Machine  learning methods, rule based methods

intrusion detection system, the behavior of users and
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etc. The Statistical based techniques stores the behavior The remaining paper is  organized  as  follows;
of the users and uses this information for the deviation
from regular behavior. In this method normal behavior
data occurs in high probability regions of a stochastic
model, where as anomalies occur in the low probability
regions of the stochastic model [2]. For example,
Frequency analysis model detects the intrusion based on
frequency histogram such that an anomaly score is
calculated for each packet. The fewer times a given packet
seen, the higher is its anomaly score. If the Anomaly
score crosses the threshold level, the alarm is raised.
Multivariate model is based on correlations between two
or more variables such that multivariate Intruder behavior
is characterized with greater confidence by considering
such correlations. A Markov process model is used to
establish transition probabilities among different states.
A time series model focuses on time intervals, looking for
sequences of events that happen too rapidly or too
slowly [3].

Machine learning techniques are widely used for
Intrusion Detection Systems and they consist of
computer algorithms which learn through their experience.
Classification and clustering are two machine learning
techniques used to identify abnormal patterns in the
network. Classification techniques which are also known
as supervised learning are used in signature based
intrusion detection techniques to detect well known
attacks. Clustering is a technique for finding patterns in
an unlabelled data with many dimensions. Clustering
techniques are better compared to classification
techniques for anomaly intrusion detection [4].These
techniques have the ability to learn the data and detect
the anomaly without prior the knowledge of intrusion
patterns.

As the traffic in the network is a continuous process,
the static model cannot update the new traffic patterns
and new attacks in the network. The existing model must
be retrained with new patterns and again implemented.
Hence, stream mining algorithms emerged as a solution to
the continuous data in real time which adapts the data
stream greater than its memory [5]. The Hoeffding tree
Algorithm is well known stream mining algorithm which is
used in adaptive training model [6]. In this paper, we have
proposed an Adaptive Anomaly Intrusion Detection
System Model which adapts to the changes in the
network traffic quickly and identifies the new attacks
efficiently. Our model is built using Adaptive Size
Hoeffding Tree ensemble classifier [7] with an online
boosting [8] and adaptive sliding window algorithm
ADWIN [7].

Section 2 describes the related work in Adaptive anomaly
Intrusion Detection System, Section 3 describes
conventional machine learning algorithms used in static
anomaly intrusion detection system, Section 4 and 5
describes the proposed Adaptive Anomaly Intrusion
Detection System and Experimental result respectively.
Finally Section 6 provides conclusion and our future
work.

Related Work: Dewan Md. Farid et al proposed an
Anomaly Network Intrusion Detection using improved
Self Adaptive Bayesian Algorithm. The proposed model
can process large volume of data and classifies the same
with high detection speed and accuracy. They have used
Bayesian classifier as the base learner such that it adjusts
the weight of training examples till all the test examples are
correctly classified.

Farzaneh Geramiraz et al [9] used Fuzzy Rule based
modeling for creating the Adaptive Anomaly Intrusion
Detection Model. Their model consists of four
components – a Detection Model Generator, an IDS
Engine, a Fuzzy Model Tuner and a Buffer. This model
performs 15% higher than the static intrusion detection
models. Rangadurai Karthick R et al [22] proposed an
Adaptive Intrusion Detection system using two stage
architecture. They have used a probabilistic classifier to
detect anomalies in first stage and in second stage they
have used HMM model to narrow down the potential
attack IP addresses.

Deepa Krishnan, Madhumita Chatterjee has proposed
an Adaptive Intrusion Detection for cloud based on
behavior based  and  knowledge  based  mechanisms.
Their model use adaptive approach to reduce the false
and increases the accuracy of classification the attacks.
Their model has improved  the  performance  of  the
system with respect to high accuracy and low false
positive rate. Muhammad  Qasim  Ali  et  al  have
proposed anomaly detection model which converts a
stream of input data into anomaly scores. These anomaly
scores  are   compared   with   the  detection  threshold
and further classified  as  normal  or  anomaly.  Imen
Brahmi et al have proposed a distributed Intrusion
Detection  system  which  is accurate, adaptive and
extensible. They have used multiagent methodology
along with data mining techniques. The multiagents are
used for collecting and analyzing the network connection
and data mining techniques are used for identifying
attacks [10].
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Machine Learning Techniques for Anomaly Intrusion is present in the data area. The farther points are clustered
Detection: The machine learning techniques trains the together which makes this algorithm faster since
model using supervised and unsupervised algorithms. reassignment and adjustment is needed. This algorithm is
The data set which is used for training requires the data suitable for large scale data mining applications [15].
to be labeled as “normal” and ‘anomaly’. A predictive
model is built for normal and anomaly classes. The new Proposed Method: Static Intrusion Detection Systems are
incoming data are compared against this predictive model trained first and later are implemented in network for
and is categorized as normal or anomaly based on this testing. The static models are updated regularly in the off
prediction. The main drawbacks in this approach are that line mode and used in the intrusion detection. As the
the intrusion which appears to be normal may go network behavior changes always and as the network is
undetected and to get an accurate label of an anomaly vulnerable towards the new attacks, static models are not
class is not easy. The algorithms which are used for suitable for the same [16]. Also, the input traffic is
building the predictive model needs to train for unlabelled continuous and the conventional machine learning
patterns. Usually the false alarm rate is low in anomaly algorithms are not sufficient to handle them. The data
intrusion detection system when we use unsupervised stream  emerged  as  a  solution  to  handle  large  data.
machine learning techniques [11].The following The stream mining algorithms produce model by scanning
Unsupervised algorithms are commonly used machine the data once, also these model are available at any time
learning algorithms for Anomaly Intrusion Detection with computational and memory constraints [17].In this
System: paper we have  proposed  an  Adaptive  Anomaly

K-Means Clustering: K-Means clustering is commonly classifier. Our model learns and adapts quickly the
used unsupervised machine learning technique [12]. It is incoming traffic which is bulk and comes with new
partitions objects in given data into k clusters defined by attacks. Our model has been built using adaptive size
user. Cluster membership is determined by calculating  the Hoeffding tree, online boosting algorithm [8] and an
centroid. Each and every object in data is  assigned  to the adaptive sliding window algorithm ADWIN. Adaptive
group of data with closet centroid. The centroids are Size Hoeffding tree uses trees of different size for bagging
selected in such manner that, they are as far as possible stream of data. On these streams of incoming data, online
from each other. Euclidean distance, Manhattan Distance boosting algorithm with adaptive sliding window
etc is the different methods to calculate the distance algorithm ADWIN is applied.
between object and the  centroid.  These  cluster We have performed our experiment using NSL-KDD
centroids are always recalculated after every object data set[18]. We have trained our model using NSL-KDD
insertion. This process is repeated until no more changes train data set and tested using NSL-KDD test  and test
are possible [13]. dataset in terms of accuracy and false alarm rate. We have

Self Organizing Map: Self Organizing Map uses models which uses conventional unsupervised machine
competitive and cooperative method inspired by neural learning algorithms.
networks in brain for clustering data. SOM consists of set
of nodes, such that with each node a weight vector is Adaptive Size Hoeffding Tree: A Hoeffding tree is a
associated with the same dimension as the input space. decision tree algorithm which learns from a huge amount
The SOM performs mapping from higher dimensional of data. Hoeffding tree is based on fact that a small sample
input space to a lower dimensional map space. In SOM can often be enough to choose an optimal splitting
clustering, the objects in the input space  represented  by attribute. They are based on Hoeffding bound
the same node as grouped into cluster. During training mathematical model which states that with the probability
process, the object from the input space is represented to 1 – , the true mean of a random variable of range R will
map and best matching node is identified [14]. not differ from the estimated mean after N independent

Farthest First Clustering: Farthest First is a kind of k
means algorithm that places the cluster center at the point
farther from the present cluster. The cluster center is
placed at the point farther from the current cluster and it

Intrusion Detection based on stream mining ensemble

+ 21

compared our results with static intrusion detection

observations by more than [19]:
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The Adaptive-Size Hoeffding Tree [20] is a Hoeffding to the next base model else it is decreased. Number of
tree algorithm such that it has maximum number of split examples is represented using N and the total weight of
nodes (size).After a node split, if the number of split correctly classified training examples of each base model
nodes of the Adaptive-Size Hoeffding Tree is higher than is represented by . The misclassified training examples
the maximum value and then it deletes some nodes to of each base model is given by . These values are
reduce its size. In this technique the smaller trees adapt updated to each base model’s error .
rapidly and larger trees perform better during long periods
with no change. The trees with s size are reset twice 1: Initialize base models  for all m =0, =0
compared to the tree with size 2s. The nodes are deleted 2: for all training examples do
from the tree when the tree exceeds the maximum size with 3: Set “weight” of example  = 1
the following options: 4: for m = 1,2, …, M do( )

Delete the oldest node, the root and all of its children 6: for n = 1, 2,…, k do
except the one where the split has been made. After 7: Update h  with the current example
that, the root of the child not deleted becomes the 8: end for
new root 9: if h  correctly classifies the example then
Delete all the nodes of the tree and restart from a new 10:
root.

We have used the ensemble classifier Adaptive size
Hoeffding tree for bagging the input stream of data.
Bagging (bootstrap aggregating) is the process to
generating multiple versions of a model and using these
versions to generate an aggregate model. The multiple
versions of a model are formed using bootstrap replicates
of the classifiers. The aggregation of these multiple
versions is performed by combining unweigted vote of
multiple classifiers. Bagging is generally applied to the
unstable base algorithm, as a slight change in the training
data can cause a lot of variation in the ensemble model.
Bagging reduces the variation by aggregating multiple
versions of the model [21]. The main advantage of using
Adaptive Size Hoeffding tree is that they can adapt to
changes rapidly by pruning under-performing parts of the
ensemble and thence generating more accurate results [6].

Online Boosting Algorithm: Boosting is an ensemble
learning technique to improve the performance of weak
classifiers. Online boosting algorithm processes and
learns the stream of data continuously. It is useful when
there  are   memory  constraints  in  storing  huge  data.
We have used Online boosting algorithm [8] in our model
to handle  the  continuous  and  huge  network  traffic.
The following is the psuedocode for Online Boosting
Algorithm proposed by Oza and Russell [8]. It is an online
version of Adaboost algorithm [16] which generates
sequence of base models from h , h  - - -h . These base1 2 m

models are generated  using  weighted  training  sets
(D ,D  ---D ) such that the base model which misclassifies1 2 m

the training example, the Poisson distribution parameter 
associated with that example is increased when presented

m

d

d

5: Set k = Poisson

m

m

11:

12. Else
13.
14.
15. end if
16: end for
17: end for
18: anytime output:

19: calculate  and  = /(1- ) for all mm m m

{1,2, ...,M}m

Adaptive Sliding Window Algorithm ADWIN: There can
attack at any time in the network, hence we need a
mechanism which identifies the changes in the network
traffic and updates the existing model. We have used
ADWIN Adpative window algorithm which detects the
changes in the network, decides which items to keep and
which to discard and revising the existing model once the
change is detected.

ADWIN is a change detector and estimator which
use variable length of window for recently  seen  items.
The length of the window is based on the hypothesis
that” there has been no change in the average value
inside the window” [7]. The older fragments are dropped
when the average value of fragments differs from the rest
of the window. ADWIN detects and adapts to the current
rate of change quickly. Hence, whenever window shrinks
the changes are detected. The worst classifier is removed
and a new classifier is added. The following is the
psuedocode for Adaptive Sliding Window Algorithm
ADWIN proposed by [7].
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1 Initialize W as an empty list of buckets more test set was generated that did not include any of
2 Initialize WIDTH, VARIANCE and TOTAL the records that had been correctly classified by all 21
3 for each t > 0 learners, KDDTest ,  which  incorporated  11,850
4 do SETINPUT (x , W) records  [22].  In this paper we have used KDD train datat

5 output µ W as TOTAL/WIDTH and ChangeAlarm as the training data set and have tested our proposed

SETINPUT (item e, List W) KDD intrusion data set contains 41 attribute categorized
1 INSERTELEMENT (e, W) into DoS (Denial of Service), R2L (Remote to Local
2 repeat DELETEELEMENT (W) Attack), U2R (User to Root Attack) and Probing Attack
3 until |µW0 – µW1|<  holds [17].cut

4 for every split of W into W = W0. W1 The TABLE 1 show the confusion matrix based on

INSERTELEMENT (item e, List W) Negative [18]. The accuracy is the number of correctly
1 create a new bucket b with content e and capacity 1 classified classes which can be calculated using
2 W  W  {b} (i.e., add e to the head of W)
3 update WIDTH, VARIANCE and TOTAL Accuracy = (TP + TN)/ (TP + FN + FP +TN)

DELETEELEMENT (List W) The performance of a good Intrusion Detection
1 remove a bucket from tail of List W system is measured in terms Accuracy and False Positive
2 update WIDTH, VARIANCE and TOTAL Rate. The ability of the system to correctly classify the
3 ChangeAlarm true input traffic as normal or anomaly is called as Accuracy

NSL-KDD Dataset: We have used NSL-KDD data set for when the system generates alarm when a normal traffic is
our experiment. NSL-KDD data set is used as it solves the detected as anomaly and it should be low always.
problem in KDD’99 training and test sets which contains
huge number of redundant data. The redundant data may Experimental Results: We have evaluated our experiment
lead classification algorithms to be biased towards these using MOA [19] and WEKA [20]. The unsupervised
redundant records and thus preventing it from classifying machine learning algorithms were trained using
other records [15]. NSL-KDD data set are created KDDTrain  and tested using KDDTest  and KDDTest
randomly by sampling records from the respectively. For proposed method we have used MOA
#successfulPrediction such that each group has an [19] tool and the algorithms were trained and tested using
inverse proportion to the percentage of records in the prequential valuation method which tests and then trains
original group. These train and test  data  sets  called the dataset. We have compared the performance of
KDD-Train  and KDD-Test , because they contain a proposed model in terms of Accuracy and False alarm+ +

number of records from all groups and create new data rate.
sets. New train  and  test  data  sets  include  20% of The accuracy percentage of correctly classified
KDD-Train and KDD-Test  data sets without any record instances and false positive rate are trained and tested+ +

with #successfulPrediction equal to 21 [14]. The using NSL KDD training and testing dataset respectively.
generated data sets, KDDTrain  and KDDTest , includes Table 2 shows the accuracy and false positive rate using+ +

125,973 and22,544 records, respectively. Furthermore, one training and test data sets.

21

model with KDD test  and KDD test  dataset. The NSL-+ 21

True Positive, False Negative, False Positive and True

rate which should be high. False positive is a condition

+ + 21

Table 1: Confusion Matrix
Predicted Class Positive Predicted Class Negative

Actual Class Positive True Positive (TP) False Negative(FN)
Actual Class Negative False Positive (FP) True Negative (TN)
True positive - No attack and no alarm generated
False positive - No attack but alarm is generated
True negative - Attack and alarm generated
False negative - Attack and no alarm generated
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Table 2: Comaparision of Accuracy and False Positve Rate in Kdd Training and Testing Dataset
Accuracy False Positive rate
------------------------------------------------------------------------------ ----------------------------------------------------------------------

Algorithm Train KDDTest KDDTest Train KDDTest KDDTest+ + 21 + + 21

K-Means 62% 68% 65% 38% 32% 35%
SOM 60% 63% 66% 40% 37% 34%
Farthest First 90% 78% 76% 10% 22% 24%
Proposed 99.6 97.1% 96.2% 0.4 2.9% 3.8

Fig. 1: 1. Nalavade Kamini and B.B. Meshram, 2013. Adaptive

Fig. 2: B. Gary, 2012. Unsupervised clustering approach for

Figure 1 and Figure 2 depicts the accuracy of Conference on Networked Digital Technologies (NDT
correctly classified instances and false positive rate using 2012), Dubai, AE, 24-26: 11.
NSL KDD Test  and KDDTest  datasets. 5. Joao Gama, 2010. Knowledge Discovery from Data+ 21

The  experimental  results  show  that  proposed Streams. Chapman and Hall/CRC.
model performs better in accuracy and false positive rate. 6. Pedro Domingos, 2000. Mining high-speed data
The accuracy of correctly classified is higher compared to streams, ACM Press, pp: 71-80.
other static models and also the false positive rate is 7. Albert Bifet, Geoff Holmes, Bernhard Pfahringer,
reduced to a greater extent. Richard Kirkby and Ricard Gavald, 2009. A New

CONCLUSION of the 15th ACM SIGKDD international conference

In this paper we have proposed an Adaptive New York, NY, USA ACM, pp: 139-148.
Anomaly Intrusion Detection Model using stream mining 8. Nikunj C. Oza and Stuart Russell, 2001. Online
concept which learns quickly and adapts easily to the bagging and boosting. In : Artificial Intelligence and
changes in the network traffic. The bagging is performed statistics, pp: 105-112.
on input stream of data using Adaptive Size Hoeffding 9. Farzaneh Geramiraz, Amir Saman Memaripour and
Tree. An online boosting along with Adaptive Sliding Maghsoud Abbaspour, 2012. Adaptive Anomaly-
Window Algorithm ADWIN is applied to handle huge Based Intrusion Detection System Using Fuzzy
amount of data. We have compared the results of Controller.In International Journal of Network
proposed model with the unsupervised machine learning Security, 14(6): 352-361.

algorithms – K-Means, SOM and Farthest First
algorithms. The proposed model has  got  greater
accuracy in classifying instances and has low false
positive rate compared to unsupervised machine learning
algorithms. Our future work will be to use the real time
intrusion data set with different traffic patterns with many
new attacks.
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