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Abstract: Artificial Intelligence is one of the most prominent and dominant field of computer science. It is used
in almost all area of computer fields. Very sophisticated intelligent algorithms have been developed and
implemented in different applications and computer programming. We present our work to use it in byte
oriented stream cipher algorithms, which are fast and comparatively less secure than those of the block ciphers,
along with the intelligent algorithms so as achieve more secure algorithms along with the encryption processing
speed, encryption algorithm, synchronization methods to improve the security of these comparatively less
secure algorithms. in our work we propose a model based on Artificial Neural Networks to generate a pseudo
random key intelligently for SNOW 2.0, so as to avoid the bit patterns traceable by the cryptanalysts using less
computational power.
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INTRODUCTION humans and then to recognize those patterns and take

Based on the neural structure of the brain, Artificial to the system and take a proper decision at some accurate
Neural Networks ANN are developed which are termed to time.
be the crude electronic models. The human brain learns
from the daily experience and once it is placed in the mind, Artificial Neural Network: It is a great mystery that how
is recalled whenever necessary or some situation related a human brain works, but some the aspects are explored,
to that happens. There are a lot of problems in our daily there are some cell in the human brain and spread in the
life, which are beyond the scope of today’s computers, entire body which jointly work, process and transmit
because the computers makes decisions based on logics, information from one part of the body to another part of
already feed to it. This problem can be solved by using the body. These are the neurons about 100 billion in
the artificial intelligence along with the logics those are quantity, that makes the nervous system and makes a man
feed to the current computers. This approach make it able to think and makes the decisions [1].
possible to solve complex problems with less overhead Artificial Neural Network is an inspiration from the
and provide a graceful degradation during system human nervous system that computes and behaves like
overload where very huge computations are involved in human brain. Thousands of the neurons are spread over
solving these problems. a parallel system, such that each individual neuron

The computers are best for keeping and maintaining performs a very simple computation, such as xi = f(yi),
records those are based upon some logics for example where yi is a real valued input and the ith neuron output
keeping and maintaining ledger and solving mathematical is xi and f is non linear function also called the node
problems, but it faces trouble to maintain the patterns like function.   In    ANN   each   neuron performs   a  specific

some decision apart from the logics those are already feed
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Fig. 1: Diagrammatic representation of SNOW 2.0 been found in it [3], which results in proposal of Modified

operation and accepts an input or a number of inputs SNOW 2.0 is more secure, although it is slightly
which may be different from another neuron. The output changed from SNOW 1.0, but still it has the cryptanalytic
of each neuron is a single value normally either 0 or 1. weakness addressed in [2-4, 7].

Design and Structure of Stream cipher SNOW 2.0: Linear Cryptanalysis of SNOW Family: Guess-and-
Originally SNOW 1.0, which was modified to the new Determine attack and correlation attacks are proven to be
version SNOW 2.0. In the new version of SNOW: effective against word-oriented stream ciphers. In these

The word size in both versions of SNOW is same i.e. and obtain the states of all the cells of the ciphering
(32 bits) and system and comparing the running key sequence with the
Linear Feedback Shift Register (LFSR) length is again resulting key. If the initial guess is proper one, then we
16, but the feedback polynomial is different. may get that the sequences are same and otherwise we try
The Finite State Machine (FSM) has two input words another guess. The time complexity of the GD and
instead of one, taken from the LFSR i.e. Linear exhaustive search is in the same order and depend on the
Feedback Sift Register and the pseudorandom key is guessed element, in spite of a long time devotion to Guess
generated by XOR between FSM output and the last and Determine (GD) Attacks and correlation attacks on
entry of the (LFSR), as in first version of SNOW 1.0. SNOW family stream ciphers improvements on word-

The operations of stream cipher are as follows: implemented heuristically as on every new day some work

Key initialization is performed, which provides this family of stream ciphers [4].
starting states to Linear Feedback Sift Register This paper discusses the biological and mathematical
(LFSR) as well as to also give initial values to the design of the Artificial Neural Network in section 2,
internal Finite State Machine (FSM) registers R1 and section 3 discusses the design and cryptanalysis of the
R2. ANN based stream cipher, section 4 discusses the
The operation of both the ciphers is slightly different, Knowledge extraction from KB and back propagation of
in SNOW 1.0, the model read the first symbol before the Learning Algorithms, section 5 concludes the work
ciphering was clocked after the initialization of the done and its importance.
key but in SNOW 2.0, the first symbol was read out
after the cipher is clocked once (Ekdahl and Biological and Computational Model of Artificial Neural
Johansson, 2002). Network: In this section we discuss the biological and
In SNOW 2.0, two different elements involved in the computational model of the Artificial Neural Network:
feedback loop, i.e.  and .-1

SNOW 2.0 takes two parameters as input value, the Biological  Model    of    ANN:   Biological  neurons  are
publicly known 128-bit initialization value IV and a the  foundation  for  the  artificial neural networks, i.e.
secret key of either 128 or 256 bits. ANN  functional  model  is made due to the inspiration
The IV, i.e. IV = (IV , IV , IV , IV ) value is considered from  the  biological  neurons  where they resemble in3 2 1 0

as a four word input, where IV  is the most significant many  ways.  The  nervous  system   contains  neurons,3

one. the   discrete   cells    and   whose  several  processes
The initial vector IV, possibly ranges from 0……2 - arise from its cell body and generating and transmitting128

1, means that signals.

For a given key K, SNOW 2.0 implements a
pseudorandom   length     increasing    function from the
set  of IV  values  to the set of possible output
sequences.

The new version is schematically a small modification
of the original construction. Although SNOW 2.0 was
appear to be more secure, but some weaknesses have

Version of SNOW 2.0 [4].

attacks we initially Guess the contents of some of the cells

oriented stream ciphers, they have often been

is done on them to prove and justify the weaknesses in



p
k j=1y =  Wkj Xj∑

World Appl. Sci. J., 30 (4): 498-505, 2014

500

Fig. 2: General Structure of Biological Neuron Fig. 3: Computational model of Artificial Neural Network.

The biological neuron has the following four regions
i.e. the cell body also termed as soma which has two
offshoots from it, the dendrites, the axon, which end in
Presynaptic terminals. The activation function that gets output from the

All the four regions of the neurons has a specific task the x and are added together and are given as output to
to perform and work as a unit[5], where it accept multiple next neuron stored in the variable y
inputs and output a single result, the functionality of the
biological neurons is discussed briefly in the following Knowledge Gain by Artificial Neural Networks: In
points: Artificial Intelligence the Knowledge Acquisition is the

The cell body or soma is the main part of the neuron bottleneck and most of the time is wasted in this phase.
cell, which contains protein synthesis and nucleus, Because the system learn by induction, conduction
which also works as storage and decision making analogy and require  a  long  duration  is  this  process.
body locally, such as reflex actions which are The expert systems those acquire knowledge in the form
initiated as a result of these local decision makers of rules or frames etc and  processed  whenever  require.
inside the neuron. It is very difficult to formulate this knowledge and to
The dendrites which are the offshoots of the soma understand the entire process. And thus in case of
have branches in a treelike structure, which are used missing any of the steps will lead to erroneous knowledge
to receive signals from other neurons or the organs gain by the system. In case of a proper acquirement of the
which senses the information from the outside. knowledge that is stored in the knowledge base and
The axon that grows outside the cell body also gradually increase with process of experience and real
termed as the hillock and conduct electric signals that world application and thus the decisions made by the
grows from the cell body and ends at the presynaptic system are more appropriate.
terminals. Only one axon grows from the cell which In order to get the experts knowledge into an expert
transfer signals to other neurons or brain. The action system we propose to process these databases in the
potential that carries the electric signals is identical to attempt to learn the particularities of the domain.
each other so the brains can easily judge, from the Whatever is learned by this process can be discussed
path it took that which type of signal has been with the expert, who is now in the role of a supervisor and
received. The brain analyzes the signal patterns and consultant that corrects and completes knowledge instead
issues orders where appropriate. of a (often) unwilling teacher who has to express himself
The synapses are again the threads at the end of the in some form he is not  common  and  not  comfortable
axons which are connected to the dendrite of the with. Experts are  required  to  describe  their  knowledge
other neurons where the information is passed from in form of symbolic rules, i.e. in a usually unfamiliar form.
the synapse to the dendrites of the following neuron. In particularly to describe knowledge acquired by

Computational Model of ANN: This model [6] accepts able to diagnose cases that experts are able to. Some
different inputs for training the learned algorithm those machine learning algorithms, for example ID3 [8], have the
are kept in the database, which contain the rules for capability to learn from examples. We propose to use
extracting the knowledge from the knowledge base, Artificial Neural Networks (ANN) as a first step of a
sensitivity of serious attacks, the stream ciphers and machine learning algorithm. ANN claim to have
dozens of the weak keys, proved by the analysts. advantages  over  these systems, being able to generalize

summing junction where the weight w , is multiplied withkj

j

k

experience is very difficult. Therefore KBS may not be
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and to handle inconsistent and noisy data. Interesting the success, because in our case we do not only look at
features of natural neural networks are their ability to the intensity of fire, but the wound that may occur when
build receptive fields in order to project the topology of a masquerade, tries to find out the bit patterns in the key.
the input space. The input values can be any real values, which may be

A high-dimensional input space is projected on a low independent of one another or may highly correlate
dimensionality, usually a plane, conserving the topology
of the input space. This is one of the advantages of The Output of the Target Function May Be a Vector of
unsupervised Neural Networks, like the Kohonen's Several Real or Discrete-valued, Real Valued or Discrete
Feature Map [9]: the internal structure of the ANN reflects Valued Attributes: If the output is a real number then it
structural features in the data without having any a-priori will range between 0 and 1, which in this case
knowledge about their structure. However a good corresponds to the confidence in predicting the
representation on this map  has  to  be  found  in  order  to corresponding steering direction. We can also train a
find the inherent structures of data, now represented on single network to output both the steering command and
the map. The main idea therefore is to integrate both suggested acceleration, simply by concatenating the
approaches, so that the advantages of ANN to generalize vectors that encode these two output predictions.
and to handle inconsistent and noisy data as well as to
find the inherent structures in the data are combined with Errors May Occur in the Training Examples: If there is
the ability of KBS to give explanations about the problem a noisy data with errors in training examples, then it
solving process using the rules of the knowledge base. depends on the learning methods that how they respond

To realize the integration, an algorithm has to be to these errors. In the other applications of the ANN, it is
constructed, that converts symbolic knowledge for the kept in mind that the training data must not contain errors,
KBS out of the sub symbolic data of the ANN. In this but in the ciphering algorithms we permit to larger
work, we show how such a knowledge extraction was instance, because here we are interested to maintain a
developed and tested on several data sets. Due to their training base and not in the quality of data.
inherent parallelism ANN are well suited to be mapped on
massively parallel computer architectures like transputer Long Training Times Are Acceptable in Case of an
clusters, which can be used as for hacking and breaking Isolated System: To fully train an artificial neural network
the security of the cryptographic algorithms. If enough training algorithms requires longer times ranging from a
knowledge is provided to these systems then, they can be few seconds to many hours and even days and weeks,
used to improve the security of the system. For example depending on the factors such as the settings of various
in case of dictionary attacks where the system is enriched learning algorithm parameters, the number of training
with the key words used in English and also with the keys examples considered, the number of weights in the
those once used in past are avoided. network. Keeping in view that in public area where the

Our approach is different from this as it not only outer world has the access to the system, longer time is
looking to the data dictionary with the exact match but it never permissible and in such a case the point iii, may be
checks the probability to be broken down at run time so applicable for the time being.
as to stop the generation and acceptance of the weak
keys. The Learned Target Is Required to Be Evaluated with

Intelligent Design of the  Stream  Cipher:  To  implement the ANN learning algorithms, but to evaluate the learned
the biological neurons with stream ciphers it is necessary network, in order to apply a subsequent instance is very
to define the working of the neural network with special fast and the instantaneous action is taken while
perspective of the said area. For this purpose we first transferring data upon the network, whenever and attack
define the mathematical function of ANN and its different is detected.
components.

Instance Representation by Attribute Value Pairs: The by the Humans: It is very difficult for the humans to
learning algorithm the educate the target function is clearly understand the complex nature of the weights
defined over the instances, such that a vector of learned by the ANN and is very difficult to interpret for
predefined features is described, such as past attacks them. The learned rules can easily be communicated to the
those we successfully implanted, or the tendency towards learning  rules,  but  it is very difficult to communicate it to

Fast Speed: Comparatively long time is required to train

The Learned Target Function Need Not to Be Understood
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Fig. 3: Biological Neuron model with Stream Cipher Activation Function of the ANN, with the General Stream

Fig. 4: Computational model of neural network for Stream
cipher

human beings. So, the learned rules are made in such a
way that if the data store, contain some data for what the
rules have already been defined, then a human may ignore
it, but the processing device cannot ignore it, which may
cause to increase the security, i.e. to avoid the similar bit Success in Pattern Recognition: The pattern recognition
patterns in the key stream, produced by ANN pseudo- in the field of cryptography is based upon the statistical
random number generator. tests, where the Guess and determine attack [3, 7] and

Mathematical Design of ANN for Stream Ciphers: The key stream and that of the best matching key and to apply
mathematical model of this model can be seen in Figure exhaustive search for finding the exact key or the best
(4). This model accepts different inputs for training the one. The correlation attacks and the Guess and determine
learned algorithm those are kept in the database, which attacks those are based on the algebraic rules have been
contain the rules for extracting the knowledge from the proven  to  be  more  efficient   against   stream ciphers.
knowledge base, sensitivity of serious attacks, the stream The key generated by the pseudo random numbers
ciphers and dozens of the weak keys, proved by the generators is used only once and for the second use we
analysts. need to generate another key.

when the new key generated by the LFSR based stream

The activation function that gets output from the successful. One alternative is to use NLFSR based
summing junction where the weight w , is multiplied with keystream generators but it has its own implications andkj

the x and are added together and are given as output to drawbacks and the other approach that we propose is toi

next neuron stored in the variable y . use  Artificial Neural Networks along with the LFSR basedk

To the summation function the information from the
knowledge base, series of attack sensitivity and other
rules and frames are provided, where based on these rules
and frames the resultant vector is given to the activation
which ultimately decides as the key generated is
appropriate at this stage or a rejection is implanted and
the search for another strong key is started.

Ciphers: In the neural networks the neurons output is
between 0 and1 or -1 and 1, usually. The activation
function is denoted by (.) and is of three types [6]:

If the summed input is smaller than the threshold
value, then threshold function taken on a value of 0
and if it is greater or equal to the threshold value then
it is taken as 1.

The piecewise-linear function, taken on the values of
0 or 1 and can be taken on the amplification factor in
a certain region of linear operation.

correlation attacks find the correlation between the actual

The cryptanalyst have find out the techniques that

ciphers is traceable and the algebraic attacks are more



1
( ) ( )

N
T

i i i
i

F x w x b
=

= +∑

World Appl. Sci. J., 30 (4): 498-505, 2014

503

pseudo-random key stream generators. The ANN is that key is rejected, for this purpose. The key comparison
proved to be the best suited intelligent algorithm for is performed by using the following algorithm, which lies
cryptography, to avoid the traceability in the patters of in the worst case of 2 ,
the keystream of any of the algorithm specifically the
SNOW 2.0. The process looks for the 0, 1, 00, 11, 000, 111, Attack Based on the Knowledge Base and Pattern
01, 001, 10, 110 as assumed in the Guess and Determine Matching Algorithm:
attack on the stream ciphers, SNOW and make a KE_match(key, KB)
hypothesis that the pattern at the lowest is been
distinguished, in the universal approximation theorem, Set IV  input through keyboard

Application of the Universal Approximation Theorem: Psize = 1,2,3,…., n (Pattern size, where initially 1 bit,
The universal approximation theorem states that, “The 2 bits and so forth)
simplest form of multilayer perceptron, a single hidden vcount  0 (Initialize j to first instance in
layer, in a feed forward network, containing a finite the dictionary)
number of neurons is a universal approximator among j  0 
continuous functions on the reduced form of Rn, where hcount  0  (initialize to first bit in the key stream of
the activations functions are mould”[8]. dictionary and Original Key)

The mathematical form of the Universal approximation Repeat step ii to vi n times
theorem is as under: if (key(i) = = dic_key(i,j))
Consider a bounded, non-constant and monotonically put 1 to file 
increasing continuous function (•), hcount  hcount++ (move pointer to next bit)

Let I  denote the m-dimensional unit hypercube elsem

[0,1] . The space of continuous functions on I  is denoted put 0 to filem
m

by C(I ). Then, given any function f C(I ) and  > 0,m m

there exist an integer N and real constants , b R, w j++i i i

R , where i = 1, ..., N such that we may define: Vcount  vcount++(move pointer to next key inm

Repeat step 5 to 7 till end of file

as an approximate realization of the function f where f is If the knowledge base size is M and n is the key size,
independent of ; that is, then the time complexity of the algorithm to compare all

|F(x) – f(x)| < 

for all x I . In other words, functions of the form F(x) If there is a finite set of n elements for s, then |S| = n , them

are dense in C(I ). subsets of this set S will be |P(S)| = 2 . which is them

we apply the linear approximation theorem on SNOW motivation notation 2 , is described as follows:
2.0, for the approximation of the Addition Modulo 2 , son

as to find the approximation to the probability of any of Let i, such that 1  i  n and the subsets of S are
the keystream with some specific bit patterns. { 1, 2, 3, ……., n}, where i can take values of 0 or 1,

Knowledge Extraction from KB and Back Propagation of the element in the subset and otherwiae it will not be the
the Learning Algorithms: The strategy adopted for the element of the subset. All the elements in the subset are
implementation if the artificial neural networks with the distinct and non overlapping and will lie under the O(2 ),
SNOW 2.0, we design a special environment so that the
ANN and SNOW 2.0 both are kept in such a way that If m is the size of the Knowledge base then the time
when a new key is established, it is compared with the complexity for the above algorithm will be M * 2  and lies
Knowledge base of the neural network and if there exist in the O(2 ), in the worst case, which is too high to reduce
bit pattern which may be vulnerable to the attacker, then the performance of the key generation of SNOW 2.0,

n

Key = snow2 ( IV ) 

dictionary)

End of function

the patterns is illustrated in section 4.2

Time Complexity of  the Pattern  Matching  Algorithm:

n

S

If i = 1, then any element lies at ith position will be

n

n

n
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So, to minimize the time and computational Frequent Patterns in Keystream and Knowledge
complexity, we adopt an approach that instead of Extraction from KB: The following algorithm will check
searching the each individual bit pattern, we make a group the key strength by comparing with the knowledgebase in
of 8 bits and look to these 8 bit jointly, which ultimately the ANN, to get the adjacent patterns in the key:
increase the performance of the algorithm, while still
existing in the O(2 ), but in this case n will be n/8, so, if the KEY_check(key, KB)n

key size is 64 bits, then 64/8 = 8 and in case of 128 bit key
size 128/8 = 16, so, the performance will improved, while Set IV  input through keyboard
using this algorithm but still existing in the O(2 ), worst don

case time complexity. The bit patterns, while comparing {
each individual bit, is strictly discouraged, because the Key = snow2 ( IV ) 
focus in this work is upon the bit patterns, so if 8 for (i=0; i<=n, i++)
consecutive bits are similar, then we say that one pattern {
is similar, while rest of the 7 blocks, in the 64 bit (8 block), for (j = i; j<=n; j++)
still require to be deduced, so if 8 consecutive bits are {
similar, then we say that one pattern is similar, while rest Vcount  0
of the 7 blocks in the 64 bit(8 blocks), still require to be For(k = i; k<=j; k++}
deduced, so if a series of 8-bit blocks consecutive to each {
other are targeted by the comparison algorithm, in repeat step ii to vi n times
response to the neural networks, then that key is treated if (keypattern(i) = = dic_key(i))
as weak key and must be rejected. put 1 to datafile

To minimize the time complexity of the above else
approach we propose mining without minimum support put 0 to datafile
threshold is the best suited approach for finding frequent
patterns in the dataset [10]. “The prominent advantage of vcount  vcount++(move pointer to next key in
this approach is that it does not require user specified dictionary)
min-sup threshold and performs single database scan }
only. This technique can be applied to retrieve the top }
most and top-k maximal frequent item sets. In case of }
mining more than one maximal Frequent item set, the While(!key-not-approved)
algorithm requires a more easily understandable parameter End of function
k, which refers to the desired number of maximal frequent
item sets”. The algorithm works as follows:

Table: Neural net setup keys from decision making
Index 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Value v0 v1 v2 v3 v4 v5 v6 v7 v8 v9 v10 v11 v12 v13 v14 v15

If value at the index {0}, is taken and compared with stream and m is the size if the knowledge base. Then the
the knowledge base and the value at the index {1,2} is worst case time complexity of the algorithm is
taken and compared with the knowledge base and this m*(n(n+1)/2)
process continues for values at the index
{1,2,3},…..,{1,2,3,….15}, in the first iteration, in the CONCLUSION
second iteration the value at the index {2},{2,3} and so
forth, wherever the key match is successful unto some The model we present is more secure in a sense, that
threshold level, the key is rejected and the algorithm scanning the knowledge base it does not output the weak
generates the next key and the process continues until cryptographic keys and also the time complexity of the
and unless a secure key is found. To find out the time algorithm is too high, that any of known attack cannot
complexity of the algorithm we first define the parameter succeed, because of the natural strength of the SNOW 2.0
used in the algorithm, n is the numbers of bytes in key and  also  if there is a probability of generating weak key,
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if the knowledge base contain that series or pattern, will 6. Anderson, Kohenson, 2001. Role of Artificial Neural
be dismissed by the resultant activation function of the Networks in Computer Learning, IEEE Computer,
Artificial neural network. pages 31{44, March 2001}
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