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Abstract: This paper discusses the various methods of non-cash payments, the frauds perpetrated relative to
their use. After a brief discussion of the methods, used by swindlers, the paper thus discusses the key
circumstances conducive to fraud, risks, scale of detriment and the obstacles to providing safe financial
transactions. The paper then describes the most effective measures being adopted by the industry as well as
by governments to stop or at least diminish their incidences. Issues discussed include predictable tendencies
and threats to economic security.
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INTRODUCTION credit cards  [2].  Also  on  the  rise are e-Payments and

Non-cash transactions or settlements conducted e-commerce transactions and transactions using mobile
without the use actual  cash is  increasing  globally. devices, respectively [3].
Figure 1  shows   that   this  has     become    a  prevailing Cheques are primary paper-based instruments in
phenomenon on all parts of the globe not only in North settlement transactions, but according to the World
America and Europe, but even among mature Asia-Pacific Payment Reports 2011, their use is considerably declining
countries, Brazil, Russia, India and China (BRIC), Central in certain markets and has even become obsolete in some.
Europe, Middle East and Africa, Latin America and the In the global sphere, its use has reportedly decline from
rest of Asia. With the rise of this method of payment, 22% in 2005 to 16% in 2009 out of all non-cash
however, is a parallel increase in non-cash transaction transactions.
frauds, which is causing concerns among governments The move away from  its  use,  whether intentionally
because of their eventual negative impact on the or  not,  is  driven  by   the   rise   of   the  digital  age.
economy. Some governments, like the UK and the US, are

For accounting purposes, there are three kinds of intentionally discouraging its use and measures have
transactions: cash transactions; credit transactions and been adopted towards this end. In the UK, the UK
non-cash transactions. The distinguishing factor between Payments Council is encouraging the development of
the three is the presence or absence  of  cash/money in innovation that would  satisfactorily  substitute  the use
the  transaction.  Among the three types, it is only the of cheques. In the US, the improvement of cheque
non-cash transaction that never involves cash since cash processing is the focus, such as the ability to process
transactions always involve cash and credit transactions them electronically through cheque-imaging [3].
may involve cash after the date of transaction [1]. Electronic payments in the US, on the other hand, are
Methods of non-cash transactions include: cheques, rising, especially in the use of debit and credit cards,
whether commercial cheques, US Treasury cheques or which shot up from 64.7 billion in 2006 to 84.5 in 2009.
postal money orders and; electronic payments, such as Statistics show that transactions using debit cards have
Automated Clearing House (ACH),  debit  cards  and increased  from  25  billion  in  2006  to 37.9 billion in 2009,

m-Payments, which are brief terms for payments made for
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Fig. 1: Number of Non-Cash Transactions by Region (in billions)

while credit cards declined a little [2]. Credit cards are the merchant does not have the opportunity to examine
issued by banks, financial institutions, like Mastercard or the card physically, but it is narrower in the sense that it
Visa and can be used to purchase items or pay for involves only transactions done over the internet. 
services  in  various  stores  the payment of which are In all kinds of fraud involving electronic transactions,
made by the issuing bank or institutions  to  the  store. credit or debit, identity theft is involved because without
The customer in return pays the issuing institution later, accessing data and information of a cardholder the fraud
but the cards can be used only in stores in which the cannot be perpetrated. Some of the methods used in
issuing  institution  has partnership with. Store credit stealing data and information of cardholders include
cards  are  similar to credit cards except that they are skimming, phishing and carding. In skimming, personal
issued by a particular store and can be used only in that and account information stored in a card is accessed
store [4]. when it is being processed by using an electronic device

The increase in non-cash settlements and called a skimmer, which fraudsters attach over or near
transactions also gave rise to a parallel increase in non- genuine card slots. Skimmers are used in restaurants to
cash fraud. Non-cash fraud are varied, but they can be capture credit card information through accomplices in the
classified as traditional and the newer methods. restaurant staff, at unattended ATM machines or gas
Traditional methods are schemes that have been long stations and may even be perpetuated by store clerks
used by fraudsters such as stealing physical cards or themselves by scanning cards twice, once with the real
forging cheques while newer methods make use of scanner and the other with a skimmer [7]. Phishing has the
technological knowhow. The bigger  fraud  being same goal as skimming, but is conducted through emails
presently  perpetuated  involves  transactions  using where a recipient is directed to enter a site, usually bogus,
credit  or debit cards, which uses sophisticated that is being monitored by the fraudsters. Carding, on the
technology in accessing data and information. Credit card other hand, is the validation of stolen credit card numbers
frauds include point-of-sale (or POS) fraud, card-not- by making small non-distracting purchases with online
present fraud (CNP hereafter), e-commerce fraud, ATM merchants   with   real-time  transaction  processing.
fraud and identity theft [5]. POS occurs when payment is When the transaction is successful, the information is
made at the time of the transaction usually in a face-to- later sold to or exchanged with other fraudsters who will
face situation and involves stolen, lost or counterfeit make bigger purchases [8].
cards [6]. CNP is so-called because the merchant has no In light of the increasing use of non-cash
opportunity to inspect the credit or debit card since transactions worldwide, especially in the US and Europe,
transactions are done online or over the internet or phone. there are concerns that fraud relative to this type of
In this type of fraud, a fraudster uses the debit or credit transactions will also rise. This is compounded by a
information and data of another to enter  into a projected increase in ecommerce.  Goldman  Sachs
transaction without the authorization of the real card predicts that ecommerce sales will reach $963 billion by
owner [5]. E-commerce fraud is similar to CNP fraud in that 2013.  This  observation  is  supported   by   Emarketer,  a
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digital and media researcher and analyst in the US, which existence of more window of opportunities. Dempsey cites
forecasts a $224.2 billion online shopping sales in 2012 or mix of payment cards in use, transaction authorization
a 15.4% increase from the previous year as well as by processes, types of payment made in cards, evolving
projections in Latin America, Africa, Middle East, security standards and the kind of card technology in use
Australia and Asia-Pacific. The parallel rise in non-cash [14]. In the US, for example, debit card transactions using
fraudulent activities is being seen in North America, signature is of higher volume, i.e. 23.4 billion as opposed
where losses from ecommerce fraud topped at $4 billion in to 14.5 billion transactions, respectively in 2009, than
2009 from $1.7 billion in 2001 [9]. those using PIN [2], which is the opposite in Australia,

Global card fraud has likewise risen. It grew to 12.8% which uses 90% PIN. The rate of fraud involved in debit
in 2009 compared to the 2008 figures, which amounts to a cards using PIN is lower than those using signatures,
total global loss of ª4.9 billion. This is attributed to the which may account for the high fraud rate in debit cards
growing sophistication of fraudsters allowing them wider in the US. Moreover, CNP transactions are inherently
access to merchant databases and processors data riskier than other types because merchants are deprived
centers [3]. In the US, Canada and Australia, the misuse the opportunity to look at the cards personally, which
of credit cards or existing bank accounts is the biggest may be the reason why countries such as Spain have
form of identity crime. In the UK, misuse of payment cards relatively  lower  card  fraud  than  the  US  or  the  UK.
account for its highest loss at £504.8 million. In Australia The technology use in producing the cards also
CNP fraud is the most common at 48% while the UK CNP contributes to the facility in perpetrating fraud. As
fraud has increased by 350% since 2000 [10]. As of 2006, discussed elsewhere in this paper, the chip-and-PIN
the US had the highest loss rate at $3.718 billion as a technology in the EU, as opposed to the magnetic stripes
result of card fraud as compared to Australia, France, in the US, have considerably lowered the card fraud in the
Spain and the UK. Of the total loss, 59% was attributed to former [5]. 
card issues and 41% to POS, internet and mail order [5]. In preventing the perpetration of fraud in connection

On top of this, the merchant is likely to ruin his with non-cash transactions, there are two measures with
reputation and business goodwill, which is very important which authorities rely on: technology and; legislations.
in the conduct of business [11]. It is commonly believed In Europe, the technology of chip-and-PIN is being
that only merchants and credit issuers that bear the brunt resorted to for the general protection of non-cash
of these activities, but this is not true. transactions. The chip-and-PIN technology entails the

The victims whose personal data and information are use of chips in credit and debit cards rather magnetic
stolen are vulnerable to other crimes that may cause them stripes and the addition of personal identification number
worse injury are also casualties of fraud. Although or PIN. This system generates dynamic data that is
cardholders are not liable for unauthorized use of their exclusive only to a single transaction and authentication
cards [12], the experience can give them emotional and rather than the static data produced by magnetic stripes
psychological trauma in addition to  the  anxiety  caused during verification stages. The chip-and-PIN system is
by the personal data and information that have been primarily employed by the Europay, Mastercard, Visa or
stolen from them [13]. In addition, the consumers  suffer EMV, [3]. the collective card scheme being composed of
as a whole because losses are eventually passed on to Europay, Mastercard and Visa. American Express, JCB
them in terms of higher  interest  rates  and  fees  [12]. and Discover are, however, also adopting the system.
More importantly, the economy of a country may be [14]. Presently, 95% of European ATMS  are  already
affected as well. Customers confidence in commerce and EMV-compliant and countries such as Japan, Korea and
business may wear off because of fear of being defrauded other developed and developing countries are taking the
resulting in less transactions. The revenues lost and cue. The chip-and-PIN technology is most effective in
investments in fraud-detection technology, services and face-to-face transactions (POP), ATM withdrawals and
expertise will result into a weakened economy [9]. cases of lost and stolen cards. Its positive effect is being

According to statistics, fraud loss rates differ from illustrated by the 77% decline in counterfeit card losses in
country to country. Dempsey (2010) attributes this the UK since its adoption in 2004 and in the entire
variation in rates to several factors, which might as well be European continent, which is now seeing a remarkable
the same factors that can be said to conducive to the decrease in fraud losses [3]. Unlike Europe, the US has
perpetration of fraud. The logic is that a country’s fraud not adopted the EMV system, but rather uses other
loss rate is higher because more fraud activities are being sophisticated technology to detect fraud in non-cash
perpetrated there than in other countries because of the transactions.
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Technologies related to “enhancing of data security payment and; the  new  technologies  that  may be
standards, supplementing approval system of contactless availed  of  to further protect the public from fraud [17].
payment cards, developing methods to encrypt payment The EU has likewise issued E-Money Directive
data and disguising card numbers are being relied upon to (2009/110/EC), which obliges states to require their
combat fraud in non-cash settlements.” [14]. To achieve financial institutions to safeguard e-money payments for
the best desired goal, card companies led by Visa and a number of days [18]. 
MasterCard in the US have bonded together in 2004 to Non-cash transactions are rising and  are  projected
create the Payment Card Industry (PCI hereafter) Security to eventually substitute cash transactions in the future.
Standards Council to administer industry standards. Some The losses associated  with  the  fraud  occasioned in
of the innovations being studied and implemented are their use are staggering, especially in the US and the UK.
contactless payment cards, encryption and tokenization The industry is up in its arms trying to figure out how to
[14]. Contactless payment cards and devices  use  the put a stop to these frauds. Governments are likewise
radio frequency technology instead of being swiped. worried  because  of  the   possible   negative  impact
They have secure microprocessors and memory, can these frauds will create on their respective economies.
perform cryptographic processing and other multiple These entities are resorting to new technology, stricter
functions [15]. End-to-end encryption, that is, from the processing as well as policies and legislations to ensure
time data is captured in the application layer to the point that non-cash transactions can weather all these types of
when it is at rest in databases and up to the moment when frauds that are being perpetuated by fraudsters and
it is in transit from one application/system to another, is syndicates  out  to  cash  in  on  their   technological
also seriously considered. On the other hand, tokenization know-how to steal and access personal information and
works like chips in casinos where chips are used and data of cardholders.
accepted as money within the location, but are worthless According to the tendencies of growing non-cash
outside them. In tokenization, data in cards are protected transactions in developing countries, the measures that
the moment they are captured by sending them to a have been adopted by the developed markets, the
secure vault where they are encrypted. Only a select experience of detecting and prosecuting non-cash fraud,
number of applications are allowed access to actual card should be taken for prevention of huge damage and
numbers in the vault and all the other applications are massive losses on a formation level of financial system,
simply given tokens or substituted values randomly based on non-cash transactions. Legislative and policy
generated that can be passed from one system to another measures have to be coordinated and complementary, but
without the risk of harm [9]. the basis of the solution is an adequate and timely

The government is important in combating fraud assessment of risks, threats and tendencies.
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