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Abstract: In Today's world, with increasing usage of computer networks and internet, the importance of
network, computer and information security is obvious. One of the widely used approaches for information
security is Cryptography. Cryptanalysis is a way to break cryptography without having the encryption key.
This paper presents an approach to the cryptanalysis of transposition ciphers using an improved GA with a
novel fitness function. The fitness function is evaluated based on the most common bigrams and trigrams.
Dynamic population size is proposed and also the crossover and mutation operators are taken randomly.
Results show that the proposed algorithm is effective for cryptanalysis of transposition cipher with long key
lengths up to 25 due to its strong reliability. The algorithm has also high convergence speed and minimum error.
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INTRODUCTION were correct, we can ensure the near unbreakability of the

In today’s information age, information sharing and most fall into one of two broad categories: substitution
interchange has increased exponentially. Security, ciphers and transposition ciphers. In the former, every
integrity, non-repudiation, confidentiality and plaintext character is substituted by a cipher character,
authentication services are the most important factors in using a substitution alphabet and in the latter, plaintext
information security [1]. There are different ways to characters are permuted using a predetermined
secure information exchanging over the network. permutation [4]. For the transposition cipher, the plaintext
Cryptology is at the center of providing such guarantees, remains the same, but the order of characters is shuffled
which  is  the  science  of  building  and  analyzing around. However, if the key be short and the message is
different  encryption  and  decryption  methods. long, then various cryptanalysis techniques can be
Cryptology consists of two subfields; Cryptography and applied to break such ciphers. In a simple columnar
Cryptanalysis. transposition cipher, the plaintext is written horizontally

Cryptography is the science of building new powerful onto a piece of graph paper of fixed width and the cipher
and efficient encryption and decryption methods [2]. text  is read  off  vertically  [5].  It works by splitting the

Cryptanalysis is the science and study of method of plain text into fixed sized blocks. The length of the key
breaking cryptographic techniques i.e. ciphers. In other (also called the period) is as the same size of the block.
words  it  can  be  described  as the process of searching Letters in each block are permuted according to a same
for  flaws  or  oversights  in  the  design  of  ciphers  [2]. pattern (the key) [6]. The key and the encryption process
The cryptanalysis can guess the key at maximum and in of the previously described transposition cipher are
any case that a very large number of guesses for the key shown in Table 1.

cipher [3]. There exist many types of classical ciphers that
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Table 1: An example of the transposition cipher key and encryption process
1 4 3 5 8 7 2 6

Key: C O M P U T E R
Plain: C R Y P T A N A

L Y S I S U S I
N G I M P R O V
E D G E N E T I
C A L G O R I T
H M A B C D E F

Plain Text: Cryptanalysis Using Improved Genetic Algoritm
Cipher Text: Clnechnsotieysiglarygdampimegbaivitfaurerdtspnoc

There has been a call for non-standard approaches
recently, including Genetic Algorithms (GA's) that can be
applied to cryptography problems [7]. Classical attacks
search a random key space to find the optimal key, to
make them computationally intensive. GA's add direction
in  random  search  problems [3]. Genetic algorithm (GA)
has been successfully applied in cryptanalysis of classical
ciphers. GA's are class of optimization algorithms that can
solve many problems if be used through modeling a
simplified version of genetic processes [1].

Researchers  have  worked  on  cryptanalysis using
GA and Spillman et al. [8] have published their paper on
the cryptanalysis of simple substitution cipher using
genetic algorithm (GA). It was an early work done on
using GA in cryptanalysis, it has explored the possibility
of random type search to discover the key (or key space)
for a simple substitution cipher [8]. There has been
published another paper utilizing GA in cryptanalysis
belongs to Matthews [9] who has focused on
transposition cipher in which the attack finds the accurate
key length and precise permutation of a transposition
cipher key. He has used a list containing ten bigram and
trigram yang that have been given weight values to
calculate the fitness. His algorithm was successful in
breaking the cipher with key lengths of 7 and 9. The
Matthew's attack was successful only for key length 7;
there were no successes at a key length of 9 or 11 [9].

Clark [10] summarized the use of simulated annealing,
GAs and tabu search in the cryptanalysis of simple
substitution and transposition ciphers. His GA-based
attack on the permutation cipher was by far the most
widely successful. In his algorithm, a block length of 2
always decrypted, while block lengths of 4 and 6 had
success rates 65% ranging from 5 % to 91 %. Clark and
Dawson [11] also presented important analysis on how
different optimization techniques can be used in the field
of cryptanalysis. They have carried out a massive
research on classical cipher cryptanalysis. The work
covers applications of genetic algorithms, simulated
annealing and the most recently developed tabu search

technique.  It  has  attacked  substitution, transposition
and polyalphabetic substitution ciphers as well.
Grundlingh and Van Vuuren [12] presented an attack on
the simple cryptographic cipher using GA. Their attack
was also only successful at a key length of 7. Pretext
decryption percentages at key length 7 ranged from 0 %
to  28 %.  The overall average for success rate was in the
6 % to 7 % range.

Garg and Sherry [13] have carried out interesting
studies on the use of genetic algorithm and tabu search
for the cryptanalysis of mono alphabetic substitution
cipher. Garg [14] studied the use of genetic algorithm to
break a simplified data encryption standard algorithm
(SDES). Garg et al. [15] applied an attack on transposition
cipher using genetic algorithm, tabu Search and simulated
annealing. Garg and Sherry [16] observed a situation in
which they found out the efficiency of genetic algorithm
attack on knapsack cipher that can be improved with
variation of initial entry parameters.

Nalini [17] compared the attack of SDES using
Optimization Heuristics technique and GA based
techniques. The results showed that the GA-based
approach minimizes the time complexity.

Garg [18] made the cryptanalysis of SDES using
mimetic algorithm, genetic algorithm and simulated
annealing and investigated the performance for the
cryptanalysis on SDES. Husei et al. [19] used the Genetic
Algorithm for the cryptanalysis of DES-like systems to
find out the underlying key. The genetic algorithm
approach has been adopted for obtaining the exact key by
forming an initial population of keys that belong to the
key subspace. They concluded that the GA-based
approach is considerably faster than exhaustive search
and differential cryptanalysis (DC) [19].

Vimalathithan and Valarmathi [20, 21] have also used
GA and Particle swarm optimization (PSO) to attack SDES.

Siva Sathya et al. [22] described a Multi-population
Genetic Algorithm called Nomadic Genetic Algorithm
(NGA) for breaking the message encrypted by DES.

Vimalathithan and Valarmathi [23] applied Genetic
Swarm Optimization algorithm in the field of cryptanalysis
for attacking DES by combining the effectiveness of GA
and PSO. Lavkush [24] has also used Genetic Algorithm
to break SDES.

In  the  literature  review,  it   was   found   that  the
GA-based  approach  minimizes   the   time  complexity.
This paper presents the cryptanalysis of transposition
cipher by applying GA. The improved fitness function is
used based on the most common bigrams and trigrams.
The operations of GA (Crossover and Mutation) are
exploited to produce this cryptanalysis method. Numerical
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examples show that the proposed algorithm has satisfied
global performance, high convergence speed, minimum
error, stable convergence performance and successful in
breaking the cipher with key lengths up to 25.

The rest of paper is organized as follows. Section 2
presents a brief description of basic GA process. In
section 3 the new GA-based method for Cryptanalysis of
Transposition Cipher is presented. In this section, the
assumptions used in its evaluation function algorithm is
also introduced and presented. The results presented in
Section 4 and finally, Section 5 give some conclusion
remarks.

Basic GA Process: The GA belongs to the family of Fig. 1: Structure of a simple GA
evolutionary algorithms [25]. An evolutionary algorithm
maintains a population of solutions for a given problem. Dynamic Initial Population: In many works, the initial

The population is then evolved by the iterative population size is taken static. In this algorithm,
application of a set of stochastic operators. population size is taken dynamic. The initial population

The simple form of GA involves four types of size is assumed square of estimated key length.
operators: initialization, selection, crossover and mutation.

Generate Initial Population: The number of possible which combine unigram, bigram and trigram frequency
solutions that are randomly generated. statistics. This research uses bigram and trigram models.

Selection: This selection operator selects chromosomes attack.
in the population for reproduction. The better the
chromosome, the more times it is likely to be selected to (1)
reproduce.

Crossover: Crossover is the process in which two wqhere, Ci and Dj denotes the frequency of the bigram
chromosomes combine their genetic material to produce and  trigram  letters  respectively,  for  1<i<6  and  1<j<4.
a new generation that possesses both their characteristic. Also, Bi and Tj denote the array of the most common
Several crossover techniques exist such as the one-point bigram and trigram letters respectively. Table 2 shows the
crossover, two-point crossover, ‘cut and splice’, uniform fitness weight table used in this research.
crossover, half-uniform crossover and others.  and   allow  assigning  of  different weights to

Mutation: Mutation is the process used to maintain where +  = 1. Samples of the experimental results are
genetic diversity from one generation of a population of shown in Table 3. Accorading to this table the best values
chromosomes to the next one. The purpose of mutation is of  and  are 0.7 and 0.3 respectively.
to allow the algorithm to avoid local minima by preventing
the population of chromosomes from becoming too similar Crossover Operator: The crossover operator uses a
to each other. Figure 1 shows the structure of a simple random two-point. In this operator, the first point (t) and
GA. second point (P ) are given by equations (2) and (3).

The Proposed Method Using GA: When a good value is (2)
chosen for the entry parameters such as population size,
crossover rate and mutation, the Genetic algorithm will P  = (n - t) (3)
works very efficiently as well. The procedure to carry out
the cryptanalysis using GA, in order to break the key, is where, n is estimate key length. Figure 2 shows the
as follows. crossover operator process.

Fitness Function: Most researchers use  fitness functions

Equation 1 is used as fitness function (F ) for GAf

each  of  the  bigram  and  trigram  types respectively,

2

2
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Table 2: The fitness weight table proposed in this research

Bigram Score Trigram Score

TH 2 THE 5
HE 1 ING 5
IN 1 AND 5
ER 1 EEE -5
AN 1
ED 1

Table 3: Time Comparison of values  and  for different transposition size
Length of cipher text=1000 character
Key length Required time to break (sec)
20 0.6 0.4 143.712
20 0.7 0.3 132.419
20 0.8 0.2 134.183
20 0.9 0.1 148.156
Length of cipher text=2000 character
Key length Required time to break (sec)
20 0.6 0.4 268.973
20 0.7 0.3 250.741
20 0.8 0.2 258.091
20 0.9 0.1 276.186

Fig. 2: The crossover operator process

Fig. 3: The running time comparison of breaking cipher
text with different mutation

Fig. 4: The mutation operator process

Fig. 5: The running time comparison of algorithm with
different cipher text length

Mutation Operator: The Mutation operator is randomly
performed on 7% of the new generation. Figure 3 indicates
that the proposed mutation value is obviously better than
other values.

In Figure 4 the mutation operator process is
presented.

Experimental Results: The proposed GA was
implemented by using Visual C# program. Performance
evaluation  and  analysis  of  this   algorithm  were
operated on diverse texts encrypted with kinds of keys.
The  results  are  presented  in  Table   3.   The  table
shows  results  for  amounts  of  cipher  text ranging from
500  to  200 characters.  For  each  size  there  are  some
keys which have been broken fully. If the cipher text has
more size, the breakable key and success rates will be
more accordingly, however, the time of cryptanalysis
increases.

Figure 5 illustrates the time comparison of the
proposed   GA    for    different     cipher     text   length
(500,  1000  and 2000)  to   attack   transposition  cipher.
This Figure  clearly  shows  that with increasing the
amount of cipher text, the running time of algorithm
increases.
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Table 3: The amount of key recovered Versus Transposition Size Using different Cipher Text Characters

Cipher length = 500 characters

Key Size 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Key Recovered 10 11 12 13 14 15 16 17 18 19 19 19 20 21 21 21

Cipher length = 1000 characters
Key Size 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Key Recovered 10 11 12 13 14 15 16 17 18 19 20 21 22 22 22 23

Cipher length =2000 characters
Key Size 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Key Recovered 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

CONCLUSION 5. Sokouti,  M.,  B.  Sokouti  and  S.  Pashazadeh, 2009.

GA has been successfully applied to a wide range of system, Indian Journal of Science and Technology,
real-world problems of significant complexity. This paper, 2(8): 9-15.
presented an improvised GA for the cryptanalysis of 6. Chen, J., 2010. Decrypting Classical Cipher Text
transposition cipher with long key lengths. The Using Markov Chain Monte Carlo, STA4000 Report.
population size is taken dynamic and is assumed the 7. Clark, J.A., 2003. Nature-inspired cryptography: past,
square of estimated key length. Mutation operator is present and future, The Congress on Evolutionary
randomly performed on 7% of the new generation. The Computation, 3: 1647-1654.
fitness weights used in fitness function GA were 0.0 for 8. Spillman, R., M. Janssen, B. Nelson and M. Kepner,
unigrams, 0.7 bigrams and 0.3 for trigrams. Experimental 1993. Use of a genetic algorithm in the cryptanalysis
results indicated that this improved fitness function is of  simple    substitution    ciphers,    Cryptologia,
extremely powerful technique for an attack on 17(1): 31-44.
transposition cipher. Amount of recovered key in 9. Matthews, R.A.J., 1993. The use of genetic algorithms
transposition cipher using this algorithm is more than the in cryptanalysis, Cryptologia, 17(4): 187-201.
other techniques. With the increase of cipher text, the 10. Clark, A., 1994. Modern optimization algorithms for
breakable key and the time of cryptanalysis will increase cryptanalysis, In: Proceedings of the Second
as well. The performance of the algorithm is found to be Australian and New Zealand Conference on
better and considerably faster than exhaustive search and Intelligent Information Systems, pp: 258-262.
other existing GAs. 11. Clark, A. and Dawson, 1998. Optimization Heuristics
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