
World Applied Sciences Journal 20 (9): 1243-1247, 2012
ISSN 1818-4952
© IDOSI Publications, 2012
DOI: 10.5829/idosi.wasj.2012.20.09.1271

Corresponding Author: Masumeh Damrudi, Department of Computer Systems and Communication, 
Faculty of Computer Science and Information Systems, Universiti Teknologi Malaysia, 
81310, Skudai, Johur Bahru, Malaysia. 

1243

A Designer Assistant Tool for Embedded Systems 
Using Interconnection Networks

Masumeh Damrudi and Norafida Ithnin

Department of Computer Systems and Communication, 
Faculty of Computer Science and Information Systems, 

Universiti Teknologi Malaysia, 81310, Skudai, Johur Bahru, Malaysia

Abstract: The universe of the Internet, accounts and confidential information requires speedup increasingly
in comparison to the paper based years. As time passes, people expect to solve problems in a faster manner.
Hardware system designers are busy all the time to achieve the best tradeoff between the area of the system
and the hardware acceleration. This issue becomes more significant in parallel systems benefiting from the
interconnection networks. The progress of the interconnection networks can have effect on extremely massive
computations such as encryption, sorting, etc. This paper presents a novel method utilizing multi objective
optimization for systems which employ parallel processing and interconnection networks to obtain a design
with optimum number of PEs and a tradeoff between the area and speed. A set of hardware systems that are
utilized for RSA encryption are used as test bed for this method and the results show that the parameters
suggested as the output of the method are satisfactory. 
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INTRODUCTION connections. The nodes are considered to be processor

Nowadays, researchers need to speed up solving structure of relations between the processors or static
computer problems such as sorting, searching, arrangement of channels and nodes in an interconnection
encryption, etc. The use of parallelism, including parallel network[6]. Issuing a variety of topologies is an attempt
architecture and programming is essential to solve to achieve a tradeoff between cost and efficiency. Each of
problems in the modern computational tasks. In today’s them has its own profits and defects.
world, the interconnection networks (INs) are as important In most cases, employing more processors leads to a
core of digital and parallel processing systems growing higher speed, however, the tradeoff between speed and
rapidly [1]. The interconnection networks are being used area must be considered. The designers attempt to find
in many applications such as sorting, searching, etc. best fit based on their requirements for today’s
Among many other factors, one of the most important application. This paper presents a method which employs
factors with high impact on the performance and the MOO (Multi Objective Optimization) to suggest the best
power consumption of INs is topology [2]. The way that configuration according to the designer’s requirements
nodes are related to each other makes the physical and the hardware systems specifications. To examine the
structure of the IN which is named topology. "Topology results of the method, a set of RSA encryption designs
is a key factor in determining a suitable architectural are fed into the method and the results confirmed the
structure" [3, 4]. From another point of view, topology is effectiveness of the method. RSA is still widely used in
a mapping function which draws the connection between many applications such as electronic commerce and
the set of processors and memories to other processors trading protocols [7-9] after a variety of public key
and memories [5]. An IN is made up of nodes and cryptographic algorithms. 

elements. There are different topologies based on the
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The rest of this article is organized as follows. Firstly,
we describe interconnection network and cryptography
concepts in the next section. Then, PADP system is
presented. Section 4 provides the results of the method.
Afterwards, the results of system and the simulation of
RSA cryptography are compared in section 5. Finally, the
conclusion of the work is drawn.

Interconnection Network and Cryptography Concepts:
Parallelism is a key technique that is usefully manipulated
in a wide variety of applications. Number of processor
elements p(n) [5, 10-12] is the most necessary parallelism
metric which is considered in the system. If  the  number
of processor elements is equal to the number of data
elements, all the data can be fed into the system
simultaneously. Scalability (feasibility) [10, 13] is
another  important  factor  to  decide whether the
algorithm is efficient for major data or  not.  It  means, if
the  interconnection network cannot spread for greater
real problem, speedup is not much useful itself. If a
parallel  architecture  continues  the  same performance
per processor element when the number of processor
elements increases, the architecture is scalable.

Interconnection networks are divided into static and
dynamic networks. In spite of the dynamic networks,
static networks have fixed connections. Static networks,
which are being studied in this paper, can be either
completely connected networks (CCNs) or limited
connection networks (LCNs). The cost of the CCN
interconnection networks increases very fast due to the
exponential increase of their interconnection. In contrast
to CCNs that are not appropriate, especially in low space
environments the LCNs are more suitable. The LCNs
include 1D, 2D, 3D, 4D and hybrid. Among other known
INs, Mesh, Tree and Hypercube are more practical than
other interconnection networks [14-16]. Therefore, these
three INs are considered to examine the results of the
system.

PADP System: Like other hardware system designers,
parallel architecture designers are looking for the best
configuration between the area of the system and the
hardware acceleration. Parallel architectures which employ
INs can be applied as a coprocessor for embedded
systems or wireless sensors which require more speed in
transferring data. Crypto processors are examples of these
coprocessors which we have used to examine the
proposed system. In regard to RSA[17] crypto processor,
a designer of such coprocessor has many options to
select one of the INs (i.e. mesh, tree, hypercube) and
specify the number of PEs (processing elements)  for  it.

Fig. 1: PADP System

The innovation of a system to guide the designers for
choosing the appropriate configuration according to the
needs of the application will result in an appropriate
design. The system parameters will alter for other
requirements  regarding  to the aim of application. In the
so called RSA coprocessor, the area of the coprocessor
hardware, bit length of the encryption key and the speed
are three main parameters to such system. 

The design of the PADP (Parallel  Architecture
Design Proposer) system considers the number of PEs
representing the coprocessor hardware area and the
number of main operations representing the speed of the
method. The complexity of the algorithms are calculated
and compared based on these operations. This parameter
will alter depending on the target system. There is a
tradeoff between the area and the speed in every system
based on IN, so an importance rate represented by a
percentage for area and speed is used in the system to
specify the tradeoff. In the studied example, the main
operation of the RSA is multiplication. Figure 1 presents
a schematic of the PADP system.

Depending on the application, there are additional
parameters that could be considered as the inputs of the
system. For example, the RSA cryptography coprocessor
has key length as an extra parameter that determines the
security level. To introduce the system with the tradeoff
between the speed and the area we have defined the
percentage of importance for speed to the hardware area.
Once in this particular problem there are only two
competing objectives, if the importance level of the speed
is considered to be 60% from the designer’s point of view,
the importance level of the hardware area will be
considered 40%. This means the speed is more important
to the user of the PADP system who is the hardware
designer.

The PADP system needs to optimize the objectives
for providing the designer with the best results. In
applications   of  optimization  techniques,  the solution to
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such problems is usually presented by combining the
objectives into a single one according to some utility
function. Employing weighting technique, having an n
objective problem, objectives from f to f  can be weighted1 n

using weighting values, w to w respectively. In this1 n

special case, there are two objectives. In the first step,
when the extra parameters and the objectives are fed into
the PADP system, the system uses weighting technique
to represent multiple objectives in a single value which are
influenced with the objectives. 

(1)

W- the percentage of importance for objectives 
F- the values of objectives

This method is the most common approach to multi-
objective optimization. If all of the weights are positive,
the minimum of equation (1) will be the Pareto optimal [18].
In the PADEP system, it is expected that the suitable
selected architecture takes less execution time and less
area. As a result, the minimum is the best state in reality
too.

In this technique the weights are (0  w  1) andi

. The preferences of the objectives are

received from the system. In the studied case for this
system, the value of U will be computed for the key length
value which is fed into the system and all feasible number
of PEs for the three methods of RSA based on tree, mesh
and hypercube. The flowchart of the operations in this
system is drawn in Figure 2.

In the flowchart in Figure 2, the U =f  w + f  w  isi 1 1 1 2

calculated for the given key length and different number
of PEs for RSA using tree, mesh and hypercube. As it is
explained above, f and f are the speed and the number of1 2

PEs respectively, which are based on the achieved
equations previously. The values of w and w are1 2

weighting values which are fed into the system by
designer.

Results of PADP System: The use of Field Programmable
Gate Arrays (FPGAs) offers a great degree of flexibility to
design hardware systems. The designers are able to
extend their plans to the maximum available resources
provided with each specific device. The so called RSA
crypto processor is considered in the following
discussions on the results of the PADP system. The
system has the key length and the importance ratio
between speed and area as input data and will present the
best fit IN along with the number of nodes and  estimation

Fig. 2: The flowchart of operations in the PADP System
for RSA cryptosystem

Table 1: The results of PADP system for 1024 and 2048 bit key lengths
Speed 100 90 80 70 60-10 0
Area 0 10 20 30 40-90 100
1 M 58 M 58 M 58 T 5 T 5 T 5
2 T 57 T 57 T 5 H 6 H 6 H 6
3 H 6 H 6 H 6 M 7 M 7 M 7
(a) 1024 bit key length 
Speed 100 90 80 70 60-10 0
Area 0 10 20 30 40-90 100
1 M 28 M 28 M 28 T 5 T 5 T 5
2 T 29 T 29 T 5 H 6 H 6 H 6
3 H 6 H 6 H 6 M 7 M 7 M 7
(b) 2048 bit key length

on the required hardware area. The implementation of the
system is performed using C++ language of Microsoft®
Visual Studio 2008™ and considering the specifications
of the most suitable FPGA and device which is Virtex-7
FPGA, XC6VLX760 device and the best design of modular
multiplication  based on the results of number of slices
and DSP [8]. The best number of slices is 3044 and for
DSP is 3360 for 1024 bit key length. Although having more
PEs result in better speed, the implementation of the
method must be provided based on the existing
technologies. The user of the system is able to select the
FPGA and device. The results of the system using the so
called test bed for 1024 and 2048 bit key lengths are
shown in Table 1. The letters T, M and H are used as an
abbreviation for Tree, Mesh and Hypercube INs. The
results  demonstrate  that  while  the  speed  importance
level  is  90  and 100 percent, the resulting number  of  PEs
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Fig. 3: 1024 bit key length (a) The optimum number of PEs (b) The rank of Methods based on PADP system

Table 2: The results of PADP system and simulations for speed=100%

System Simulation System Simulation System Simulation
-------------------- 512 ----------------------- -------------------- 1024 ----------------------- ------------------ 2048 ----------------------

1 M 121 0.0048587536 58 0.0246863626 28 0.1563167889
2 T 121 0.0048594142 57 0.0251723765 29 0.1563213941
3 H 6 0.0049067684 6 0.0252359067 6 0.1563262719

becomes the maximum value considering the target results. The simulation provides the execution of times for
device. In the other cases, the number of PEs becomes the three RSA methods. The simulation results confirmed the
minimum value. The results of the execution of the PADP selected method and the number of PEs suggested for
system for 1024 bit key length and different ratios each IN by the PADP complies with the designer’s needs.
between the speed and area are drawn in Figure 3(a). These results are illustrated in Table 2.
Figure 3 (b) presents the rank of methods of RSA on each Considering the system results for the simulations,
IN for various examples of importance levels as system the rank of the simulation results are the same as the
input. system. The calculation times resulting from the

In Figure 3 (a), the low number of PEs in greater keys simulations are very close. While the simulation is
does not mean more PEs cannot increase the speed. It is conducted in software environment, this should cause a
because of the limitations of the ready to use technology lot of inaccuracy to the results. As a future plan, the
(FPGA). In Figure 3 (b), the rank of methods in each implementation of the methods in a real hardware will
configuration is the same until the designers needs more show the actual results and a better analysis.
speed which is more than 70% speed importance. The
RSA using tree has higher rank when speed is not as CONCLUSION
important as area. Whenever the speed gets its
importance, mesh becomes the best method and Interconnection networks provide various choices for
hypercube becomes the worst. Considering 50% speed designers of hardware systems based on parallel
importance, the priority of the suggestion is tree whilst in architectures to employ them in parallel processing which
90% speed importance the priority is mesh for 1024 bit key is a well known way of improving speed in today’s digital
length. world. The question is that how to select the best IN and

Evaluating the PADP System Results: The simulation for multi objective optimization method for parallel
the test bed to do RSA encryption using INs is performed approaches with INs. The system is examined on an RSA
for 100 iterations for each IN. The results are achieved encryption method on three common INs which are tree,
using C++ language of Microsoft® Visual Studio 2008™, mesh  and  hypercube.  The  results  of  simulation  for
OpenMP© and OpenSSL. The results of the system are these three methods confirm the results of the proposed
employed as inputs of the simulation to analyze the system.

number of PEs for each application. This paper utilizes a
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