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Abstract: Design patterns are general reusable solutions to a commonly occurring problem in software design.
One of the important patterns is Strategy Pattern. The strategy pattern is intended to provide a means to define
a family of algorithms, encapsulate each one as an  object  and  make  them  interchangeable.  In  this  paper,
a solution is proposed to improve security in application programs by using the Strategy Pattern. In the
solution, one can choose the algorithms dynamically based on security requirements and computing time
constraints.
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INTRODUCTION This paper focuses on Design Patterns and presents

Although, users obtain many benefits from using Strategy Pattern when they select encryption algorithms
computers and information technology nowadays, they dynamically. The structure of the remaining sections is as
are concerned about security in different aspects. One of follows: Section 2 reviews design patterns and makes a
the biggest goals in software engineering, therefore, is to classification of them. Section  3  explains  Strategy
create secure software. The process of holding security pattern and gives the applications of this pattern. Section
must begin in the design phase of the software 4 shows how the Strategy Pattern can be employed to
development life cycle. While the Object Oriented select encryption algorithms dynamically in applications.
Approach exists to aid engineers in designing software Section 5 is considered for conclusion and future
systems, it lacks features to integrate security aspects research.
into that design.

One of the important ideas to incorporate security in Design Patterns: Design patterns represent solutions to
the design process is to use design patterns. The idea of problems that arise when developing software within a
Design Patterns was introduced by Christopher particular context. e.g., problem/solution pairs within a
Alexander, an architect, in the field of architecture. It has given context. Each pattern describes a problem which
been then adapted for various other disciplines, including occurs over and over again in our environment and then
computer science [1, 2]. In object-oriented approach, a describes the core of the solution to  that  problem, in
design pattern is composed of a small number of classes such a way that you can use this solution  a   million
that, through delegation and inheritance, provide a robust times over, without ever doing it in the same way twice
and modifiable solution. These classes can be adapted [3]. Patterns capture the static and dynamic structure and
and refined for the specific system under construction. collaboration among key participants in software designs.
They are re-usable solutions  to  recurring  problems. They are especially good for describing how and why to
They were tried, tested and considered as solutions to be resolve nonfunctional issues.
templates. Then they can be adapted and personalized for Using Design Patterns have several Benefits: (a)
the problem domain. In addition, design patterns provide They facilitate large-scale reuse of successful software
examples of inheritance and delegation. architectures  and  designs;   (b)   They   explicitly  capture

a solution to improve security in applications by using the
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expert knowledge and design tradeoffs and make it more software terminology. Description of each Pattern
widely available; (c) They help improve developer describes when it might be used, often in terms of
communication and also help document systems and (d) modifiability and extensibility. Solution is expressed in
They help ease the transition to Object Oriented terms of classes and interfaces and consequences are
technology. related to trade-offs and alternatives.

Many patterns have been proposed for a broad Table 1 classifies Design Patterns into three groups:
variety of problems in software engineering [4], including creational, structural and behavioral and presents the
analysis [Fowler, 1997] [Larman, 1998], system design most  important patterns in each group 0 . The creational
[Buschmannet al., 1996], middleware [Mowbray & design  patterns   are  all  about  class  instantiation.
Malveau, 1997], process modeling [Ambler, 1998], These patterns can be further divided into class-creation
dependency management [Feiler et al., 1998] and patterns and object-creational patterns. While class-
configuration management [Brown et al., 1999]. creation patterns use inheritance effectively in the
Buschmann et al. [5] categorize patterns into three instantiation process, object-creation patterns use
groups, Architectural Patterns, Design Patterns and delegation effectively to get the job done. The structural
Idioms. Architectural Patterns are very high-level design patterns are all about Class and Object
structure for software systems and contain a set of composition.  The   structural  class-creation  patterns use
predefined sub-systems. They define the responsibilities inheritance  to  compose  interfaces.  The structural
of each sub-system and detail the relationships between object-patterns define ways to compose objects to obtain
sub-systems. Design Patterns are mid-level construct and new functionality. The behavioral design patterns are all
Implementation-independent. They are designed for about Class's objects communication. These patterns are
‘micro-architectures’ and somewhere between sub-system those patterns that are most specifically concerned with
and individual components. Idioms are earliest form of communication between objects.
software pattern. They are comparatively low-level and
give a guide for implementing the components and Strategy Pattern: This section focuses on Strategy
relationships of the pattern. Idioms consider the pattern Pattern and shows how it defines a family of algorithms,
at a programming language level and describe the patterns encapsulate each one and make them interchangeable.
using the constructs of the specific language. The Strategy Pattern lets the algorithm vary

Using patterns to define a software solution is an independently from clients that use it.
analytical  task   that   requires   abstract    thinking. The motivation to Strategy Pattern is that many
Design patterns are template designs  in  form  of  several algorithms exist for layout management of Graphical User
classes in object-oriented design. They are methods of Interface (GUI) components. Hard-wiring all such
encapsulating the knowledge of experienced software algorithms into the classes that require them aren't
designers in a human readable and understandable form. desirable for several reasons: (a) Clients that need layout
They are particularly appropriate in situations where management get more complex if they include the layout
classes are likely to be reused in a system that evolves management code. That makes clients bigger and harder
over time. to maintain, especially if they support multiple layout

Design patterns are partial solutions to common management algorithms (b) Different algorithms will be
problems that can be used in a variety of systems such as appropriate at different times. We don't want to support
separating an interface from a number of alternate multiple layout management algorithms if we don't use
implementations, wrapping around a set of legacy classes, them all; (c) It's difficult to add new algorithms and vary
protecting a caller from changes associated with specific existing ones when layout management is an integral part
platforms [6]. Design Patterns make object-oriented of a client.
software more reusable, flexible, modular and We can avoid these problems by defining classes
understandable. that encapsulate different layout management algorithms.

Each Design Pattern is associated with a Name, An algorithm that's encapsulated in this way is called a
Description, Solution and Consequences. The names of strategy. The Context is that a class can benefit from
design patterns form a common vocabulary. Some of the different variants for an algorithm. Clients sometimes want
names used by Gamma et al. [7] have become standard to replace standard algorithms with custom versions.

1
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Table I: A Classification of Design Patterns
Groups Major Patterns Description
Creational patterns Abstract Factory Creates an instance of several families of classes

Builder Separates object construction from its representation
Factory Method Creates an instance of several derived classes
Object Pool Avoids expensive acquisition and releases resources by recycling objects that are no longer in use
Prototype A fully initialized instance to be copied or cloned
Singleton A class of which only a single instance can exist

Structural patterns Adapter Matches interfaces of different classes
Bridge Separates an object’s interface from its implementation
Composite A tree structure of simple and composite objects
Decorator Adds responsibilities to objects dynamically
Facade A single class that represents an entire subsystem
Flyweight A fine-grained instance used for efficient sharing
Private Class Data Restricts accessor/mutator access
Proxy An object representing another object

Behavioral patterns Chain of responsibility A way of passing a request between a chain of objects
Command Encapsulates a command request as an object
Interpreter A way to include language elements in a program
Iterator Sequentially accesses the elements of a collection
Mediator Defines simplified communication between classes
Memento Captures and restores an object's internal state
Null Object Designed to act as a default value of an object
Observer Notifies changes to a number of classes
State Alters an object's behavior when its state changes
Strategy Encapsulates an algorithm inside a class
Template method Defers the exact steps of an algorithm to subclass
Visitor Defines a new operation to a class without change

The solution is to define an interface type that is an
abstraction for the algorithm. We will call this interface
type the strategy. Concrete strategy classes realize this
interface type. The client supplies a concrete strategy
object to the context class. Whenever the algorithm needs
to be executed, the context class calls the appropriate
methods of the strategy object.

In UML (Unified Modeling Language), classes are
depicted as boxes with three sections, the top one
indicates the name of the class, the middle one lists the Fig. 1: A typical representation of Object filename using
attributes of the class and the third one lists the methods Strategy Pattern (UML Class Diagram) [4]
[8-10]. Fig. 1 shows a typical UML Class diagram for the
Strategy pattern. the same system, thus reducing the dependency on a

The Strategy Pattern can be used to encapsulating specific vendor. More generally, we  can  use  the
access control. The use of vendor-supplied software Strategy pattern [7] to encapsulate multiple
introduces a security problem in which how we can be implementation of the same algorithm.  In  this  pattern,
sure that the supplied software does not include a trap like Figure 2, the Strategy abstract class defines the
door. Moreover, once vulnerability is found in a widely generic interface that all implementations of the
used package, the problem is how we can protect the encapsulated algorithm should have.  It    encapsulates 
system until a patch is available. We can use redundancy multiple    implementation   of the International Data
to address both issues. For example, the Java Encryption  Algorithm  (IDEA). The Message and IDEA
Cryptographic Architecture  0allows multiple classes cooperate to realize the encryption of plain text.2

implementations of  the  same  algorithms  to    coexist   in The   selection    of    an     implementation can   be  done
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Fig. 2: A UML class diagram for dynamic access implemented with a protection using Strategy Pattern [4].

Fig. 3: The class diagram for the solution.

dynamically. Concrete Strategy classes  provide The strategies and methodologies of application
implementations  of the algorithm by subclassing security often differ from most computer technologies
Strategy. A Context class is responsible for managing the because of its somewhat elusive objective of preventing
data structure on which ConcreteStrategies operate. unwanted application behavior instead of enabling
Context and a ConcreteStrategy class cooperate to wanted computer behavior.
provide the needed functionality. There are several goals when a designer wants to

Once authentication and encryption are provided, design an Object in Object oriented approach for security
application specific-access control can be more easily aspect. To achieve a higher level of security one can
implemented  on  top  of these building blocks. In all choose an encryption algorithm dynamically in run-time,
cases, addressing security issues is a  difficult  topic. based on security requirements and computing time
When addressing these issues, developers should record constraints. Security requirements describe functional and
their assumptions and describe the intruder scenarios non-functional requirements that need to be satisfied in
they are considering. When several alternatives are order to achieve the security attributes of applications
explored, developers should state the design problems [11]. The paper [12] focus how time constraints are
they are attempting to solve and record the results of the involved in cooperation and communication aspects.
evaluation. The Strategy Pattern can be employed to address the

Using Strategy Pattern in Applications: The security constraints. A solution is depicted in Fig. 3. In the
problem is one of the major challenges in computers, solution, there are several classes: Policy, Client,
applications and networks. The problem concerns Context, EncryptionAlgorithm and ConcreteAlgorithms.
protection of information and property from theft, The Encryption  Algorithm  interface  defines  the
corruption, or natural disaster, while allowing the common interface that all encryption algorithms must
information and property to remain accessible and comply  with.  A  Policy  class selects a concrete
productive to its intended users. The term security means algorithm  based  on  the  computing  time  constraints
the collective processes and mechanisms by which and   the    security     requirements    of   applications.
sensitive and valuable information and services are The  Client interacts only with the Context interface
protected from publication, tampering or collapse by which stores the reference to the concrete algorithms.
unauthorized activities or untrustworthy individuals and Each  concrete  algorithm implements the various
unplanned events respectively. behaviors  of  that  single   algorithm.   Usually,  there is a

aspects of security requirements and computing time
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trade-off between robust security and its computation 4. Bruegge, B. and A.H. Dutoit, 2010. Object-Oriented
time.  These   trade-offs   vary  in  different  applications Software Engineering: Using UML, Patterns and
on  which  designers,   engineers   and   users  must Java. Prentice Hall.
decide. 5. Buschmann,   F.,      R.      Meunier,      H.    Rohnert,

CONCLUSION Software Architecture: A System of Patterns, Wiley,

Design patterns are methods that enable reuse of 6. Schneier, B., 1996. Applied Cryptography. 2  Edition,
code and good solutions since it contain experiences from John Wiley & Sons Inc. New York.
successful solutions to other similar problems. One of the 7. Gamma, E., R. Helm, R. Johnson and J. Vlissides,
important design patterns is Strategy Pattern. It defines a 1995. Design Patterns: Elements of Reusable Object-
family of algorithms, encapsulates each one and lets the Oriented Software. Addison-Wesley.
algorithm vary independently from clients that use it. 8. Larman, C., 2004. Applying UML and Patterns: An

This paper proposed a solution for application Introduction to Object-Oriented Analysis and
programs by using the Strategy Patterns. This solution Design, 3  Edition, Prentice Hall.
can be used when we want to choose dynamic encryption 9. Schmidt, D., M. Stal, H. Rohnert and F. Buschmann,
algorithms with varying security requirements and time 2000. Pattern-Oriented Software Architecture,
computation constraints. Implementing of the solution in Patterns for Concurrent and Networked Objects,
a case study and collecting results from experiments is Volume 2, John Wiley & Sons.
proposed for future research. 10. Booch, G., J.  Rumbaugh  and  I.  Jacobson,  1999.
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