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Abstract: Steganography is a method for hiding information in a host signal. The host signal can be a still
image, speech or video and the message signal that is hidden in the host signal can be a text, image or an audio
signal. In this paper, a steganography method is proposed in which information hiding in the least significant
bits (LSBs) of wavelet coefficients and also direct message replacement in wavelet subbands are performed.
In this method, the host signal is segregated into several subbands through discrete wavelet transform (DWT).
Then, the given subbands are compared with hearing threshold and the subbands which have lower or equal
energy compared to the mentioned hearing threshold are utilized for steganography. To retrieve steganography
information, inverse wavelet transform is used. The experimental results show that we can reach an average
hiding capacity of 34.5% over different music and speech signals. The quality of steganography process in
terms of signal to noise ratio (SNR) and mean opinion score (MOS) is considered suitable and achieved as 76
dB and more than 4.7, respectively.
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INTRODUCTION Since the digital media have redundancy of

Steganography is the art of secret communication hiding the massage. Audio signals are one of the most
whose aim is inserting the message in a cover media so important media used in especially the Internet. The audio
that  the  least detectable change is caused and there is signal  used  for  steganography  is called message and
the  least  probability of the hidden signal's presence the cover media is called host. The steganography
being detected. Steganograghy is a branch of a algorithms  generally use redundancy in the time, space,
knowledge called secret communication. The secret or transform domain. In each of these domains, the data
communication itself contains other branches including can be hidden in several ways. Several methods for
encryption. The major difference of encryption and steganography have been proposed including the least
steganography is the fact that in the former the goal is significant bits (LSBs) substitution, phase coding, echo
hiding the contents of the message rather than the addition, patchwork and spread spectrum. One of the
existence of the massage. But in steganography the aim is simplest methods is using LSB substitution in each
hiding any traces of the massage. In the cases that domain [2].
exchange  of  the encrypted information is problematic; The LSBs substitution which is used in this paper
the existence of massage should be hidden. In the modern has the important characteristic of high steganography
world,  invisible  ink and paper which were used in the capacity when comparing with the majority of methods.
past for the secret communication have been replaced by This method can be used in both time and transform
more practical media such as still image, video and domains. Each of these domains has its own strong and
speech. The reason of the overuse of image/video and weak points. For example, in the frequency or wavelet
audio signals is benefiting from the weaknesses of human transform domains, there is a high capacity of
visual system (HVS) and human auditory system (HAS), steganography. But its defect is that during the message
respectively [1]. extraction from the host, there are some errors which

information, they can be used as a suitable cover for
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deteriorate the performance. On the other hand, time
domain has lower capacity when comparing with
transform domain. However, during the retrieval no error
is occurred. In addition, the processing in the time domain
is simpler and less time-consuming.

Based on the message signal extraction,
steganography methods can be classified into three
categories: blind, semi-blind and non-blind. Of course for
the steganography which is performed for the
communication between transmitter (TX) and receiver
(RX), the blind method is used. In other words, in the
blind method the host signal is not needed for the
message  signal extraction, while it is necessary in the
non-blind method. The most important aim of
steganography is creating a secure atmosphere for Fig. 1: Comparison of a typical audio signal level (-) and
confidential communication. Speech is considered a hearing threshold level (--)
suitable cover medium in steganography and several
algorithms have been proposed for this purpose. But the decrease of the other two ones. Therefore in
none of them has provided a perfect security. steganography  the  three mentioned parameters should

As it was mentioned, majority of these methods be in equilibrium. The purpose in this paper is increasing
benefit from the weakness of HAS. So in audio the capacity of steganography. However, this increase
steganography, contemplation of HAS sounds necessary should not have a destructive effect on the audio quality
[1]. For example, human ears do not have the ability to of host signal or attract the listeners' attention.
differentiate the adjacent frequencies especially in higher
frequencies or when the audio signal's amplitude Related Works: As mentioned before, usage of less
fluctuates by 1 dB, human ears are not capable of important parts in the host signal and replacement of
recognizing this change. The other case is the information  in  them  is  one  of  the  steganography
simultaneity of two frequencies in which the high power methods.  Some  of  the  researches  performed  in  this
frequency masks the adjacent low power one [1]. The field  are as  follow.  In  [2],  a method in the wavelet
hearing threshold shows the least power of audio signal domain  based  on LSB substitution has been proposed.
which can be detected by the human's ears. It is noted In  this  method,  first wavelet transform has been
that if the energy of the audio signal is lower than the exercised on the host signal up to level five. Then, the
hearing threshold, that signal will not be heard by the rounding of the subband coefficients has been performed
human being. In this paper, this psychoacoustic and after that message signal has been hidden in LSBs.
characteristic is used for steganography. For this Finally, the inverse wavelet  transform  has  been  applied
purpose, we look for wavelet subbands whose energy to stego signal. The steganography capacity in similar
levels are lower than the hearing threshold [1]. The signal to noise ratio (SNR) conditions when comparing
amount of hearing threshold in dB is calculated by the with the time domain method has been improved. To
following equation: mention the problems of this method, the process of

(1) during the message extraction resulting in the decrease of

In Figure 1 the audio signal, depicted by solid curve, (LWT) have been replaced regarding hearing threshold.
is compared with the hearing threshold represented by This method has a good audio quality. In this method,
dash curve. steganography has been performed in 32 subbands and

In steganography, the three parameters of capacity, the number of hidden bits in each subband has been
quality and robustness are connected with each other as determined according to the sensitivity of human's ears to
a  triangle,  where the increase of  one  of  them  results  in the alterations occurring in the subbands.

coefficient rounding can be named which causes an error

SNR.
In [3], LSB coefficients of lifting wavelet transform
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In [4], a steganography method in wavelet domain Wavelet Transform: Using different transformation
has  been  proposed  based  on  the concept of
information hiding in images. In this method, wavelet
coefficients  have  been  arranged  in a way to form a
matrix. Then, the message information has been added to
the mentioned matrix through the steganography methods
in images. Finally, with turning the matrix in to a vector,
the stego data has been achieved. This method is
resistant against signal processing like filtering and
compression.

Cvejic and Seppanen have proposed an LSB
technique in [5] where not only more number of bits can
be hidden, but also the distortion in host signal is
eliminated. In this method to perform the steganography,
a  two-stage LSB substitution technique has been used.
In the first stage, the bits have been hidden as traditional
LSB technique in the host signal and in the second stage,
based on the changes in the host signal; the caused
distortion has been decreased. Also Cvejic and Seppanen
have proposed an LSB algorithm for substitution of 4-bit
in the time-domain in [6]. Minimum error replacement
(MER) technique has been used in this method for
optimization of SNR. The usage of MER improves the
SNR by 1 dB.

The  energy  of  host  signal  wavelet  subbands
shows  that  the  first  and  the  second  subbands
comprise more than 95% of signal energy. So, in
steganography  these  two  subbands  are  not used
because  the  changes  in  these  two   subbands  cause
the  greatest  change  in the energy level of host signal
and it has a damaging effect on signal quality [7]. Here,
the study of subbands has been performed through
wavelet analysis and the LSB coefficients of those
subbands have been replaced which do not attract the
listeners' attention.

As a hybrid method, simultaneous low bit rate
encoding and information hiding for highly compressed
audio signals has been reported in [8]. The tests with an
extended MPEG4 advanced audio coding (AAC) encoder
confirm the robustness of this method. Hiding the text
messages  in  wave  files in frequency domain format
using fast Fourier transform (FFT) technique has been
reported in [9]. Substitution of secret speech data bits for
line prediction coefficients (LPCs) has been reported in
[10], as well.

In [11], the message signal has been embedded in the
LSBs of packet wavelet coefficients in 8 subbands. The
number of bits used for substitution in each subband has
been floating and depends on its energy.

domains in speech signal processing modifies the
processing procedure. One of these domains is wavelet
transformation (WT). WT analyses the signal in different
frequencies with different resolutions. On the other hand,
WT does not behave similarly with different frequencies
as short time Fourier transform (STFT) does. Briefly, it can
be mentioned that WT proposed a method that has high
time resolution and low frequency resolution in high
frequencies and it behaves vice versa in low frequencies.

The WT coefficients are calculated using the
following equation:

(2)

in which  is scale and b is the shift

parameter.
Three kinds of WTs have been defined: continuous,

semi-discrete and discrete. In audio signals, discrete WT
(DWT)  is essential and we can retrieve the signal from
the discrete values. In this paper, DWT with the following
equation is used:

C(a,b) = C(j,k) = f(n) (n) (3)n z j,k

Where  is a wavelet that is defined as follows:j,k

(n) = 2  (2 n –k) (4)j,k
j/2 j

The  a  and  b  parameters  are defined as a = 2  andj

b = 2 . The inverse transformation can be defined as:jk

f(n) = C(j,k)  (n) (5)i z k z j,k

Starting from the original audio signal S, DWT
produces two sets of coefficients: the approximation
coefficients A (low frequencies) and the detail coefficients
D (high frequencies).

Depending on the application and also the duration
of signal, the low frequencies part might be further
decomposed into two parts of high and low frequencies.
The original signal S can be reconstructed using the
inverse DWT process.

Subband   Selection:    To   do   steganography, we
should select  those  extracted  subbands  in  Section 3
that   has   lower  energy  level  than   hearing  threshold.
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Fig. 2: Energy levels of 8 subbands (-) and hearing threshold (--)

For this purpose, the procedure in Section 3 is done for signals like "Pop music No. 3 (Pop )" or "Techno music
three levels. After extracting the eight subbands, energy No. 1 (Techno )" and "Techno music No. 2 (Techno )" the
level of each one of these subbands is compared to the energy level of subband 5 is not lower than hearing
hearing threshold level. The hearing threshold level has threshold (HT). On the other hand, from Table 1 it can be
been mentioned in (1). seen that the energy level of subband 5 of some signals

Figure 2 shows a comparison between different like "Pop music No. 4 (Pop )" is less than the hearing
subbands of an audio signal which is a Pop music with threshold.
the hearing threshold. In Fig. 2, the continuous (solid) Therefore, with the results that are reported in Fig. 2
curves show the energy level of subbands and the and Table 1 we consider the following classification of
discrete  (dashed)  curves show the hearing threshold. subbands:
The comparison results of different audio signals show
that the energy level of subband 5 is under the hearing Type 1: Subbands with energy level higher than the
threshold (Table 1). As shown in Table 1, for some audio hearing threshold, e.g. subbands 1, 2, 4 and 7 in Figure 2.
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Table 1: Energy level of subbands for different audio signals versus hearing

threshold (HT)

Subbands

-------------------------------------------------------------------------

Signal type Over HT level Near HT level Under HT level

Pop 1,3,4 2,6,7,8 51

Pop 1,2,4 3,6,7,8 52

Pop 1,2,3,4,6,7,8 5 -3

Pop 1,2,3,4,7 6,8 54

Pop 1,2,3,4,7 8 5,65

Jazz 1,2,4 3,6,7,8 51

Jazz 1,2,4 3,6,7,8 52

Jazz 1,2 3,4,7,8 5,63

Jazz 1,2,4,7 3,8 5,64

Jazz 1,2 3,4,7,8 5,65

Rack 1,2,3,4 6,7,8 51

Rack 1,2,3,4 6,7,8 52

Rack 1,2,3,4 7,8 5,63

Rack 1,2,4 3,7,8 5,64

Rack 1,2,3,4 6,7,8 55

Classic 1,2,4 3,6,7,8 51

Classic 1,2,4 3,6,7,8 52

Classic 1,2,4 3,6,7,8 53

Classic 1,2,4 3,6,7,8 54

Classic 1,2,3,4 6,7,8 55

Electronic 1,2,3,4,8 6,7 51

Electronic 1,2,3 4,6,7,8 52

Electronic 1,2,4 3,5,6,7,8 -3

Electronic 1,2,3 4,6,7,8 54

Electronic 1,2,4 3,7,8 5,65

Techno 1,2,3,4 5,6,7,8 -1

Techno 1,2,3,4 5,6,7,8 -2

Techno 1,2,3 4,6,7,8 53

Techno 1,2,3,4 6,7,8 54

Techno 1,2,3,4 5,6,7,8 -5

Speech 1,2,4 3,6,7,8 51

Speech 1,2,3 4,6,7,8 52

Speech 1,2,3 4,6,7,8 53

Speech 1,2,3,4 6,7,8 54

Speech 1,2,4 3,6,7,8 55

Piano 1,2,4 3,6,7,8 51

Piano 1,2,4 3,6,7,8 52

Piano 1,2,4 3,6,7,8 53

Piano 1,2,3 4,6,7,8 54

Piano 1,2,4 3,6,7,8 55

Type 2: Subbands with energy level approximately equal
to the hearing threshold, e.g. subbands 3, 6 and 8 in
Figure 2.

Type 3: Subbands with energy level lower than the
hearing threshold, e.g. subband 5 in Figure 2.

Steganography Algorithm: Based on the previous
results, the Type 2 and Type 3 subbands are the
candidates for steganography use. As it is known,
subbands with energy levels lower than the hearing
threshold (Type 3) are non-audible; therefore they can be
replaced completely with message information in
steganography procedure. On the other hand, the LSB of
wavelet coefficients can be replaced by message signal
for the Type 2 subbands. Consequently, the Type 1
subbands are remained intact. For example for Pop  signal3

in Table 1, seven subbands out of 8 are from Type 1
(Figure 3).

For the Type 1 subbands, the ratio of energy level of
the first subband to the total energy of signal ( ) is
calculated as follows:

(6)

If is higher than 98%, all the subbands will be
intact.   However,   if    is   lower   than  98%,  except
Type  1  and  Type  2  subbands,  the  others  are  used  in
8-bit  LSB  substitution   procedure.  The  selection  for
this experimental  value  (98%)  is  based  on  the  fact  that
in some   signals    like    Pop ,    Techno      and    Techno3 1 2

(as illustrated in Table 1) Type 3 subbands do not exist.
However, simulation results show that in this kind of
signals with a ratio of 98% the steganography procedure
has effective performance  except  subbands 1 and 2.
None the least, the  steganography  procedure  for the
subbands, when  is greater than 98%, causes the
reduction of SNR which consequently destructs the
quality of the resulted signal from the steganography
procedure.

The basic principle in steganography procedure is to
hide the message such that audience can recognize no
significant changes in cover signal.

It should be noted that there are some advantages of
WT to time-domain technique, for example:

The embedding capacity in steganography
procedure is higher than time-domain technique;
In the same condition, the quality of the resulted
signal is higher than time-domain technique. 

However,    the      burden     of     computation   for
WT   technique   is   more   than  time-domain  technique.
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Fig. 3: Energy levels of 8 subbands for an audio signal without Type 3 subbands (-) and hearing threshold (--)

Since the average energy level of the subband 5 is less Input: Cover and message signals
then massage signal, the complete substitution of Selecting the cover signal
message signal in steganography procedure due to Applying DWT up to level 3 for the cover signal
significant changes in the subband 5 causes SNR Comparing the energy level of each subband with the
reduction. hearing threshold

To solve this problem we can divide the values of If the subbands are classified in Type 1:
message signal (B) by a constant á:

(7) If  > 0.98, then the subbands will be intact.

Where norm operator is defined in (8) and C is the in steganography procedure except subbands 1, 2.
value of subband 5 of the cover signal. Now, is used as
the message signal in steganography procedure. If the subbands are classified in Type 2 and Type 3:

(8) The Type 3 subbands are completely replaced by the

n in (8) is the length and x  is the value of signal. The Type 2 subbands are 8-bit LSB substituted ini

After    steganography    procedure,    the    cover steganography procedure.
signal    is     transformed     to     time-domain    using
IDWT which results in stego  signal.  The steganography Applying IDWT to All of the Resulted Subbands of
algorithm  procedure  can  be  summarized as follows: the Cover Signal.

Calculating

If  = 0.98, all the subbands are 8-bit LSB substituted

message signal.
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Fig. 4: Proposed steganography algorithm

Output: Stego signal Output: Message signal
The algorithm of the proposed method is depicted in

Figure 4. Simulation Results: In our simulations, 40 different audio

Message Extraction: The message extraction procedure is coded in 16-bits. The duration of these signals are about
somehow similar to the steganography procedure. 10-sec. In simulations, we use MATLAB software with
Therefore the following algorithm can be stated: the function coif5 from Wavelet Toolbox, because with

Input: Stego signal computer (PC) used for simulation has CPU 2.26 GHz and

Applying DWT up to level 3 Performance of audio steganography algorithms can
Classification of subbands with respect to the be evaluated with respect to fidelity, imperceptibility
hearing threshold (Type 1, 2 and 3) (inaudibility) and robustness [12, 13]. A brief description
The Type 3 subbands are used completely in of each metric is given in the following: Imperceptibility is
extraction   procedure,    but    the    Type 2 related to the perceptual quality of the embedded data
subbands are used with respect to 8-bit LSB within the original audio signal. It ensures that the quality
substitution. However the Type 1 subbands that of the signal is not perceivably distorted and the message
have  =  0.98  are  used  in  with  respect  to  8-bit is imperceptible to listener. To measure imperceptibility,
LSB substitution in extraction procedure except signal-to-noise ration (SNR) can be used as an objective
subbands 1, 2. measure and a listening test as a subjective measure.

signals are sampled with frequency 44100 Hz and are

this function we can reach to maximum SNR. The personal

4 GB RAM.
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Table 2: MOS grading scale Table 4: Performance comparison of proposed steganography algorithm with

MOS grade Description

5 Imperceptible
4 Perceptible, but not annoying
3 Slightly annoying
2 Annoying
1 Very annoying

Table 3: Performance of the proposed steganography algorithm for different
audio signals 

Embedding
Signal type capacity (%) SNR (dB) MOS Processing time (s)

Pop  37.50 84.87 4.7 31.011

Pop  37.50 83.80 4.5 31.642

Pop  37.50 84.10 4.8 31.273

Pop  25.00 69.58 4.8 31.414

Pop  25.00 53.77 4.9 31.395

Jazz  37.50 86.10 4.6 31.401

Jazz  37.50 81.52 4.7 31.372

Jazz  37.50 85.43 4.7 31.283

Jazz  37.50 86.19 4.6 31.384

Jazz  37.50 84.12 4.8 31.345

Rack  31.25 81.26 4.8 31.261

Rack  31.25 68.30 4.9 31.292

Rack  31.25 85.28 4.8 31.263

Rack  31.25 67.31 4.9 31.264

Rack  37.50 81.23 4.7 31.265

Classic  37.50 73.60 4.7 31.301

Classic  37.50 72.42 4.6 31.232

Classic  37.50 72.28 4.5 31.463

Classic  37.50 73.39 4.6 33.034

Classic  37.50 75.47 4.5 32.145

Electronic  25.00 63.33 4.8 32.011

Electronic  37.50 81.83 4.8 33.622

Electronic  25.00 54.74 4.8 33.223

Electronic  37.50 87.71 4.8 33.714

Electronic  37.50 73.66 4.7 32.355

Techno  25.00 79.24 4.7 32.821

Techno  25.00 88.02 4.7 33.032

Techno  37.50 88.19 4.8 32.503

Techno  31.25 60.24 4.7 32.564

Techno  25.00 61.03 4.7 32.68 to  the  final grade for the pair. The average results of5

Speech  37.50 79.90 4.6 31.011

Speech  37.50 80.10 4.6 31.692

Speech  37.50 78.70 4.7 31.893

Speech  37.50 73.30 4.5 32.044

Speech  37.50 77.30 4.6 31.655

Piano  37.50 80.92 4.8 32.661

Piano  37.50 81.59 4.8 31.532

Piano  37.50 81.89 4.7 31.533

Piano  37.50 80.70 4.8 31.484

Piano  37.50 81.32 4.8 31.535

other similar researches

Researches Average SNR (dB) Embedding capacity (%)

Cvejic and Seppanen [2] 39 32.0
Pooyan and Delforouzi [3] 39 20.0
Bao and Ma [7] 36 2.0
Sheikhan et al. [8] 49 14.3
Cvejic and Seppanen [17] 42 17.5
Proposed in this paper 76 34.5

SNR is a statistical difference metric which is used to
measure the similitude between the undistorted original
audio signal and the distorted stego audio signal. The
SNR computation is done according to Equation (9),
where X corresponds to the original audio signal and Y
corresponds to the stego signal.

(9)

Although SNR is a simple way to measure the noise
introduced by the embedded data and can give a general
idea of imperceptibility, it does not take into account the
specific characteristics of the human auditory system.
Therefore, the perceptual audio quality measure (PAQM)
[14-16] can be employed. PAQM derives an estimate of
the signals on the cochlea and compares the
representation of the reference signal with that of the
signal under test. It has been shown in [14] that the
correlation between PAQM and the mean opinion score
(MOS) is 0.98. Therefore, in our experiments the PAQM
scores are mapped to the grading scale of MOS which is
shown in Table 2.

A hearing test has been performed with ten listeners
to estimate the subjective MOS grade of the stego
signals.  Each listener has been presented with the pairs
of original signal and the stego signal and has been asked
to report whether any difference could be detected
between the two signals. The ten people listened to each
pair for 10 times and they gave a grade for the pair. The
average grade of each pair from all listeners corresponds

MOS are represented in Table 3. As we can see from
Table 3, the quality of resulted audio signal is acceptable
and few persons could understand the changes. The SNR
values are obtained using (9).

Actually when the message signal is embedded in
cover  signal,  it is similar that a noise is added to the
cover signal.  The  noise  should not be recognized by
the audience. Table 3 shows the embedding capacity,
SNR, MOS and the processing time for steganography of
different audio signals.
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Fig. 5: Energy levels of host signal, a) before steganography, b) after steganography

As can be seen in Table 3, the proposed been performed on different music and speech signals.
steganography algorithm performs well in terms of SNR Also, experimental results have shown that the proposed
and MOS. The average embedding capacity is 34.5 method can reach an average embedding capacity of
percent. The SNR and processing time are dependent on 34.5% which is a high rank as compared to similar works.
the duration and type of message signal. Figure 5 shows
the total energy of a host signal before and after REFERENCES
steganography procedure.
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