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A New Statistical Approach to Detect Invalid Email Address
Morteza Zahedi and Mohsen Ameri

Computer Engineering and IT Department, Shahrood University of Technology, Shahrood, Tran

Abstract: The validity of user’s email addresses 1s important for all websites and online portals in order to
recognize the users being a human and also keeping contact with the users who are the costumers of an online
shop or any other online service provider. Thus the site developers try to test mput emails by regular
expressions and then sending a verification email to the email owners. Although these methods seem to be
sufficient for recogmzing and keeping contact with the users, these methods face to some problems.
The main problem 1s sending many emails to unverified email addresses. This makes spam detection robots
unsure about our servers and may detect us as a spam sender. In this paper, we introduce a statistical approach
based on hidden Markov model i order to verify the validity of the emails in first stage. This method detects
87.6% of the invalid emails correctly. In second step, the verified emails can be evaluated by using conventional
methods with more confidence.
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INTRODUCTION

User authentication is important for every website.
Websites authenticate users to give them more services
and give them better instructions to use their website by
sending them newsletters and other suggestions and
coupons. This method is very useful because it is not
expensive and consumes a little time from the employees
and servers. There are many ways to authenticate users
some just check that user is a human and not a program or
machine like the systems which use captchas to
authenticate the users. Although this method 15 very
popular and useful, using captchas mn signup process 1s
not comfortable and easy to use for users especially the
very old and very young ones and this causes users not
to sign up in our website. Captchas have other problems
which are not suitable for websites with mass users,
because all people are not capable to enter captchas
correctly due to some problems like not seeing very well
or other things. So for above reasons captchas are not
trustworthy. Another way to authenticate users is to ask
their email addresses to authenticate them. However in
this case you are not sure about validation of their email
address because some people may try to just type some
characters in format of a valid email address like
“xzxczexzex(@somthing.com™. It is obvious that this email

address 1s not valid because its combination of letters 1s
not known. This email address will pass any regular
expression to check email address format validation but
we know that this is not a valid email address. So
developers use another way to authenticate users. First
they check email address format by regular expressions
and then send a validation email to check user inputs
validation, but this time there are some possibilities like
not delivering the email to its destination on time or never
delivered. So there will be some problems like missing
some good users or this may introduce the servers as a
spam sender after a while and this cause our site not
working well. Since our web site needs to commumicate
with its users, emails are free and powerful enough to give
a huge terrific must be used m a correct way. Using email
addresses helps to offer some services like sending a
forgotten password or any case like this. Thus user’s
valid email addresses are extraordinary important for any
website.

In this paper a statistical approach is introduced 1n
order to find out validation of an email address by using
hidden Markov model which 1s based on language models
of the email addresses collected and annotated before.
The purpose 1s to detect validation of email addresses at
the time a user i1s entering his email address in the
application. Tt is done by analyzing order of the letters in
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an email addresses and the occurrence probability of a
letter in each position and then deciding whether it is
valid or not. To perform such a task first a database of
valid and mvalid email addresses must be create and
then the hidden Markov model trained to automatically
detect valid and invalid email addresses. To optimize the
results hidden Markov model parameters can be changed
and then compare them to ex-results. In this paper the
hidden Markov model parameters discussed to adjust
the program with highest performance. Later this
approach and its umque benefits will be discussed to
assure this method is working well.

The following part contains list of related works
which use hidden Markov model to model sequence of
features extracted from different kinds of data. Then
continued by introducing the system overview and
hidden Markov model and finally ended up by
presentation and analytics of experimental results,
conclusion and outlook.

State of the Art: Hidden Markov Model was successfully
used in Cryptanalysis. Cryptanalysis is the study of
methods
mformation, without access to the secret mformation
which is normally required to do so. Typically, this

for obtammg the meaning of encrypted

involves finding a secret key. Hidden Markov model is
used 1n different research issues which try to model
hidden rules and information in a sequence of data or
signal like speech recognition [1-4] (speech recognition
converts spoken words to machine-readable input),
language processng and machine translation [5-9]
(machine translation, sometimes referred to by the
abbreviation MT, is a sub-field of computational
linguistics that investigates the use of computer software
to translate text or speech from one natural language to
another) and gesture recogmition [10-12] and sign
language recognition [13-17].

Since most of these approaches work on word
level for recognition and translation, they use ludden
Markov model and language model for words.
However this approach is used for letters and their
combinations which is due to the application of email
address validity detection. Since an email address 1s a
stream of letters making a word or a concatenated
combinational phrase, we can model an email
address byhidden Markov model which is used in the
listed
machine translation, sign language recogmtion and
gesture recognition.

applications above for speech recognition,

Database: As statistical frameworks depend on data
sets, some valid and invalid email addresses are needed
to perform the project. Using of natural and real data 1s
very important to make a statistical model very close to
real word, so planned to make the database by employing
the students of three universities located in a region
by entering their email addresses. Thus expected the
collected from the student with the
same language and very similar habits and interests in a

email addresses

special region obeys some hidden rules which is the
language model.

A data set was produced for the project with
14000 valid and exact the same number of invalid
addresses.  This
divided mto 3 sets, 10000 of each group of emails in train

email number of email addresses
set and 2000 of them m two groups of development
and test sets.

To collect valid email addresses university students
were asked to write their email addresses and to collect
invalid email addresses there were two options, first to
generate them by computer and using some random
algorithms
Second method was chosen, because in this way we have

and second to manually generate them.

exactly the same email addresses which somebody may
enter as an invalid email address in one application is
available. University students were asked to write some
invalid email addresses which they may enter m a
webpage. Some examples of valid and invalid email
addresses are shown in the Table 1.

These emails were put into 3 groups absolutely
randomly. The training set data i1s used to tramn the
statistical model which is based on hidden Markov model.
After training the parameters were optimized on the
development set by tuning the parameters in order to get
the best result on the development set. Finally the model
was evaluated on the test set to calculate the recogmition
rate of the recognition system which clusters the valid
and invalid emails.

Table 1: Examples of valid and invalid emails in the data set

Valid emails Invalid emails
boy_love_008@ymail.com vbevjkex@thhfgh.com
persianblog21@yahoo.com hdvdbvsd(@dsdsds. cs
Master _rocké0@yahoo.com dsfdvebd wd@dwewq.dsa
iraniam58{@gmail.com adtjdsfdsfi@ddsd.ted
rainboy_2002@msn.com fdfdjfeie@dwsds.fdf
shining20031@gmail.com fisgwrwi@dsds. com
weblog_open@yahoo.com w3 5y 3ri@dsds.com

a_lone_girl@googlemail. com hjdagfi3l@htgr.vom
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Fig. 1: The topology of employed HMM

Hidden Markov Model: The decizion making of this
system employs continuous density hidden Markov
models (abbreviated to HMM) in order to recognize the
valid and invalid email addresses. The recognition of
invalid email address is similar to spoken word recognition
in the modeling of sequential samples. The topology of
the HMM is shown in Figure 1.

There is a transzition loop at each state and the
maximum allowable fransifion which is set to two.
One HMM congidered for each word w =1, ..., W.
The basic decision rule used for the classification of x,"=
Eyye oy Kgronn PSS

r(n’) = argmax, P, (w[x,)
=argmax, (B () < p (¥|w))

Where Pr(w) is the prior probability of class w and
Prix|w) is the class conditional probability of x given class
w. the Pr(x|w) iz defined by:

i
2G| W)= maXSITHpr(Sf |5 —Lw) x prix; | 5;,w) 2)
t=1

Where 5,7 is the sequence of states pr (s,)s,-,w) and
pr o (x)s,w) are the transition probability and emission
probability, respectively. The fransition probability is
calculated by simple counting. The Gaussian and Laplace
functions have been implemented as emission probability
distributions pr(xs.w) in the states where the experiments
show that Gaussian functions for emission probability
yiel ds better results. To estimate pr (3,]5,-,w) the maximum
likelihood estimation method for the Gaussian and Laplace
functions iz used, i.e. standard deviation and mean
deviation estimation, respectively. The number of states
for the HMM of each word can be determined in two
ways: minimum and average sequence length of the
training samples. Mixture densities with a maximum
number of five densities are used in each state
Viterbi algorithm is used to find the sequence of the
HMM. The Viterbi algorithm iz a dynamic programming
algorithm for finding the most likely sequence of hidden
states - called the Viterbi path - that results in a sequence
of observed events, especially in the context of Markov

1)

881

information sources and generally, hidden Markov
models. The algorithm makes a number of assum ptions:

Both the observed events and hidden events must
be in a sequence. This sequence often corresponds
totime.

These two sequences need to be aligned and an
instance of an observed event needs to correspond
to exactly one instance of a hidden event.
Computing the most likely hidden sequence up
to a certain point t must depend only on the
observed event at point t and the most likely
sequence at pointt - 1.

These assumptions are all satizfied in a first-order
hidden Markov model. In addition to the density-
dependent estimation of the variances, we use pooling
during the training of the HMM which means that we do
not estimate variances for each density of the HMM, but
instead we estimate one set of variances for all densities
in each state of the model (state-dependent pooling) or for
all densities in the complete model (word-dependent
pooling).

Language Model: The language model models syntax,
semantics and pragmatics of the email at the character
level. The probability of Pr (w,”) as an a-priori probability
of a character sequence w;” is provided by a stochastic
model. This probability concerns only the constraints of
written glosses from the email address. To estimate the
language model probability we assume that an email
address character sequence follows an (m - 1)-th order
Markov chain. Therefore the probability of observing a
character sequence w " is calculated by:

N
privi™y=] [ ortm tn™)
=1

A
ol ) 3)
n=1

The character sequence W:::;H which is denoted
by h, is named history of the character w_with a history
length of m - 1. In other words if the history length is
equal to m, a character w_ depends on ifs history h_
which is named m-gram language model [18]. In
particular, the language models with a history length of
one, two and three are calledunigram, bigram and frigram
respectively. This definition needs some azsumption to
work properly:
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Ifthe indexn-m+1 in i is smaller than one, it

. n+m-1

18 equal to one.

If the upper index 11 - 1 1s smaller than the lower index
n-m + 1, the 1s an empty sequence and

the language probaﬁlnftgzl 1s equal to Pr(w1).

A+l

The meaximum-likelihood prineciple 15 used for
estimation and evaluation of the language model. We
define an equivalent criterion of language model
named perplexity (PP) [18]. In the following, the perplexity

of a character sequence w," is defined by
1

PP = pronf?y

1
N
= [H P, |hn>]
n=1

Which 1s the inverse geometric meaning of the
product of the conditional probability Pr(w,|h,) of all
characters of the whole sequence. The perplexity is the
average number of possible characters at each position
of the entire text. Therefore the perplexity as a criterion
in the training process has to be decreased as much as
possible. The language model score is calculated by the
negative logarithm of the language model probability:

i

&

(“4)

N
log PP = —%Zlog 2y 0wy | By) (5)

n=l

In thus paper the explained language model i1s

employed as baseline of the recognition system. The
efficiency of language model is shown in speech
recognition and sign language recogmition [10,11] very
well. However it is always used along with other features
(acoustic features in speech recognition and visual
features in gesture and sign language recognition).
Since the language model which shows the hidden rules
m order of characters m an email address 1s the only
feature used for recogmition, it 18 not expect to achieve
the best result by using language model. Thus we use
the language model as baseline of the expermments and
then try to optimize hidden Markov models which are the
base of employed language model.

Experimental Results: Here, the experimental results
obtained by using the method on the database are
denoted. The hidden Markov models are implemented for
the email addresses by using LTI-LIB which is an object
oriented library with a bunch of algorithms and data
structures  frequently wused in the field of image
processing, computer vision and pattern recogmtion.
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First the hidden Markov models are trained for valid
and mvalid emails with our traiming data. As the email
addresses contain sequence of English characters first a
value for any character should be assigned. If the ASCII
value of any character assigned to its corresponding
letter, it means the neighborhood of the characters is
meaningless and cannot be used a model which is based
on neighborhood of the letters and changing the values
assigned to the characters continuously. However,
experiments are started by assigning the ASCIT values for
the characters and special restrictions which simplifies the
hidden Markov model to a language model. After training
the models, they are tested with development data which
leads to a recognition rate of 61.5% the experiments are
conducted again by using the repeating percentage of
any character in English language. This method improved
the results and recognition rate is improved to 76.2%.
This improvement in the result made us to calculate the
repeating percentage of any character in the traming valid
email addresses. All values calculated and the model
trained with the value of frequency of any letter in the
training data for each character. As the language model
depends on the people living in a special region, the
recognition system expected to recognizes the invalid
emails more correctly. Recognition rate 78.3% presents the
improvement in recognition system that relied on the data
collected m a closed region with a determined language
model. The results which are obtamed by using different
assignment methods are summarized m the Table 3.
Although we expect unproving the recogmtion rate by
changing the proposed method for assignment of the
characters into a value to be used in hidden Markov
meodel, the concentration 1s more on other parameters of
hidden Markov model which are not still optimized for this
application.

Table 2: Email groups and mimber of them in the training, development

and test parts
Emails Group Valid emails Invalid emails
Training set 10,000 10,000
Development set 2,000 2,000
Test set 2,000 2,000
Total 14,000 14,000

Table 3: Different methods for assignment function which maps a character

into a value

Assignment method Recognition rate

ASCII values 61.5%
Frequency in English language 76.2%
Frequency in the training set 78.3%
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After ftraining phase hidden Markov model

parameters on the development set are being optimized.
First it is started with the hidden Markov model topology.
The experiments are performed with different topologies
of hidden Markov model to find the best one for the
application. The topology of 0-1-2 is very popular to be
usged for hidden Markov model that allows only 1 state
gkipping or in other words maximum number of two jumps
with a fransition loop on any state. The empirical
experiments show the 0-1-2 is the best topology for the
application that allows a character loops in any state and
skips a character maximum in one state. However number
of states considered for any hidden Markov model is very
important especially where the data set is not big enough
to be sufficient for training the probability distributions of
the model. The experimental results presented in the
Figure 2 shows the achievement of the best recognition
rate when the number of states is set to eight which is the
average number of emails length in the training set.

The mixture densities for the emission probability of
the states are also used [17]. The maximum number of
single densities is changed in order to improve the
recognitfion rate. The Fgure 3 shows that when the
maximum number of zingle densitiesis set to lower than
4 our result getting worse but with the number of 5 and
more there iz no change in our rezults. So the maximum
number for single densities constructing the mixture
densities in each state ig 5.
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Table 4. The results obtaned by different pooling types

Pooling type Recognition rate
Mo pooling 37.1%
Model pooling 35.5%
State pooling 35.9%
Table 5 Summarized results

Parameters Drevelopment Evaluation
Language model 61.55%% 65.0%%
HMM{D-1-2) 65.5% 67.3%
Frequency in English language T6.2% T81%
Frequency in the traimng set 78.3% 79.2%
Ciptimuzing number of states 23.2% 23.0%%
Max number of single densities 36.6% 87.2%
Pooling type BT1%% 37.6%

Ag it is noticed before variance pooling employed
over a state or on a model where distributing the variance
targeted in the probability distribution. First the
experiments are done with no pooling which means any
variance value is calculated for any feature value in any
state and for any single density, then with state pooling
which is performed over the single densities of a mixture
density in a state and finally model pooling in which the
variances are pooled for all the densities existing in a
hidden Markov model. The experimental results shown in
the Table 4 indicates the best result is obtained with no
pooling for the variance. The result is reasonable due to
the data set which is not too big to need a pooling over
the densities.

Now, the model is evaluated by using fraining set
and optimized by tuning the parameters on the
development set. It is concluded a 0-1-2 topology, eight
states for each model, maximum number of 5 densities for
any mixture density and no pooling over the states. The
experiment is done on the test set introduced before and
the results show the model optimized to obtain §7.1%6 of
recognifion rate on the test zet. The experimental results
on the development set and test set are summarized in
the Table 5.

Asg it is shown in the table, using hidden Markov
model instead of simple language model helps us to
improve the recognition rate from 61.5% to 65.5%.
Then we promote the recognition system by optimizing
the parameters of hidden Markov model leading us to
obtain the best recognition rate of §7.1%.

CONCLUTION AND OUTLOOK

In this paper a new statistical method was
presented to detect invalid email addresses by
using language model and hidden Markov model.
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The recognition rate of 87.1% shows the ability and
efficiency of the method in the field of invalid email
detection. This method can also used to filter bad words
or m any other applications. For example a program can be
developed to detect some groups of words automatically
in order to filter web sites with unwanted contents or a
program to disable cheating in enterng data in
applications in any way like entering letter by letter or
with some spaces in between or adding a bad word
exactly after another word or before that.

Although the hidden Markov model parameters were
optimized for this application, it seems it is more useful to
optimize the assigning method which 18 discussed in this
paper. Furthermore we expect better results if we change
the distance function along changing the assignment
method. The distance function i1s used to calculate the
difference between a character and another one. Currently
the distance function is set to calculate subtract of
frequency of occurrence of the characters in the traiming
data but it can be optimized more correctly by using the
key maps on the keyboard and since computer users use
the keys in a close neighborhood the key maps should be
considered according to users habits.

In addition, as each character is modeled by a
continuous density HMM and the feature is ASCIT code
of each character or letter, where the range of standard
ASCII code 1s limited (0-256), thus quantization error 1s
not inportant in this case. Although, this application 1s
carried out inreal time in current state of the database,
for larger databases the character can be modeled by
discrete density HMM (DDHMM) which works faster
with the same results.
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