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Abstract: Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. It moves
the application software and databases to the centralized large data centers, where the management of the data
and services may not be fully trustworthy. This work studies the problem of ensuring the integrity of data
storage in Cloud Computing. In particular, we consider the task of allowing a threshold proxy re-encryption,
on behalf of the cloud client, to verify the integrity of the dynamic data stored in the cloud. While prior works
on ensuring remote data integrity often lacks the support of either public audit ability or dynamic data
operations, this paper achieves both. We first identify the difficulties and potential security problems of direct
extensions with fully dynamic data updates from cloud server. In our proposed work we use multiple servers
form storing data to servers. We avoid the additional storage for multi cloud system using split server concept
as for security.
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INTRODUCTION Since cloud service providers (CSP) are separate

Cloud computing has been envisioned as the next relinquishing  user’s  ultimate  control  over the fate of
generation information technology (IT) architecture for their data. First of all, although the Infrastructures under
enterprises, due to its long list of unprecedented the cloud are much more powerful and reliable than
advantages in the IT history: on-demand self-service, personal computing devices, they are still facing the
ubiquitous network access, location independent broad range of both internal and external threats for data
resource pooling, rapid resource elasticity, usage-based integrity [6].
pricing and transference of risk [1]. As a disruptive
technology with profound implications, cloud computing Literature Survey 
is transforming the very nature of how businesses use Toward Publicly Auditable Secure Cloud Data Storage
information technology. One fundamental aspect of this Services
paradigm shifting is that data Are being centralized or Description: It does not offer any guarantee on data
outsourced to the cloud [2, 3]. integrity and availability. This problem, if not properly

From users’ perspective, including both individuals addressed,   may   impede   successful   deployment of
and IT enterprises, storing data remotely to the cloud in the cloud architecture. Does not completely solve the
a flexible on-demand manner brings appealing benefits: problem of protecting data privacy but just reduces it to
relief of the burden for storage management [4], universal the one of managing the encryption keys. Unauthorized
data access with location independence and avoidance of data leakage still remains a problem due to the potential
capital expenditure on hardware, software and personnel exposure of encryption keys. The auditing result should
maintenances, etc. While cloud computing makes these not only identify the data correctness but also be able to
advantages more appealing than ever, it also brings new determine which entity (including owner, TPA, as well as
and challenging security threats toward users’ cloud server) is responsible for the problem that may
outsourced data [5]. occur.

administrative entities, data outsourcing is actually
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Auditing to Keep Online Storage Services Honest duplicate blocks. it can also be capable of high
Description: We need both internal and external audits of
OSPs. External audits can only confirm past behavior, so
without internal audits, we could not predict upcoming
problems or assess risk exposure. These audit trails are
useful for detecting and pinpointing problems after the
fact and could support internal and external audits.
Currently, customers cannot make informed decisions
about the risk of losing data stored with any particular
service provide Storage,

Cloud Towards Computing Secure and Dependable
Services Description: Security risks towards the
correctness of the data in cloud. In order to address this
new problem and further achieve a secure and dependable
cloud storage service. The problem of data error
localization, thus only providing binary results for the
storage verification. we investigate the problem of data
security in cloud data storage, which is essentially a
distributed storage system.

Dentralized Erasure Codes for Distributed Networked
Storage
Publication: Department of Electrical Engineering and
Computer Science, University of California, Berkeley Year:
2011

Concept: In existing the method used here does not makes
it optimally sparse and lead to reduced communication,
storage and computation cost over random linear coding.
The key advantage of decentralized erasure codes is that
there is no need for coordination among the data nodes.
We show how data nodes acting randomly and
independently, can create good erasure codes with sparse
structure but in existing this technology are used.

Technique: Wiedemann algorithm Randomized network
algorithm.

Drawback: The key issue is presented here so it is not
possible to achieve this robust distributed storage with
minimal computation and communication.

High Throughput File System for the HYDRAstor
Content-Addressable Storage System:
Publication: NEC Laboratories America Year: 2013

Concept: A content-addressable storage (CAS) system is
a valuable tool for building storage solutions, providing
efficiency   by   automatically   detecting   and  eliminating

throughput, at least for streaming access. However, the
absence of a standardized API is a barrier to the use of
CAS for existing applications. Additionally, applications
would have to deal with the unique characteristics of
CAS, such as immutability of blocks and high latency of
operations.

Technique: Wiedemann algorithm, Randomized network
algorithm.

Drawback: The absence of a standardized API is a barrier
to the use of CAS for existing applications Additionally,
applications would have to deal with the unique
characteristics of CAS, such as immutability of blocks and
high latency of operations.

Scalable Secure File Sharing on Un Trusted Storage 
Publications: USENIX Conference on File and Storage
Technologies year: 2010

Concept:   We    explain    the    mechanisms    in   Plautus
to  reduce  the  number  of  cryptographic  keys
exchanged between users by using file groups,
distinguish file read and write access, handle user
revocation efficiently, and allow an un trusted server to
authorize file writes. We have built a prototype of Plautus
on Open AFS.

Technique: Rabin's Information Dispersal Algorithm
Trace Evaluation Bench mark

Drawbacks:  They  showed   that   the  performance
impact, due mostly to the cost of cryptography, is
comparable to the cost of two popular schemes that
encrypt on the wire.

The Least-Authority File system 
Publication: Published on EEE Computer Society Year:
2011

Concept: Tahoe is a system for secure, distributed
storage. It uses capabilities for access control,
cryptography  for  condentialityand   integrity  and
erasure coding for fault-tolerance. It had been deployed
in a commercial backup service and is cur-rently
operational. The implementation is Open Source.

Technique: Cryptographic techniques, SHA256 algorithm.
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Drawbacks: The Least-Authority Filesystem, is a practical Definitions of TPA Auditing Scheme: Our auditing
secure, decentralized lesystem, using several techniques scheme consists of three procedures: Setup, Audit and
which have previously been analyzed in the theoretical Repair. Each procedure contains certain polynomial-time
literature but not widely deployed. algorithms as follows:

A Generic Construction for Proxy Cryptography Setup: The data owner maintains this procedure to
Publication: School of Computer Science and initialize the auditing scheme.
Technology, Shandong University year: 2010

Concept: We present a novel proxy cryptosystem model:
proxy cryptosystem based on time segmentation. Under
this mode, a security analysis model will be proposed.
Furthermore, a proxy cryptosystem scheme is presented
as an example. We will show that the proposed scheme is
proven security in the proposed security analysis model.
Finally, we will give the ID-based version of this
construction.

Technique: The key generation algorithm, the proxy key
derivation algorithm, the decryption algorithm.

Drawbacks: A PCBTS scheme is secure against selective
time segmentation, chosen cipher text attacks (STSCCA)
if no polynomially bound adversary.

Existing Functions & Algorithms: To protect outsourced
data in cloud storage against corruptions, adding fault
tolerance to cloud storage together with data integrity
checking and failure reparation becomes critical. Recently,
regenerating codes have gained popularity due to their
lower repair bandwidth while providing fault tolerance.
Here third party public auditing scheme for the
regenerating-code-based cloud storage. To solve the
regeneration problem of failed authenticators in the
absence of data owners, we introduce a proxy, which is
privileged to regenerate the authenticators, into the
traditional public auditing system model. Moreover, we
design a novel public verifiable authenticator, which is
generated by a couple of keys and can be regenerated
using partial keys [7]. 

Thus, our scheme can completely release data owners
from online burden. In addition, we randomize the encode
coefficients with a pseudorandom function to preserve
data privacy. Extensive security analysis shows that our
scheme is provable secure under random oracle model and
experimental evaluation indicates that our scheme is
highly efficient and can be feasibly integrated into the
regenerating code- based cloud storage [8].

KeyGen(1 )   (  pk,sk):   This    polynomial-timeê

algorithm is run by the data owner to initialize its public
and secret parameters by taking a security parameter ê as
input.

Degelation(sk)  (x): This algorithm represents the
interaction between the data owner and proxy. The data
owner delivers partial secret key x to the proxy through a
secure approach.

Sig and Block Gen(sk,F)  ( , ,t): This polynomial time
algorithm is run by the data owner and takes the secret
parameter sk and the original file F as input and then
outputs a coded block set , an authenticator set  and
a file tag t.

Audit: The cloud servers and TPA interact with one
another to take a random sample on the blocks and check
the data intactness in this procedure [9].

Challenge(Finfo) ©: This algorithm is performed by the
TPA with the information of the file Finfo as input and a
challenge C as output.

ProofGen(C, , ) > (P): This algorithm is run by each
cloud server with input challenge C, coded block set
and authenticator set , then it outputs a proof P.

V erify(P,pk,C)  (0,1): This algorithm is run by TPA
immediately after a proof is received. Taking the proof P,
public parameter pk and the corresponding challenge C as
input, it outputs 1 if the verification passed and 0
otherwise. Repair: In the absence of the data owner, the
proxy interacts with the cloud servers during this
procedure to repair the wrong server detected by the
auditing process.

ClaimForRep(Finfo)  (Cr): This algorithm is similar with
the Challenge() algorithm in the Audit phase, but outputs
a claim for repair Cr.
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Fig. 1: The Sequence Chart of our Scheme Advantages:

GenForRep(Cr, , )  (BA): The cloud servers run this Compared to many of its predecessors, which only
algorithm upon receiving the Cr and finally output the
block and authenticators set BA with another two inputs

, .

BlockAndSigReGen(Cr,BA)  ( ’, ’, ): The proxy
implements this algorithm with the claim Cr and responses
BA from each server as input and outputs a new coded
block set ’ and authenticator set ’ if successful,
outputting  if otherwise.The sequence chart of our
scheme is shown in Fig.1.

Fig. 2: Existing Architecture

Proposed System: In this paper, we propose an effective
and flexible distributed scheme with data in the cloud.
Here we are using the erasure code technique for
distribute the data to cloud locations and access the data
from cloud. User can register and login into their account.
They have a option to store, share and access the data
from cloud storage. Here we are using the two tier security
scheme for storing data into the cloud. The first tier
security is your data or file splited into multiple parts and
it will store into different cloud server locations. Each and
every file generates the token for auditing. 

Then second tier security is each and every splited
file  will  encrypt  before  store into different locations.
The shared users can edit the file in the cloud with file
owner’s permission. That file eligible of own public
auditing. Then user can have to login and access the own
files or some other files. User first can search and
download the files, at the time of download user should
use the security key. If authentication success it will be
decrypt and combine to get the original data from cloud.

provide binary results about the storage state across
the distributed servers, the challenge-response
protocol in our work further provides the localization
of data error. 
Unlike most prior works for ensuring remote data
integrity, the new scheme supports secure and
efficient dynamic operations on data blocks,
including: update, delete and append. 
Extensive security and performance analysis shows
that the proposed scheme is highly efficient and
resilient against Byzantine failure, malicious data
modification attack and even server colluding
attacks.

System Architecture



Middle-East J. Sci. Res., 24 (4): 1500-1505, 2016

1504

Implementation & Algorithm Description 5. Compute Nn = lcm(p+1, q+1) 
AES Algorithm: It is a symmetric encryption algorithm. 6. Generate random integer b<n, gcd(b, n)=1 
The algorithm was developed by two Belgian 7. Compute P, is a generator of En(0,b)
cryptographer Joan Daemon and Vincent Rijmen. AES 8. Private key PR={ Nn } 
was designed to be efficient in both hardware and 9. Public key PK={n, b, P} 
software and  supports  a  block  length  of  128  bits  and 10. end procedure 
key lengths of 128, 192 and 256 bits. AES became effective F' = mi' = mi + fk (s) where s is random of size l.
as a federal government standard on May 26, 2002 after
approval by the Secretary of Commerce. AES included in Erasure Coding: In erasure coding, given a file F of k
the ISO/IEC 18033-3 standard. AES is available in many blocks, the client uses an (n,k) maximum distance
different encryption packages and is the first (and only) separable  erasure  code  to   create   n   coded   blocks
publicly accessible cipher approved by the National out   of  the  original  k  file  blocks  and  stores them   at
Security Agency (NSA) fortop secret informationwhen n   servers  (one  coded block per server). Thus, the
used in an NSA approvedcryptographic module(see original file can be recovered from any k out of the n
Security of AES, below). servers.

Key Generation: In this algorithm, the user generates
private key and public key pair using algorithm 1, it takes
k as input and generates private key and public key pair
as output as follows: the given security parameter k
(k>512), user chooses two large primes p and q of size k
such that p=q=2(mod 3). Then compute n=pq and Fig. 4: File splitting using erasure code technique
Nn=lcm(p+1,q+1).

Where Nn is a order of elliptic curve over the ring Zn Whenever   the   client   detects  corruption  of  one
denoted by En (0, b) and b is a randomly chosen integer of the coded blocks, it can use the remaining healthy
such that gcd(b, n)=1 and compute P is a generator of blocks to regenerate the corrupted coded block. The
En(0, b). It outputs public key PK= {b, n, p} and private storage cost is across all servers ( per server). This is
key PR={ Nn)}. optimal in terms of redundancy-reliability storage

Algorithm 1: KeyGen However, compared with the replication-based
1. Procedure: KeyGen(k) ?{ PK,PR} solution, erasure coding has a higher network overhead
2. Take security parameter k (k>512) cost for the repair component: To create one new coded
3. Choose two random primes p an q of size k: p=q= 2 block, the client has to first reconstruct the entire file (i.e.,

(mod 3) retrieve k coded blocks), thus incurring a network
4. Compute n=pq overhead factor of k.

tradeoff1.
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Data Recovery Condition: The original file can be 2. Armbrust,  M.,  A.  Fox,  R.  Griffith,  A.D.  Joseph,
recovered as long as at least k out of the n coded blocks R.H.  Katz,  A.  Konwinski,  G.  Lee,  D.A.  Patterson,
are not corrupted A. Rabkin, I. Stoica and M. Zaharia, 2010. A View of

CONCLUSION 3. Ren, K., C. Wang and Q. Wang, 2012. Security

In  this paper, we propose a privacy-preserving Computing, 16(1): 69-73.
public  auditing  system  for  data  storage  security in 4. Song, D., E. Shi, I. Fischer and U. Shankar, 2012.
cloud computing. We utilize the homomorphic linear Cloud  Data  Protection  for  the  Masses,  Computer,
authenticator and random masking to guarantee that the 45(1): 39-45.
TPA would not learn any knowledge about the data 5. Wang, C., Q. Wang, K. Ren and W. Lou, 2010.
content stored on the cloud server during the efficient Privacy-Preserving Public Auditing for Data Storage
auditing process, which not only eliminates the burden of Security in Cloud Computing, Proc. IEEE INFOCOM,
cloud user from the tedious and possibly expensive pp: 525-533.
auditing task, but also alleviates the users’ fear of their 6. Wang, B., M. Li, S.S. Chow and H. Li, 2013.
outsourced data leakage. Considering Computing  Encrypted   Cloud  Data  Efficiently

TPA may concurrently handle multiple audit sessions under Multiple Keys, Proc. IEEE Conf. Comm. and
from different users for their outsourced data files, we Network Security (CNS ’13), pp: 90-99.
further extend our privacy-preserving public auditing 7. Rivest, R., A. Shamir and L. Adleman, 1978. A
protocol into a multiuser setting, where the TPA can Method for Obtaining Digital Signatures and Public
perform multiple auditing tasks in a batch manner for Key Cryptosystems, Comm. ACM, 21(2): 120-126.
better efficiency.
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