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Abstract: Modern Avionics are controlled by sophisticated mission components in the Aircraft. ARINC 429
is a data transfer standard for aircraft avionics. ARINC429 is also known as the Mark 33  DITS  Specification.
It is a self-clocking, self-synchronizing data bus protocol. The control function is implemented via a standard
ARINC-429 bus interface. Since avionic system evolves by incoperating more computer component and
requiring more processing function demand has been raised to pass the data securely without any hinderance
and to provides cross-manufacturer interoperability between functional units It is a two-wire point-to-point
serial data bus for control communications in Avionics. The bus operates 12.5 or 100kb/sec, the implementation
is envisaged for one transmits and receive channel respectively. ARINC429 is developed to provide
interchangeability and interoperability of line replaceable units (LRUs) in commercial aircraft. When initializing
a file transfer with the bit-oriented protocol, transmitter and receiver units need to first establish a handshake
to determine a common protocol both can use. The source initiates communication with predefined codes to
determine compatibility with receiving units. The IP can be programmed to send an interrupt to the host and
also prepare it to process the data. This flexible ARINC 429 solution gives exactly what is needed for real time
applications especially used in commercial and transport aircraft with complexity reduction and bandwidth
improvement.
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INTRODUCTION ARINC Specifications: Specifications are used to define

Overview of ARINC: ARINC stands for Aeronautical equipment
Radio, Inc., a private corporation organized in 1929 and is Data communications standards
comprised of airlines, aircraft manufacturers and avionics High level computer languages
equipment manufacturers as corporate shareholders.
ARINC was developed to produce specifications and The ARINC 429 Specification establishes how
standards for avionics equipment outside the government avionics equipment and systems communicate on
for domestic and overseas manufacturers [1]. commercial aircraft. The specification defines electrical

ARINC copywrites and publishes standards characteristics, word structures and protocol necessary to
produced by the Airlines Electronic Engineering establish bus communication. ARINC 429 utilizes the
Committee (AEEC) [2]. The AEEC is an international simplex, twisted shielded pair data bus standard Mark 33
standards organization made up of major airline operators, Digital Information Transfer System bus. ARINC 429
avionics industry manufacturers and ARINC defines both the hardware and data formats required for
members.The AEEC sets standards for avionics bus transmission.Hardware consists of a single
equipment and systems and provides industry defined transmitter or source connected  to  from  1-20  receivers
requirements for standardization of form, fit and function or sinks on one twisted wire pair.  Data can be
between various manufacturers products [3-5]. transmitted in  one direction only (uni-directional) simplex

Physical packaging and mounting of avionics
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communication. The devices line replaceable units or Format:  The  only  two  fields  definitively  required are
LRUs, are most commonly configured in a star or bus- the Label  and  the Parity bit, leaving up to 23 bits
drop topology. Each LRU may contain multiple available  for  higher  resolution data representation.
transmitters and receivers communicating on different Many   non-standard    word   formats   have  been
buses [6]. This simple architecture, almost point-to-point adopted by various manufacturers of avionics equipment.
wiring, provides a highly reliable transfer of data. A Even with the variations included, all ARINC data is
transmitter may ‘talk only’ to a number of receivers on the transmitted in 32 bit words. Any unused bits are padded
bus, up to 20 on one wire pair, with each receiver with zeros.
continually monitoring for its applicable data, but does
not acknowledge receipt of the data. A transmitter may Parity: ARINC 429 defines the Most Significant Bit
require acknowledgement from a receiver when large (MSB) of the data word as the Parity bit. ARINC uses odd
amounts of data have been transferred. This handshaking parity as an error check to insure accurate data reception.
is performed using a particular word style, as opposed to The number of Logic 1s transmitted in each word is an
a hard wired handshake [7]. When this two way odd number, with bit 32 being set or cleared to obtain the
communication format is required, two twisted pairs odd count. ARINC 429 specifies no means of error
constituting two channels are necessary to carry correction, only error detection.
information back and forth, one for each direction.

Transmission from the source LRU is comprised of 32 Sign/Status Matrix: Bits 31-30 are assigned as the
bit words containing a 24 bit data portion containing the Sign/Status Matrix field or SSM. Depending on the words
actual information and an 8 bit label describing the data Label, which indicates which type of data is being
itself. LRUs have no address assigned through ARINC transmitted, the SSM field can provide different
429, but rather have Equipment ID numbers which allow information.This field can be used to indicate sign or
grouping equipment into systems, which facilitates direction of the words data, or report source equipment
system management and file transfers.Sequential words operating status and is dependant on the data type. For
are separated by at least 4 bit times of null or zero voltage. Binary Coded Decimal data – BCD – the SSM can be used
By utilizing this null gap between words, a separate clock to indicate the sign or direction of the data contained in
signal is unnecessary [8]. the ARINC word. The No Computed Data code (01) is

Word Formats: ARINC 429 protocol uses a point-to-point produce reliable data.The Functional Test code (10) is
format, transmitting data from a single source on the bus transmitted with an instruction command to perform a
to up to 20 receivers. The transmitter is always functional test on the receiving unit. When the Functional
transmitting, either data words or the NULL state. Most Test code is received back from the sink, it identifies the
ARINC messages contain only one data word consisting data content of the word as containing the results of the
of either Binary (BNR), Binary Coded Decimal (BCD) or test.
alphanumeric data.File data transfers that send more than
one word are also allowed.

ARINC 429 data words are 32 bit words made up of five
primary fields:

Parity – 1 bit
Sign/Status Matrix (SSM) – 2 bits
Data – 19 bits
Source/Destination Identifier (SDI) – 2 bits
Label – 8 bits

Fig. 1: ARINC 429 32 bit Word

used to identify a source system that is not able to

Table1: BNR data SSM Status Coding
31th bit 30th bit Decoded Information
0 0 Failure Warning
0 1 No Computed Data
1 0 Functional Test
1 1 Normal Operation

Data: ARINC 429 defines bits 11-29 as those containing
the word’s data information.

Formatting of the data bits, indeed the entire ARINC
429 word, is very flexible.

When transmitting data words on the ARINC bus,
the Label is transmitted first, MSB first, followed by the
rest of the bit field.
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Fig. 2: ARINC 429 Word Transfer Order

The Label is always transmitted first, in reverse order receivers.Core429 interfaces to a processor through the
to rest of the ARINC word – a compensation for internal memory of the receiver. Look-up tables loaded
compatibility with legacy systems. The receiving LRU is into memory enable the Core429 receive circuitry to filter
responsible for data translation and regrouping of bits and sort incoming data by label and destination bits.
into proper order. Core429 supports multiple (configurable) ARINC 429

Source/Destination Identifier: The Source/Destination The receiver data rates (high or low speed) can be
Identifier  (SDI)  utilizes  bits  9-10 and is optional under programmed independently. Core429 can decode and sort
the ARINC 429 Specification. The SDI can be used to data based on the ARINC 429 Label and SDI bits and
identify which source is transmitting the data or by stores it in FIFO. Each receiver uses programmable FIFO
multiple receivers to identify which receiver the data is to buffer received data. Core429 supports multiple
meant for. For higher resolution data, bits 9-10 may be (configurable) ARINC 429 transmit channels transmit data
used instead of using them as an SDI field.When used as independently.
an Identifier, the SDI is interpreted as an extension to the
word Label.

Label: Bits 1-8 contain the ARINC label known as the
Information Identifier. The Label is expressed as a 3 digit
octal number with receivers programmed to accept up to
255 Labels. The Label’s Most Significant Bit resides in the
ARINC word’s LSB.

Fig. 3: ARINC Label Bit Structure Functional Description: The ARINC 429 bus has two

It contain instructions or data reporting information. Transmitter
Labels may be further refined by utilizing the first 3 bits of Receiver
the data field, Bits 11-13, as an Equipment Identifier to
identify the bus transmission source. Equipment IDs are Transmitter Block: The Tx module converts the 32-bit
expressed in hexadecimal values. For example, BNR Label parallel data from the TX FIFO to serial data. It also inserts
102 is Selected Altitude. This data can be received from the parity bit into the ARINC data when parity is enabled.
the Flight Management Computer (Equipment ID 002Hex), The input of the user is used to fill the FIFO with ARINC
the DFS System (Equipment ID020Hex) or the FCC data. The TX FIFO can hold up to 512 ARINC words of
Controller (Equipment ID 0A1Hex). data. The transmission starts as soon as one complete

The Label is always sent first in an ARINC ARINC word has been stored in the transmit FIFO.The Tx
transmission and is a required field, as is the Parity bit. module contains two 8-bit registers. One is used for a
Labels are transmitted MSB first, followed by the rest of control function and the other is used for status.
the ARINC word, transmitted LSB first. The CPU interface allows the system CPU to access

Proposed Method The TX FIFO asserts three status signals:
Design of ARINC-429 protocol: Core 429 provides a tx_fifo_empty: TX FIFO is empty
complete and flexible interface to a microprocessor and an tx_fifo_half_full: TX FIFO is filled up to the programmed
ARINC 429 data bus. Connection to an ARINC 429 data TX_FIFO_LEVEL
bus requires additional line drivers and line tx_fifo_full: TX FIFO is full

receiver channels and each receives data independently.

Fig. 4: ARINC -429 Core

main blocks:

the control and status registers within the core.
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Depending on the FIFO status signals, the CPU will Parity Generator: A single bit error can be detected using
either read the FIFO before it overflows, or not attempt to
read the FIFO if it is empty. The interrupt signal int_out_tx
is generated when one of the FIFO status signals
(tx_fifo_empty, tx_fifo_half_full and tx_fifo_full) are high.

Fig. 5: Transmitter block

FIFO Block: Is an acronym which most commonly stands
for first in first out. FIFO(Computing and Electronics ), a
method of queuing or memory management. In this project
FIFO is updated periodically by means of inputs which is
supplied by the CPU interface.

Control and Status Register: These are two 8 bit register,
which in turn control the input overflow. Depending on
the status information given by the status register the
intake of data is done.

Control Logic: Which is used to load the data and shift
the input.

32 Bit Parallel to Serial Register: In digital circuit shift
register is a cascade of flipflops, sharing the same clock,
in which the output of each flip-flop is connected to the
"data" input of the next flip-flop in the chain, resulting in
a circuit that shifts by one position the “bit array” stored
in it, shifting the data present at its input and shifting out
the last bit in the array, at each transition of the clock
input. Shift registers can have both parallel and serial
inputs and outputs. These are often configured as 'serial-
in, parallel-out' (SIPO) or as 'parallel-in, serial-out' (PISO).
There are also types that have both serial and parallel
input and types with serial and parallel output. There are
also 'bidirectional' shift registers which allow shifting in
both directions: L?R or R?L.The serial input and last
output of a shift register can also be connected to create
a 'circular shift register. Hence they are mainly used for
storage of digital data. In case of parallel - to- serial
register (PISO) the parallel data is loaded into register
stimultaneously and its shifted out the register serially
one bit at a time under clock control.

parity. so what we do in a parity generator is to send a bit
stream of a given number of bits(32 Bits) and you also
send an extra bit that bit will tell whether the total number
of 1s in the bit stream that you have sent earlier is odd or
even. The number of 1s in the 32 bits data bits originally
sent is odd we send an extra one. If the number of 1s
which is sent is even you send a 0 indicating the number
of 1s is even. So this extra bit is called parity bit you can
have an odd parity or even parity again you have to
define it. So the receiving side should be able to receive
the parity bit and check whether the data matches with
that. It is not necessary should always send an odd parity
as 1 and even parity as 0 you can also do it even parity as
1 and odd parity as 0. As long as there is a complete
communication understanding between the sender and
the receiver the sender this is called protocol.Hardware
simplification is possible using exor gate.In case of 32-bit
parity generation we need 31 exor gate.In parity
generation parity checking is an integral part of any data
communication, since it’s a protocol for error detection.

Advantages of Parity Generator:
Error control
Switching activity reduction
Security enhancement

Receiver Block: The Rx block is responsible for
recovering the clock from the input serial data and
performs serial-to-parallel conversion and gap/parity
check on the incoming data. It also interfaces with the
CPU.

The Rx module contains two 8-bit registers. One is
used for control function and the other is used for
status.The CPU interface configures the internalRAM
with the labels, which are used to compare against the
incoming labels from the received ARINC data. If the
label-compare bit in the receive control register is enabled,
then the data which matches its labels with the stored
labels will be stored in the FIFO. If the labelcompare bit in
the receive control register is disabled,then the incoming
data will be stored in the FIFO without comparing against
the labels in RAM.

The core supports reloading label memory using bit
7 of the Rx control register. Note that when you set bit 7
to initialize the label memory, the old label content still
exists, but the core keeps track only of the new label and
does not use the old label during label compare.

The FIFO asserts three status signals:
rx_fifo_empty: FIFO is empty
rx_fifo_half_full: FIFO is filled up to the
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programmed RX_FIFO_LEVEL Simulation and Result
rx_fifo_full: FIFO is full Synthesis  Tool:  The  proposed “DESIGN PROPOSAL

Depending on the FIFO status signals, the CPU will BUS   PROTOCOL    WITH   SECURED
either read the FIFO before it overflows, or not attempt to TRANSMISSION”      is          synthesized      and
read the FIFO if it is empty. The interrupt signal int_out_rx simulated using Modelsim Altera 10.0c & Xilinx
is generated when one of the FIFO status signals environment.

(rx_fifo_empty, rx_fifo_half_full and rx_fifo_full) are high. Data Transmission at

Fig. 6: Receiver block transmission.

FOR   VLSI     IMPLEMENTATION     OF   ARINC 429

Transmitter Block:  Design  of  transmitter  block, in
which  data   is   fetched   by means   of  FIFO, enabling
of  clock  signal  during  initial  data   flow condition,
RESET  is  given  so  as to re-start the transmission
operation   once    the    previous  transfer  is   over   and
to   prevent   false   transmission.  AT  NULL  state FIFO
is waiting for the data to be fetched  from  the  memory
unit.   Once    when    32-bit    is   obtained  for
transmission  present     in     the     queue     arrival   of
new  data   is   stopped.   Parity   generator  enabes
addition of parity bit to check the error during bit

Fig. 7: 32-bit Transmission Of ARINC-429 bus

Fig. 8: Resource Utilization
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Fig. 9: Timing Summary

Fig. 10: RTL Schematic

Fig. 11: Device Usage Summary

Secured Transmission by 
Means of Key: In this design methodology,data_in is encrypted by means of key which serves a special code known
only to the transmitter and receiver to enhance security. Thus a scrambled data will be finally transmitted to the receiver
block
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Fig. 12: Transmitter block

Fig. 13: Receiver block

Fig. 14: Top module

Secured Transmission by Means of Converter: The figure below, at which the original data obtained from the memory
units (ie) in terms of ‘0’ & ‘1’ is converted into gray and then transmitted,hence original data is sent in scrambled format
this encoding process is a safety measure to protect the transmitted data.

Fig. 15: Binary To Gray Code
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Fig. 16: Transmitter block

Fig. 17: Gray To binary Code

Fig. 18: Transmitter block

Fig. 19: Top module
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