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Abstract: Storage-as-a-Service offered by cloud service providers (CSPs) is a paid facility that enables
organizations to outsource their sensitive data to be stored on remote servers. In this paper, we propose a
cloud-based storage scheme that allows the data owner to benefit from the facilities offered by the CSP and
enables indirect mutual trust between them. The proposed scheme has four important features: (i) it allows the
owner to outsource sensitive data to a CSP and perform full block-level dynamic operations on the outsourced
data, i.e., block modification, insertion, deletion and append, (ii) it ensures that authorized users (i.e., those who
have the right to access the owner’s file) receive the latest version of the outsourced data, (iii) it enables indirect
mutual trust between the owner and the CSP and (iv) it allows the owner to grant or revoke access to the
outsourced data. We discuss the security issues of the proposed scheme. Besides, we justify its performance
through theoretical analysis and a prototype implementation on Amazon cloud platform to evaluate storage,
communication and computation overheads.
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INTRODUCTION How Cloud Computing Works?

What Is Cloud Computing? supercomputing, or high-performance computing power,
Cloud computing is the use of computing resources normally used by military and research facilities, to

(hardware and software) that are delivered as a service perform tens of trillions of computations per second, in
over a network (typically the Internet). The name comes consumer-oriented applications such as financial
from the common use of a cloud-shaped symbol as an portfolios, to deliver personalized information, to provide
abstraction for the complex infrastructure it contains in data storage or to power large, immersive computer
system diagrams. Cloud computing entrusts remote games.
services with a user's data, software and computation. The cloud computing uses networks of large groups
Cloud computing consists of hardware and software of servers typically running low-cost consumer PC
resources made available on the Internet as managed technology with specialized connections to spread data-
third-party services. These services typically provide processing chores across them. This shared IT
access to advanced software applications and high-end infrastructure contains large pools of systems that are
networks of server computers. linked together. Often, virtualization techniques are used

Structure of cloud computing service’s provider.

The goal of cloud computing is to apply traditional

to maximize the power of cloud computing.

Characteristics and Services Models: The salient
characteristics of cloud computing based on the
definitions provided by the National Institute of
Standards and Terminology (NIST) are outlined below:

On-demand self-service: A consumer can unilaterally
provision computing capabilities, such as server time
and network storage, as needed automatically
without requiring human interaction with each
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Broad network access: Capabilities are available over
the network and accessed through standard
mechanisms that promote use by heterogeneous thin
or thick client platforms (e.g., mobile phones, laptops
and PDAs).
Resource pooling: The provider’s computing
resources are pooled to serve multiple consumers
using a multi-tenant model, with different physical
and virtual resources dynamically assigned and
reassigned according to consumer demand. There is
a sense of location-independence in that the
customer generally has no control or knowledge over Structure of service models
the exact location of the provided resources but may
be able to specify location at a higher level of Benefits of Cloud Computing:
abstraction (e.g., country, state, or data center).
Examples  of  resources   include   storage, Achieve economies of scale – increase volume
processing, memory, network bandwidth and virtual output or productivity with fewer people. Your cost
machines. per unit, project or product plummets.
Rapid   elasticity:    Capabilities    can    be   rapidly Reduce spending on technology infrastructure.
and elastically  provisioned,  in  some cases Maintain easy access to your information with
automatically, to quickly scale out and rapidly minimal upfront spending. Pay as you go (weekly,
released to quickly scale in. To the consumer, the quarterly or yearly), based on demand.
capabilities available for provisioning often appear to Globalize your workforce on the cheap. People
be  unlimited  and  can  be  purchased  in  any worldwide can access the cloud, provided they have
quantity  at any time. an Internet connection.

Measured  Service:  Cloud  systems  automatically time with less people.
control and optimize resource use by leveraging a Reduce capital costs. There’s no need to spend big
metering capability at some level of abstraction money on hardware, software or licensing fees.
appropriate to the type of service (e.g., storage, Improve accessibility. You have access anytime,
processing, bandwidth and active user accounts). anywhere, making your life so much easier!
Resource usage can be managed, controlled and reported Monitor projects more effectively. Stay within
providing transparency for both the provider and budget and ahead of completion cycle times.
consumer of the utilized service. Less   personnel   training   is   needed.   It  takes

Services Models: Cloud Computing comprises three minimal learning curve on hardware and software
different service models, namely Infrastructure-as-a- issues.
Service (IaaS), Platform-as-a-Service (PaaS) and Software- Minimize licensing new software. Stretch and grow
as-a-Service (SaaS). The three service models or layer are without the need to buy expensive software licenses
completed by an end user layer that encapsulates the end or programs.
user perspective on cloud services. The model is shown Improve flexibility. You can change direction without
in figure below. If a cloud user accesses services on the serious “people” or “financial” issues at stake
infrastructure layer, for instance, she can run her own
applications on the resources of a cloud infrastructure  Advantages:
and remain responsible for the support, maintenance and
security of these applications herself. If she accesses a Price:Pay for only the resources used.
service on the application layer, these tasks are normally Security: Cloud instances are isolated in the network
taken care of by the cloud service provider. from other instances for improved security.

Streamline processes. Get more work done in less

fewer people to do more work on a cloud, with a
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Performance: Instances can be added instantly for error is not ignored by having some knowledge in the
improved performance. Clients have access to the wireless sensors. If the number of lost packet is greater
total resources of the Cloud’s core hardware. than the expected packet loss due to link error, then there
Scalability: Auto-deploy cloud instances when is high probability of packet loss is due to the malicious
needed. nodes.
Uptime: Uses multiple servers for maximum All  the  above  conventional  methods  does  not
redundancies. In case of server failure, instances can give a satisfactory performance due to the following
be automatically created on another server. reasons: In credit system method, the malicious nodes
Control: Able to login from any location. Server receives the credit by forwarding most of the packet
snapshot and a software library lets you deploy which receives from the other nodes. By using those
custom instances. credits,  the  malicious  nodes  also  transmits  the
Traffic: Deals with spike in traffic with quick unwanted packets via the network. The second method
deployment of additional instances to handle the called as reputation method, the malicious nodes
load maintains the good reputation by forwarding most of the

Related Works: Based on the packet dropping rate the transmit the packets. The bloom filters gives the proof for
are two scenario occurs. The first one aims at identifying packet forwarding and sometimes the proof was also
all the malicious nodes in the network because most of the wrong. In case of low packet dropping rate i.e. selective
packet loss is due to malicious drop only. Here the impact packet dropping case [6, 7], the detection accuracy of
of link error is ignored. There are three category in Bloom filter is less. In the Hop to Hop acknowledgement
identifying the malicious nodes. The first category method, the malicious nodes drops the packet it receives
belongs to Credit system [1]. A node earns credits by from the upstream node and sends an acknowledgement
sending all the packets it receives from the upstream node to the upstream node that it successfully transmits the
to the downstream node. The credit which earns will be packet.
very useful for the node for sending its own packet to the Our proposed system aims to detect whether the
other nodes. In case of malicious nodes it continuously packet loss is due to malicious error or link error. And to
drops the packet it receives and loses the credits and improve the detection accuracy by using packet block
does not able to transmits its own packet. The second based algorithm and to reduce the computational
method is reputation system [2]. The concept behind this overhead
reputation system is to identify the misbehaving nodes
[3]. The bad reputation of any node is obtained due to the Existing System: Commonly, traditional access control
high packet dropping rate of that node. Due to the bad techniques  assume  the  existence  of  the  data  owner
reputation the node loses the capability of sending the and the storage servers in the same trust domain. This
packets in the network. And  also  this  malicious nodes assumption, however, no longer holds when the data is
is  excluded  from the path. The third method is hop to outsourced to a remote CSP, which takes the full charge
hop acknowledgementmethod [4, 5]. The hop with high of the outsourced data management and resides outside
packet loss is excluded from the network. The fourth the trust domain of the data owner.
method solves the problem occurs due to the
cryptographic methods. The bloom filters is also used to Disadvantages of Existing System: CSP needs to be
identify the malicious nodes. Similarly another method safeguarded from a dishonest owner, who attempts to get
called Renyi-Ulam game which traces the particular illegal compensations by falsely claiming data corruption
packet’s route and the intermediator nodes. There is over cloud servers. This concern, if not properly handled,
another condition that the first hop which does not can cause the CSP to go out of business.
transmit the packet for longer time is also considered as
malicious nodes.  Proposed System: In this work, we propose a scheme that

The second scenario is one in which the number of addresses important issues related to outsourcing the
packet loss due to the malicious nodes is greater than the storage of data, namely dynamic data, newness, mutual
packet loss due to the link error, then the impact of link trust and access control.

packets it receives. Now the malicious node can able to



Middle-East J. Sci. Res., 24 (4): 1384-1388, 2016

1387

The remotely  stored  data  can  be not only combining three cryptographic techniques: broadcast
accessed by authorized users, but also updated and encryption, lazy revocation and key rotation. We have
scaled  by  the   owner.   After   updating,   authorized studied the security  features  of  the  proposed
users should receive the latest version of the data scheme[12, 13].
(newness  property),  i.e.,  a  technique  is required to We  have  investigated  the  overheads added by our
detect  whether  the  received   data   is   stale.  Mutual scheme when incorporated into a cloud storage model for
trust between the data owner and the CSP is another static data with only confidentiality requirement. The
imperative issue, which is addressed in the proposed storage overhead is ˜0.4% of the outsourced data size, the
scheme[8, 9]. communication overhead due to block-level dynamic

A mechanism is introduced to determine the changes on the data is ˜1% of the block size and the
dishonest party, i.e., misbehavior from any side is communication overhead due to retrieving the data is
detected and the responsible party is identified. ˜0.2% of the outsourced data size [14, 15]. For a large

Advantages of Proposed System: operations and enforcing access control add about 63

It  allows  a  data  owner  to  outsource  the   data  to outsourcing data storage can be supported without
a  CSP  and  perform   full   dynamic   operations  at excessive overheads in storage, communication and
the  block-level,  i.e.,  it  supports  operations  such computation.
as block modification, insertion, deletion and
append; CONCLUSION
It ensures the newness property, i.e., the authorized
users receive the most recent version of the In this paper, we have proposed a cloud-based
outsourced data; storage scheme which supports outsourcing of dynamic
It establishes indirect mutual trust between the data data, where the owner is capable of not only archiving
owner and the CSP since each party resides in a and accessing the data stored by the CSP, but also
different trust domain; and updating and scaling this data on the remote servers. The
It enforces the access control for the outsourced proposed scheme enables the authorized users to ensure
data. that they are receiving the most recent version of the

Performance Analysis: Using our resource renting data integrity/ newness, a TTP is able to determine the
scheme, temporary servers are rented for all requests dishonest party. The data owner enforces access control
whose waiting time are equal to the deadline, which can for the outsourced data by combining three cryptographic
guarantee that all requests are served with high service techniques: broadcast encryption, lazy revocation and
quality. Hence, our scheme is superior to the traditional key rotation. We have studied the security features of the
resource renting scheme in terms of the service quality. proposed scheme.
Next, we conduct a series of calculations to compare the We have investigated the overheads added by our
pro?t of our renting scheme and the renting  scheme in scheme when incorporated into a cloud storage model for
[10, 11]. In order to distinguish  the  proposed  scheme static data with only confidentiality requirement. The
and the compared scheme, the proposed scheme is storage overhead is ˜0.4% of the outsourced data size, the
renamed as Double-Quality-Guaranteed renting scheme communication overhead due to block-level dynamic
and the compared scheme is renamed as single-quality- changes on the data is ˜1% of the block size and the
unguaranteed renting scheme in this paper. The selective communication overhead due to retrieving the data is
packet dropping detection accuracyisalsoimproved users ˜0.2% of the outsourced data size. For a large organization
to ensure that they are receiving the most recent version with 105 users, performing dynamic operations and
of the outsourced data. Moreover, in case of dispute enforcing access control add about 63 milliseconds of
regarding data integrity/ newness, a TTP is able to overhead. Therefore, important features of outsourcing
determine  the  dishonest  party.  The  data  owner data storage can be supported without excessive
enforces access control for the outsourced data by overheads in storage, communication and computation.

organization with 105 users, performing dynamic

milliseconds of overhead. Therefore, important features of

outsourced data. Moreover, in case of dispute regarding
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