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Abstract: Wireless sensor networks produce a huge amount of data that are stored and transferred from one
place to other. The data, when transmitted or accumulated, is exposed to attack. Various techniques or
applications are available to determine various kind of attacks to make it less vulnerable. Outlier detection uses
data mining techniques to detect the unanticipated behavior within data, proving the network being intruded
or attacked. Outliers are considered to be the major category of anomalies in WSN. This paper analyzes various
data mining techniques for outlier detection to provide healthier perceptive of the existing techniques and it
focuses on different hybrid data mining techniques used to detect and analyze outlier data.
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INTRODUCTION Outlier detection can be used for removing noisy data,

In the modern scientific era, Wireless Sensor uninteresting events. In the above, detecting malicious or
Networks finds its utility in almost all fields of science and nasty nodes are regarded noteworthy since it ensures the
technology. Wireless Sensor Networks are systematically security of the entire network. This survey attempts to
established to collect valuable sensory data. The sensory familiarize various types of outliers, challenges in outlier
data may be any natural phenomenon like temperature, detection and various data mining techniques to detect
moisture, light, pressure, vibration, sound, etc. Wireless outliers and recommending hybrid approaches for outlier
Sensor Networks usually contains a large number of detection.
nodes, deployed randomly in harsh environments. Nodes
in the network should be capable of detecting, processing Outlier Detection: An Overview 
and communicating data or events. Sometimes sensor Outlier Terminologies and types: According to Hawkins
nodes are used to monitor or sense crucial and real-time [2] "An outlier is an observation, which deviates so much
data in applications of various domains. Events sensed in from other observations as to arouse suspicions that it
applications related to military operations, medical was generated by a different mechanism”.
domains, industrial safety, etc. are very time  critical. According to Barnett and Lewis [3])  “An  outlier  is
These events are used to make intelligent decisions [1]. an observation (or subset of observations) which
Normally sensor data are redundant, inconsistent and less appears to be inconsistent with the remainder of that set
reliable in nature. Hence, the collected raw data needs to of data”.
undergo knowledge discovery to retrieve a high level of Primary sources of outliers are noise, errors,
knowledge, removing noise and errors. malicious Attack and events. Outliers can be categorized

In Data Analytics, Data Pre-Processing is the initial into three major categories namely,
step which deals with noise, errors, missing values and
redundant data. Outlier is considered to be an important Point Outliers: It refers to any individual data diverging
category of erroneous data. Outliers in Wireless Sensor from the normal data pattern.
Network are those readings or measures that deviate from
a standard pattern. The process of detecting these outlier Contextual Outliers: This category out lies from the
data is called as Deviation detection or Outlier Detection. pattern in a specific context.

detecting malicious or nasty nodes and discovering
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Collective Outliers: These are the group of data consider outlier as errors, which results in loss of vital
instances deviating from the pattern. information about events. Thus, a challenge of outlier

Need for Outlier Detection: Outlier detection has and makes the differentiation between errors, events and
attracted research interests in various disciplines such as malicious attacks.
statistics, artificial intelligence, machine learning, financial
data analysis, biological data analysis, intrusion The Classical Outlier Detection Technique: Though
detection, etc. [4]. Also, it has been widely applied to there are many outlier detection techniques available, the
numerous application areas such as performance analysis, classical model draws a major significance. Figure. 1
weather forecast, fraud detection, etc. [4]. In application shows the basic methodology of outlier detection.
context, Outlier detection provides data reliability, data
integrity, data consistency and security. Data Pre-processing: Processing collected data into pre-

Challenges in Outlier Detection: Knowledge discovery targeted systems behavior.
in sensory data is not straightforward. The following
challenges in WSN make knowledge discovery and outlier Outlier Detection Model: Developing a model using
detection a tedious task, traditional pure data mining techniques or a hybrid

Constrained Resources: Normally sensor nodes have techniques suitable for the target environment.
stern constraints in resources like energy, memory,
computational capacity and communication bandwidth. Training Building a model by normal behavior of the
Outlier detection techniques normally ignore the system and training the system to sustain abnormal
availability of computational resources. These techniques behavior. Different methods can opt depending on the
cost much in computation and require huge memory for type of outlier that is to be detected. It can be both
data analysis. manual and automatic. Training phase may not be needed

Random Deployment: Sensors in the WSN are deployed detection.
randomly. Sensor networks are huge in size. The
challenge for outlier detection techniques is to sustain a Outlier Detection: The model compares the pre-
high discovery rate while keeping the false positive rate processed data traffic with the observed real-time data
low. However Node profiling provides a solution to this traffic, if finds any deviation that exceeds the predefined
problem, but it is not effective in large scale sensor threshold, an outlier is reported [6].
networks [5].

Dynamic Network Topology: In the case of the sensor Detection: In this section, we can visualize various
network with mobile nodes, the topology is subjected to surveys contributed related to detection of abnormalities
change. The nodes are free to migrate from one location in wireless sensor network and various outlier detection
to another at any point in time and this may increase the techniques.
complexity of developing outlier detection model for Shikha Agrawal et al. (2015). Have done a detailed
WSNs. survey on various Anomaly detection techniques and

Node Heterogeneity: Each sensor node may be equipped approaches to be used for anomaly detection in WSN [6].
with different number and types of sensors. Such Ravneet Kaur et al. (2015). has provided
dynamicity and heterogeneity complicate the design of an information about classification of anomalies into various
appropriate outlier detection technique for WSNs. categories based on different parameters and an extensive

Sources of Outliers: As discussed earlier the potential detection in social networks. 
sources of outlier may be due to noises, errors, abnormal Yang Zhang et al. (2010). has given a clear vision of
events and malicious attacks. Outlier detection technique various outlier detection techniques, the shortcomings of
often does not distinguish between errors and events and existing   techniques   for   WSNs   and  recommends some

detection in WSNs is the identification of outlier sources

defined formats such that it is acceptable with the

approach, i.e., sandwiching one or more mining

when an unsupervised model is adopted for outlier

Taxonomy of Data Mining Techniques for Outlier

they provide a clear recommendation of hybrid

variety of data mining methods, applicable for anomaly
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Fig. 2.1: Methodology of Outlier Detection

efficient methods for WSN. They have given a
classification and comparison of different techniques
regarding the nature of sensor data, features of outlier and
outlier detection mechanism [7] understandably.

P. R. Chandore et al. (2013). has discussed outlier
detection techniques and proposed a hybrid approach of
existing techniques of distance based approach and
cluster based approach [8]. 

Padhy et al. (2012). has provided a detailed survey
of data mining applications and its future scope. They
stated that anomaly detection is an application of data
mining which can be used in many real world applications
[9].

Phua et al. (2010). has done a detailed survey on
various fraud detection techniques that has been carried
out in  the   past   years.  They  have  defined  data  mining

chronologies  for   discovering  fraudsters,  the  main
types and subtypes of frauds and also presented the
nature of data evidence collected within affected
industries [10].

García et al. (2009). has surveyed the most relevant
works in the field of automatic network intrusion detection
[11]. They gave a broad perspective on the techniques
that they can be practically used for abnormality
detection.

Let us now review various techniques that can be
utilized in a WSN to detect outliers.

Statistical-Based Approaches: In this technique, a
statistical model representing the probability distribution
of data in the data  set  is  developed.  A  data  instance
will be regarded as an outlier if the probability of
generating that particular data instances is very low [12].
This technique can be classified into two categories
namely.

Parameter   Based     Technique:    In   this  technique,
data  is    abstracted    from    a    group    of   data
instances,   for    those   probability    distribution is
known well. The abstraction is performed based on
assumption using the available information about the
distribution.

Nonparametric Technique: In this approach, there are no
assumptions. Instead, a distance is measured between a
new data instance and statistical model and threshold are
applied to find outliers [12].

Nearest Neighbor Based Approach:  It applies the method
of deducing distance between two data instances [13]. A
data instance may be considered outlier if it falls away
from its neighbor. This kind of distance can be calculated
by number methods available.

Clustering Based Approach:  A popular method used to
organize similar data instances into clusters with same
behavior [14]. Data instances are identified as outliers if
they vary in size than the others in the cluster or if they
do not belong to the cluster. There are various methods
to form clusters.

K-Means: It is a cluster analysis method where k disjoint
clusters are defined by the feature value of the data
objects to be grouped. Here, k is the user defined
parameter.
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K-Medoids: This method differs from K-Means mainly in Dynamic Bayesian Network: Considers dynamic network
its representation of the different clusters. Here each topology that evolves over time.
cluster is represented by the most centric object in the
cluster called the medoids, rather than by the implicit Fuzzy Logic: It is derived from the fuzzy set theory which
mean that may not belong to the cluster. deals with reasoning that approximates solution set using

EM Clustering: This technique is an extension of k classified by various statistical metrics. The resultant data
Means which assigns an object to the cluster to which it are applied with fuzzy logic rules (IF - THEN) to classify
is similar, based on the mean of the cluster. In this them as normal or malicious. There are various other fuzzy
approach instead of the assigning object in the dedicated data mining techniques for intrusion detection that
cluster, it assigns the data object to a cluster according to describe a variety to increase the efficiency and accuracy
a weight representing the probability of membership. [17].
There are no strict boundaries in between the clusters.
The new mean is computed by weight measures. Neural Networks: It imitates the functioning of the

Classification Based Approach: Classification provides several other nodes in neighboring layers. Each node
an exact set of outliers by developing a classification takes the input from connected nodes and uses the
model to classify the data instances. In this approach, an weights together with a simple function to compute
algorithm is trained using training set which contains a set output values. Neural networks are evolved for
of attributes and respective outcomes. supervised or unsupervised learning [6]. This means that

Classification Tree: Is also called as a prediction model decision.
or decision tree. It is a tree pattern graph which is similar
to flowchart structure, the internal nodes are a test
property, each branch represents test result and final
nodes or leaves represent the class to which any object
belongs. The most fundamental and common algorithm
used for classification tree is ID3 and C4.5 There are two
methods for tree construction, top-down tree construction
and bottom-up pruning. ID3 and C4.5 uses top-down tree
construction [15]. 

Support Vector Machine: SVM separates the data
instances belonging to different classes by filtering a
hyperplane between them which magnifies the separation.
The data is mapped into a high-dimensional feature space
where the data can be divided easily by a hyperplane. 

Bayesian Network Based Techniques: uses a
probabilistic graphical model to characterize a set of data
variables and their probabilistic independencies. They
aggregate information from different data variables and
provide estimation on the expectancy of data to belong to
the learned class [16].

Bayesian network can be categorized as, Naive
Bayesian Network. suitable for spatiotemporal correlation
among sensors.

Bayesian Belief Network: Considers correlation among
the attributes of sensor data.

classical predicate logic. In this approach, the data is

human brain. Each node has a weighted connection to

such models can be used for making any classification

Spectral Decomposition Based Approach:  This method
aims at finding normal modes of behavior in the data by
using principle components.

Principle component analysis is a technique that is
used to reduce dimensionality before outlier detection and
finds a new subset of dimension which captures the
behavior of the data [16]. The top few principle
components capture the build of variability among data
objects and any object that violates the structure of the
smallest component is considered an outlier.

Pros and Cons of the Techniques: Statistical-Based
Approaches. This approach is quite effective only if a
correct  probability   distribution   model    is   evolved.
The parametric approach may be useless if the sensor
data does not follow the preset distribution. The
nonparametric approach is superior since it does not make
any assumption about distribution characteristics.

Nearest Neighbor Based Approach: This method
completely depends on the choice of appropriate input
parameters and it lacks scalability when the distance
between data instances is not measured accurately.

Clustering Based Approach: Normally this technique
does  not require  prior  knowledge about data
distribution.  New instances can be fed into the model and
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tested in an incremental fashion. This technique faces a with the node or the  entire  network  might  be  sparse.
problem in the choice of an appropriate parameter of The outlier  detection  system should be memory
cluster width. efficient.

Classification Based Approach: Provides the exact set of Methods to Evaluate Performance of Outlier Detection
outliers. Among the classification methods, support System: Confusion Matrix. The performance of an outlier
vector machine is computationally complex. Bayesian detection system is represented by correctly detected
network is taxing if the number of variables is large in the samples in a test set.
network. Confusion matrix tabulates statistical information

Spectral Decomposition Based Approaches: Captures detection and false alarm rates [18].
normal patterns of data using the subset of dimensions.
Selection of suitable principle component is ROC Curve:   A   Receiver  Operating  Characteristic
computationally expensive. curve is 2D graph  portray  detection  rates  and  false

Evaluation of Outlier Detection System system should be evaluated ensuring upper bound for
Evaluation Parameters for Outlier Detection System: detection rate and lower bound for false alarm rate in ROC
Outlier Detection system are majorly evaluated based on curve.
the following parameters [18]:

Detection Rate: Outlier  detection   rate   is   estimated in WSN are very  typical  thus  using  any  single
from, True positive (TP). Outliers that are detected as technique individually for outlier detection is not
outliers in the outlier in the observed network sufficient. In past few years, approaches have been made
environment. by merging different techniques jointly. Hybrid

True Negative (TN): Non-outliers that are detected as following two strategies.
non-outliers in the observed network environment.

False Alarm Rate: False alarm rate is estimated from the various classification algorithms are fused together to
following two quantities namely, False positive (FP). attain higher efficiency. Methods have evolved by
Outliers that are detected as non-outliers in the observed combining Naïve Bayes method (NB) and decision tree
network environment. (ID3) algorithm [19]. A hybrid approach of merging

False Negative (FN): Non-outliers that are identified as has also evolved [20].
outliers in the observed network environment.

Computational Power: In Sensor Networks improving the There are number combos of unsupervised and
efficiency of the system penalize the computation power supervised learning algorithms. The combo provides
of the network. An efficiency of an outlier detection improved efficiency (supervised learning) and accuracy
system is reflected by the time and space complexity (unsupervised learning). A Method Combining k means
regardless of the type of data it deals. An efficient outlier and ID3 was proposed for classification of anomalous
detection system should have the expertise to handle activities [21]. A hybrid approach for merging entropy of
bulky and high dimensional data with a lesser network features and SVM was proposed that gave
computational burden. improved performance than individual entropy and SVM

Storage Limitation of Network: Sensor networks are The following table gives information about various
strange networks  in  which  the  nodes  may/may  not key hybrid approaches for anomaly or outlier detection in
have  inbuilt   memory.    The     memory      associated the recent years [6, 23-27].

about correctly and incorrectly detected outliers based on

alarm rates. The performance of any outlier detection

Hybrid Approaches to Outlier Detection: Attacks posed

approaches to outlier detection can be proposed in the

Combining Supervised Techniques: In the recent years,

Decision Tree (DT) and Support Vector Machine (SVM)

Combining Supervised and Unsupervised Techniques:

techniques [22].
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Fig. 5.1: Schematic representation of Hybrid approaches 

Table 5.1: Comparison of Hybrid Approaches Classification and Comparison of Hybrid Outlier / Anomaly Detection Techniques for Wsns
Author Name Techniques Combined Scheme Used Category
Ghorbel, Abid and Mahalanobis distance calculation PCA extracts nonlinear structure from the data. Supervised and Unsupervised
Snoussi, (2015) of Clustering and SVM Mahalanobis distance is used to calculate the Techniques

Classification mapping of the data points in the feature space
Karthikeyan, Ranjan Unequal Clustering and Energy efficient clustering and inter-cluster Unsupervised
and Sridhar (2013) Intercluster routing routing equalize the energy utilization of Technique

the network
Marco Aiello, Kenji Tei Neural Network Rule-based methods of Fuzzy logic provides Supervised Technique
and Tuan Anh & Fuzzy logic of classification information to develop heuristic rules for
Nguyen (2012) identifying and classifying abnormalities and

Learning-based methods of Neural Network
use training data and identify classes of faults
statistically.

Chitrakar, Roshan, SVM classification and Analogous data instances are grouped by Supervised and Unsupervised
and Chuanhe (2012) k-Medoids clustering k- Medoids technique and resultant clusters are Technique

classified using SVM classifiers
Basant Agarwal and Entropy and Support Vector Normalized entropy values of different network features Supervised
Namita Mittal (2012) Machine Classification are calculated. Then SVM model trains the system to Technique

classify the normal traffic and attack traffic
Weimin Chen, Guocheng K-means Clustering and K-Means clustering accepts the samples and Supervised and Unsupervised
Xiang et al. (2012) Support Vector Machines groups into homogeneous clusters. In the classification Techniques

Classification stage, support vector machines use samples with new
labels to build the scoring model. The difference from
the other credit scoring model is that the samples were
classified into three or four classes, rather than two the
good and the bad credit classes.

Chitrakar, Roshan, k-Medoids Clustering and Naïve K-Medoids Clustering groups related a data instance Supervised and Unsupervised
and Chuanhe (2012) Bayes Classification Naïve Bayes classifiers classifies resulting clusters. Techniques
Fu, Liu and One Class and Two Class First class SVM is used for detecting anomaly score. Supervised
Pannu (2012) Support Vector Machines Later detector is retrained when certain new data Technique

objects are incorporated in the existing dataset.
Farid, Harbi and Naive Bayes and decision tree of Keeps false positives at satisfactory level for diverse Supervised
Rahman (2010) classification for adaptive intrusion types of network attacks. Technique

Detection
Yasami and k-Means clustering and k-Means clustering is initially applied to the normal Supervised and Unsupervised
Mozaffari (2009) ID3 decision tree learning methods training data to form k clusters. An ID3 decision tree Techniques

is used for clustering.
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Table 5.2: Evaluation of Hybrid Approaches in Outlier / Anomaly Detection
Sensor Data
-------------------------------------------------------------------------
Attribute Correlation Outlier Type Outlier Degree
-------------------------------- ------------------------------------- ----------------- ----------------------------

Techniques Uni variate Multi variate Attribute Spatial Temporal Local Global Scalar Outlier score
Ghorbel, Abid and Snoussi (2015)
Basant Agarwal and Namita Mittal (2012)
Chitrakar, Roshan and Chuanhe (2012)
Marco Aiello, Kenji Tei and Tuan Anh Nguyen (2012)
Weimin Chen, Guocheng Xiang et al. (2012)
Chitrakar, Roshan and Chuanhe (2012)
Fu, Liu and Pannu (2012)
Farid, Harbi and Rahman (2010)
Yasami and Mozaffari (2009)

CONCLUSION 8. Chandore, P.R. and Dr. P.N. Chatur, 2013. Hybrid

Wireless Sensor Networks are critical networks and Network Real Time Data, International Journal of
its diversified features make outlier detection a tiresome Computer Science And Applications, 6(2): 89-95.
task. The review in this paper discusses various data 9. Phua, C., V. Lee, K. Smith and R Gayler, 2010. A
mining techniques and an apparent evaluation of each comprehensive survey of data mining-based fraud
technique. So that researchers can adopt appropriate detection, Research article, pp: 1-14.
techniques  suitable  for  the  application  of  research. 10. Garcia-Teodoro, P., J. Diaz-Verdejo, G.Maciá-
The survey evidently shows that hybrid approaches Fernández and E. Vázquez, 2009. Anomaly-based
outperform  the  existing  individual   mining  methods network  intrusion     detection:   Techniques,
(Fig. 4.1). In future, various standard data mining systems and challenges; Computers and Security,
techniques can be modified and fused to obtain improved 28(1): 18-28.
performance in outlier detection in WSN. 11. Zhang, Y., N. Meratnia and P. Havinga, 2010. Outlier
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