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Abstract: Pattern recognition study deals with the recognition of patterns and regularities in data. Pattern
classification systems are commonly used in adversarial applications, like biometric authentication, network
intrusion detection and spam filtering in which data can be purposely manipulated by humans to undermine
their operation. In this we have proposed a framework for empirical evaluation of classifier security that
formalizes and generalizes the main ideas proposed in the literature and give examples of its use in real time
applications.
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INTRODUCTION The system interpretation and descriptions contain

Security in the context of an arms race is not measurement or missing in sequence. In the framework of
sufficient to react to observed attacks, but it is also the unformulated set theory these insecurities can be
necessary to proactively anticipate the antagonist by built-in to a model. The appropriate considerable features
predicting the most relevant, potential attacks. The to represent patterns of the interchange and second is to
principle of security by design is to provide practical induce multiple classifiers with different learning
guidelines for simulating realistic attack scenarios [1]. paradigms to form an assembly classifier model.
Since the presence of carefully targeted attacks may affect One exacting improvement is its facility to
the distribution of training and testing data separately, demonstrate the inter relation between attributes. The
we propose a model of the data distribution that can approaches of using multiple classifiers were widely being
formally describe this behavior and that allows us to take used to solve many classification problems. It has been
into account a large number of prospective attacks. We discovered that combining information coming from
have also  proposed  an  algorithm  for the generation of different biometric traits we can overcome the limits and
training and testing sets to be used for security the weakness inherent in every individual biometric
evaluation [2]. In this proposed system the internet leading to a consequence of advanced truthfulness.
protocol TCP/IP uses computers called gateways, which
provide all interconnections among physical networks. Background and Previous Work: Message passing

A gateway is a special purpose, dedicated computer through e-mail is one the eminent way of today’s world
that attaches to two or more networks and data from one since it is more efficient and high-speed than any other
to other. It will be having the information regarding the source. In the new evaluation of Pattern classification
network connected to  it.  The   gateways  exchange  data method used in biometric verification system, network
occasionally to accommodate network changes and keep intrusion detection system using security of pattern
their route up-to-date. Security  Assessment  (SA),  also classifiers, such as the performances destroy under
referred as Security estimation, determines the robustness possible attacks they may deserve through process.
of the system (security level) to a set of preselected The problem of enormous network traffic data size
contingency in its present or future state [3]. It is the and the invisibility of interfering patterns which normally
analysis performed to resolve whether and to what extent, are hidden among the unrelated and unnecessary features
a power system is realistically safe from severe intrusion have posed a great challenge in the domain of intrusion
to its procedure. detection [4]. One way to address this issue is to decrease

assured degree of insecurity, based on hesitation of



Middle-East J. Sci. Res., 24 (4): 1289-1293, 2016

1290

these input features in order to disclose the secreted of possible destinations is large machines would have
significant features. Thus, an accurate classification can insufficient space to store the information.
be achieved. Identifying significant features that can
represent interfering patterns, the choice of classifier can Proposed Algorithm: Knowledge  Discovery in
also influence the accuracy and classification of an attack. Databases (KDD) is an automatic, exploratory analysis

In Pattern classification method used in biometric and modeling of large data repositories. KDD is the
authentication system, network interference detection prepared method of identifying applicable and reasonable
system. They evaluated security of pattern classifiers, patterns from large and complex data sets. Data Mining is
such as the performance damage under potential attacks the interior of the KDD process, involving the inferring of
they may incur during operation. They developed a frame algorithms that explore the data, develop the model and
work and that used in three application examples, such as discover previously unknown patterns. The model is used
spam filtering system, biometric authentication system for understanding observable fact from the data, learning
and network intrusion detection system. and assumption.

Password hijacking or Password disclosure is one of
the major problem in the area of Password the scenarios.
The existing process don’t have proper system for this
major issue. Multimodal biometric systems for personal
identity recognition are more popular in the past few
years. It has been shown that combining information
coming from different biometric traits can overcome the
limits and the weaknesses inherent in every individual
biometric, resulting in a higher accuracy. Moreover, it is
normally believed that multimodal systems also improve
security against spoofing attacks, which consist of
claiming a false identity and submitting at least one fake
biometric trait to the system [5].

Proposed System: In the proposed system all the sub-
networks are added to the gateway and the transfer of the
different document and file takes place through this gate Fig. 1: The Process of Knowledge Discovery in
way. It can not only reduce the delay in file transfer but Databases.
also maintain the log details.

Internet protocol provides an unreliable The process starts with determining the KDD goals
connectionless data gram delivery service and that a data and “ends” with the implementation of the discovered
gram travels from client to server until it reaches one that knowledge the effects are then measured on the new data
can delivery it directly to its final destination. If a gateway repositories and the KDD process used in the new
cannot route or deliver a data gram or if the gateway proposed algorithm to transfer file one system to another
detects an unusual condition, like network condition, that system [7].
affects its ability to forward the data gram, it needs to
instruct the original source to take action to avoid or Proposed Method: The block cipher IDEA operates with
correct the problem [6]. 64-bit plaintext and cipher text blocks and is controlled by

The usual IP routing algorithm uses an Internet a 128-bit key. The fundamental innovation in the design
routing stand or IP routing stand. On each machines that of this algorithm is the use of operations from three
stores information about possible destination and to different algebraic groups. The algorithm structure has
manage them. Because both gateways and hosts route been chosen such that, with the exception that different
datagram, both have IP routing stand. The IP routing in a key sub-blocks are used, the encryption process is
host or gateway needs to transmit a data; it confers with identical to the decryption process.
the routing stand to decide whether to send the Data. If
every routing stand contained information about every Application Process: Today,  there are hundreds of
possible destination address, it would be impossible to IDEA-based security solutions available in many market
keep the tables current. Furthermore, because the number areas, ranging from Financial Services and Broadcasting
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to Government.  IDEA  is the name of a proven, secure Gateway  Maintenance:A gateway is a complex
and universally applicable block encryption algorithm,
which permits effective protection of transmitted and
stored  data  against  unauthorized  access  by third
parties.  The  fundamental  criteria  for  the  development
of IDEA were highest security requirements along with
easy hardware and software implementation for fast
execution.

The IDEA algorithm can easily be embedded in any
encryption software. Data encryption can be used to
protect data transmission and storage.

As electronic communications grow in importance,
there is also an increasing need for data protection.
Encryption ensures that:

Only authorized persons can access information. 
Data cannot be amended or manipulated by
unauthorized persons. 
Unbreakable crypt system warrants military strength
security level. 

When PGP (Pretty Good Privacy) was designed, the
developers were looking for maximum security. IDEA was
their first choice for data encryption based on its proven
design and its great reputation. Today, there are hundreds
of IDEA-based security solutions available

RSA Security goes on to say that IDEA was analyzed
to measure its strength against differential cryptanalysis.
The analysis concluded that IDEA is immune to that
technique. In fact, there are no linear cryptanalytic attacks
on IDEA and there are no known algebraic weaknesses in
IDEA.

IP Datagram in a Gateway: Gateways in a TCP/IP Internet
form a cooperative, inter connected structure. Datagrams
pass from client to server until they reach a gateway that
can deliver the datagram directly.

The usual IP routing algorithm employs an Internet
routing table or IP routing table. On each machines that
stores information about possible destination and how to
reach them. Because both gateways and hosts route
datagrams, both have IP routing table. Whenever the IP
routing software in a host or gateway needs to transmit a
Datagram, it consults the routing table to decide whether
to send the Datagram. If every routing table contained
information about every possible destination address, it
would be impossible to keep the tables current.
Furthermore, because the number of possible destinations
is large machines would have insufficient space to store
the information.

mechanism consisting of several routers that Inter-
connects several networks. It has several clients
requesting for connection and servers waiting to
send\receive data packets.

Whenever a client comes up with a request, the
server identifies it by means of an IP address, which is
unique to every system in the network. The client is
authenticated by cross checking its IP address with a file
named Gateway Hosts.

The Gateway Hosts File is used for maintaining the
detail of Network. It mainly consists of details regarding
the router name and its corresponding IP address.
Gateway Hosts is a file that is similar to that of the
“etc/hosts” file that is present in the system. It consists
of the names and the corresponding IP addresses of all
the system names that are valid (like the loopback
address, system IP etc.,) It can be manipulated only by the
system administrator.

Similarly Gateway Hosts is the file for the entire
network. It is present with the server. Changes can be
made to this file only by the network administrator under
the following conditions:

Addition of a new system into the network. 
Deletion of a system from the network. 

Once it is present in that file it is a valid client and the
messages can be sent and received from it by the server
if not it is an invalid client and is discouraged by sending
an error message and it is not entered in the Hosts Up.

Hosts Up is a file in which all the nodes that are
active to take part in the communication are present. In
order to make an entry into this file initially the
administrator  has  to  Up  it  into  the  network  after
having received a signal from it if it is not already present
in the file.

So, if the clients IP so received happens to be a new
valid IP it is checked for its entry in the Hosts Up file, if
not present the file is updated with the name of the
system and the IP address. Now the session starts and
both exchange information as explained in TCP/IP and it
also uses the TFTP for file transfer.

Theoretical Foundations: Internet protocol provides an
unreliable connectionless data gram delivery service and
that a data gram travels from client to server until it
reaches one that can delivery it directly to its final
destination. If a gateway cannot route or deliver a data
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gram or if the gateway detects an unusual condition, like RESULT AND DISCUSSION
network condition, that effects its ability to forward the
data gram, it needs to instruct the original source to take Preprocessing: In preprocessing technique, the input
action to avoid or correct the problem.To allow gateways image is first loaded in to the source and then a new user
in an internet to report errors or provide information about for accessing the file sharing process is created. Image
unexpected circumstance, the designers added a special pre-processing can significantly increase the reliability of
purpose message mechanism to the TCP/IP protocol the an optical inspection. Several operations which intensify
mechanism, known as the INTERNET CONTROL or reduce certain image details enable an easier or faster
MESSAGE PROTOCOL (ICMP). evaluation. Pre-processing methods use a small

The ultimate destination of an ICMP message is not neighborhood of a pixel in an input image to get a code
an application program or user on the destination value in the input image. Such pre-processing operations
machine, however, but the Internet protocol software on are also using access permission.
that machine that is, when an ICMP error message arrives,
the ICMP software module handles it. Of course, if ICMP
determines that a particular higher level protocol or
application program has caused a problem, it will inform
the appropriate module.The ICMP allows gateways to
send error of control message to other gateways or
hosts;ICMP provides communication between the Fig. 2: Work flow of client and server
Internet protocol software on one machine and the
Internet protocol software on another. Client Access: Security evaluation of pattern classifiers

TCP/IP protocols provide facilities to help network that have to be used in this process after it will main
managers or users identify network problems. One of the security evaluation the client to send the request to server
most frequently used debugging tools invokes the ICMP for receive the data from the server. The client to use the
echo request and echo reply message. A host or gateway destination on the present host saves the received file as
sends an ICMP echo request message to a specified shown in fig 3.
destination. Any machine that receives an echo requests
formalities an echo reply and returns to the original
sender. The request contains an optional data area the
reply contains the copies of the data sent in the request.
The echo request and the associated reply can used to
test whether a destination is reachable and responding.
Because both the request and reply travel in IP datagrams,
successful receipt of a reply verifies and major transport
system work.

To interconnect different LANs through a gateway
and to maintain the record of various events and
responses of the system is achieved. This can be used in
applications where in a communication between two or
more different networks is required. Fig. 3: Client request for server connect

Network security, which is the primary concern of
today’s communication world, is successfully Server Access: The Socket class provides a rich set of
implemented using the IDEA algorithm. It provides a safe methods and properties for network communications. The
and secure transmission as it involves multiple Socket class allows us to perform both synchronous and
manipulations for encryption and so is it with asynchronous data transfer using any of the
decryption.The routing algorithm and the TFTP communication protocols listed in the Protocol Type
developed are linked with the modules of this process, enumeration.The Socket class follows the.NET Framework
which finally resulted in the development of a Client- naming pattern for asynchronous methods. Fo r example,
Server-Protocol-Implementation. the synchronous Receive method corresponds to the
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asynchronous Begin Receive and End Receive included into the login to improve security. The proposed
methods.Connectionless protocol such as UDP, do not data model can be exploited to design more secure
need to listen for connections at all. Call the Receive from generative classifiers.
method to accept any incoming datagrams. Use the Send
To method to send datagrams to a remote host. REFERENCES
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CONCLUSION

Security evaluation of pattern classifiers that have to
be implemented in this process. It will main contribution
is a framework for empirical security evaluation that
formalizes and generalizes ideas from previous work and
can be used new method to protect for the client and
server. For instance, simulated attack samples can be
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