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Abstract: Sensitive data to be stored in the cloud is to be prevented from unauthorized access. To perform this
prevention the entire data is to be split into many partitions and the encrypted partition of files are stored in
different services. Whenever the data is required to be accessed the parts are retrieved, combined and
decrypted. Even though the unauthorized person retrieve’s all portions of the server, the retriever may not be
aware of the data splitting technique used, nor the encryption algorithm used. The methodology is applied to
compare a number of well-known data splitting techniques. In this approach a key of 128 bit that is generated
from palm vein of the authorized user. By using that key, the user can decrypt the data. Distributed system is
the one that determines the secure data storage in cloud environment. Even each server in the distributed
system can be abstracted as storage node and data may be stored based upon the characteristics of the node.
Also load balancing in storage of cloud data is also tried to be achieved with optimal power consumption.
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INTRODUCTION provider and made available to customers over a network,
typically the Internet. SaaS is becoming an increasingly

Information security and privacy has become a vital prevalent delivery model as underlying technologies that
issue that to be firmly store in cloud. Biometric supports for Web services and service-oriented
recognition is one in every of the techniques for the architecture (SOA) mature and new developmental
protection privacy because of its distinctive nature of approaches, such as Ajax etc... Meanwhile, broadband
biometric traits like palm vein, fingerprints, etc…. service has become increasingly available to support user
Cryptographic key generation from palm vein has gained access from more areas. SaaS is closely related to the ASP
its quality because of its security purpose. Within the (application service provider) and on demand computing
crypto logical technique the initial data is encoded by software delivery models. IDC identifies two slightly
mistreatment key generated from palm vein so it's not in different delivery models for SaaS. The hosted application
an exceedingly perceivable format for the attacker. The management (hosted AM) model is similar to ASP; a
uploaded original data is split in too several elements and provider hosts commercially available software for
so encrypted. The original data are often obtained by customers and delivers it over the Web. In the software
decoding the encoded knowledge mistreatment identical on demand model, the provider gives customers network-
key. Thus the privacy is well protected during this based access to a single copy of an application created
approach. specifically for SaaS distribution. The hardware and

Cloud Computing refers the applications given as software in the data center refers to as cloud. When
services over the Internet and system software in the data service to Cloud is provided in a pay-as-you-go manner
centers that helps in providing those services. These for the usage of public, it is referred to as a Public Cloud,
services themselves are referred to as Software as a whereas the service that is being sold entirely is referred
Service (SaaS) [1]. It is a software distribution model in to as Utility Computing [2]. Private Cloud refers to data
which applications are hosted by a vendor or service centers  of an organization or enterprise which shares data
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internally and which may not be made available to the Data Splitting Techniques
general public. Hence, Cloud Computing is the summated Systematic Data Splitting Method: The systematic
source of SaaS and Utility Computing, except Private knowledge rending technique [1] could be a semi-
Clouds. A number of key characteristics of cloud deterministic technique, within which each kth sample
computing have been identified from a random place to begin is chosen to make the

Flexibility/Elasticity systematic sampling during, the data is arranged from
Broad network access lower values to higher values on the output variable
Location independence. dimension. Then the sampling interval is set supporting
Reliability the training samples and takes a look at knowledge
Economies of scale and cost effectiveness proportions fixed by the user. Thereafter, a place to begin
Sustainability is arbitrarily chosen and coaching samples area unit

Related Work: Artificial neural networks (ANNs) have Finally, un sampled knowledge area unit allotted into the
become a popular approach for environmental modeling. validation set.
An important step in the ANN model development
process is data splitting in that the training set is used to SBSS-N Data Splitting Method: The SBSS approach is a
optimize model parameters the test set is used for cross two-step data splitting method. In the first step,
validation during training to avoid over-fitting; and the multivariate stratified random sampling is performed to
validation set is used to assess the performance of the partition the data into M strata, where clustering is
trained model. Thus, the generalization of the trained performed using a self-organizing maps (SOM). In the
model is tested in a rigorous fashion. Generally, data are second step, uniform random intra-cluster sampling is
divided using a variety of methods, including ad-hoc applied to generate the data split. In this study, the
methods, stratified methods and optimization based Neyman allocation rule for determining the number of
methods, etc... training and test points drawn from each stratum is used.

The variability of ANN performance due to data The number of samples to be taken from stratum m based
variability was stated by LeBaron and Weigend [3]. In on the Neyman allocation rule is expressed as:
their study, the authors randomly generated bootstrap
instances of training, testing and validation datasets for
a given dataset and trained an ANN model . A histogram
of the model performance distribution was used to
examine the variability.

The potential variability in ANN model performance where N is the size of the dataset, n is the required sample
due to the way the data are split into their respective size, Ni is the size of stratum i, iis the intra-stratum
subsets makes it difficult to compare the performance of multivariate standard deviation of stratum i. Based on this
models developed using different data splitting methods. rule, samples are taken from each stratum based on the
In addition, variability with high degree makes it difficult global proportions, but with increased sampling for wider
to assess the impact of other aspects of the ANN model clusters [4]. The aim of this rule is to add more data into
development process on model performance. training and test sets where data are increased in
Consequently, there is a need to develop an approach variability and less where data are less variable or
that enables the impact of different data splitting methods abundant. SBSS-based data splitting methods were
on model performance to be compared in a rigorous and implemented by Bowden (2002) and Kingston (2006). In
unbiased fashion. this study, the SOM algorithm was implemented following

The remainder of this paper is organized as follows. the methodology defined in May et al., (2010).
The proposed approach for comparing different data
splitting methods is introduced in the next section, as part DUPLEX Data Splitting Method: The DUPLEX data
of which the performance of three different data splitting splitting method was developed by Snee (1977) based on
methods is compared. The results and discussion of the one of the earliest data splitting algorithms called CADEX
results are presented in the subsequent section, followed or Kennard-Stone sampling (Kennard and Stone, 1969).
by conclusions. DUPLEX method uses data based on Euclidean distances.

training, testing and validation datasets. In implementing

drawn initial, followed by the take a look at samples.
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When applying DUPLEX, the two points which are Cloud Service Supplier (CSP): A CSP has important
departed by large value apart are assigned to the first resources and experience in building and managing
dataset. The next pair of points that are farthest apart in distributed cloud storage servers and one who owns and
the  remaining  list  are  assigned  to  the  next  dataset. operates live Cloud Computing systems. 
This process is repeated until both datasets are filled
(Snee, 1977). The original DUPLEX algorithm was used to
divide data into two sets. May et al., (2010) modified the
original DUPLEX algorithm to generate three datasets
based on the proportion specified by the user. Thus,
DUPLEX can be used to generate the training, test and
validation datasets for ANN model development.

ANN Model Developments:Thepartial mutual information
(PMI) based non-linear variable selection algorithm Fig. 1: Flow scheme for Data Storage
combined with the Akaike Information Criterion (AIC) for
stopping are used to select appropriate inputs for each Data storage in an exceedingly cloud could be a
dataset. After applying the PMI algorithm, two inputs are method wherever a user stores his knowledge through a
selected for both datasets. The variability of both CSP into a group of cloud servers, that area unit running
datasets is very high, with the standard deviation of the at the same time, cooperated and in distributed manner.
data being higher than the mean value. In addition, the Knowledge redundancy is utilized with technique of
skewness and peakedness of the Neckar dataset are much erasure-correcting code to additional tolerate faults or
higher than those of the Kentucky dataset. Sixty percent server crash as user’s knowledge grows in size and
of each dataset is used for training, 20% for test and 20% importance. Thereafter, for application functions, the user
for validation. This is achieved using SR sampling and the interacts with the cloud servers via CSP to access or
three data splitting approaches presented in the previous retrieve his knowledge. In some cases, the user might
section. In this paper, the general regression neural have to perform block level operations on his knowledge.
network (GRNN) is used. Compared to multilayer The foremost general types of these operations we tend
perceptrons (MLPs), which have been used more to area unit considering area unit block revise, erase,
commonly in ANN applications in hydrological modeling, insert and affix. As users now not possess their
the architecture of GRNNs is fixed and there is only one knowledge domestically, it's of important importance to
parameter (the bandwidth) that needs to be optimized. assure users that their knowledge area unit being properly
Therefore, a GRNN model is much faster to develop, keep and maintained [6, 7]. That is, users ought to be
which suits the purposes of this study [5]. In addition, it ready with security means that in order that they will
assists with isolating the effects of the different data create continuous correctness assurance of their
splitting methods on model performance. All of the GRNN knowledge keep in Cloud Servers even while not the
models developed in this study are trained using Brent’s existence of native copies. Just in case those users don't
method. For model validation, the root mean square error essentially have the time, practicableness or resources to
(RMSE) and the square of Pearson R (R2) are used in watch their knowledge, they'll delegate the tasks to
order to assess model performance and compare the associate in nursing elective sure third party auditor of
models developed using different data splitting methods. their several selections. In our model, we tend to assume

Data Storage: A descriptive design for secure knowledge every cloud server and therefore the user is each and
storage is illustrated in Figure one. The various network reliable, which may be achieved in apply with very little
entities are known as follows: overhead [8, 9]. To form positive the safety and

responsibility for knowledge storage in cloud below the
User: Users is also someone or corporations UN agency same antagonist model, we tend to aim to style
have knowledge to be keep within the cloud and admit the economical mechanisms for dynamic knowledge
cloud for knowledge computation. verification and operation and win the subsequent goals:

that the peer-to-peer communication channels between
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Storage accuracy: to ensure users about their data times to make sure the correctness of data storage. Then,
are indeed stored appropriately and kept intact all the he must pre-compute t verification tokens for each
time in the cloud. function, a challenge key and a master key are used. To
Fast localization of data error: to effectively locate the generate the ith token for server j, the user acts as follows:
mal- functioning server when data corruption has
been detected. Derive an arbitrary value i and a permutation key
Dynamic data support: to maintain the same level of based on master permutation key. 
storage correctness assurance even if users modify, Compute the set of randomly-chosen indices.
erase or affix their data files in the cloud. Calculate the token using encoded file and the
Dependability: to enhance data availability against arbitrary value derived. 
Byzantine failures, malicious data modification and
server colluding attacks, i.e. minimizing the effect Algorithm 1 
brought by data errors or server failures. Token Pre-Computation:
Lightweight: to enable users to perform storage
correctness checks with minimum overhead. For procedure select parameters l, n, function f,

tokens t and number r of indices per verification.
Data splitting is carried out to partition data and place By using these parameters generate master key and

it in secure server. challenge key.
The multimodal biometric authentication may be used Calculate the vector by using G(j), j ?1 and round by

for building much security so that even if one identify using i  1.
fails the remaining identities may also be verified to make Derive the arbitrary value i = f(i) and k(i) from master
the data retrieval from cloud the much secure on key and compute v(j)

Cryptographic Key Generation from Palm Vein: We
have selected palm vein as the biometrics feature for Correctness Verification and Error Localization: Error
generating cryptographic key [10]. We have extracted localization is a key requirement for eradicating errors in
minutiae points from the palm vein and used that point set storage systems. However, many previous schemes do
for generating cryptographic key. not explicitly consider the problem of data error

As a testing measure the results obtained are localization. Thus it only provides binary results for the
partitioned by various splitting techniques and are also storage verification. Our scheme provides those by
compared. integrating the correctness verification and error

Fig. 2: Key Generation steps each servers 

Consider the servers to be S1, S2, S3…..Sm. Split (D) Specified by index k (i) into a linear combination R 
specifies the data splitting algorithm on Data set D. Split Upon receiving R is from all the servers, the user
(D) = {D1, D2, D3…….Dn}. The encrypted data {ED1, takes away values in R. 
ED2, ED3…….EDn}are mapped in to method map (s). Then the user verifies whether the received values
Suppose the user wants to challenge the cloud server’s t remain a valid code word determined by secret matrix.

Store this value in v locally.

localization in our challenge-response protocol: the
response values from servers for each challenge not only
determine the correctness of the distributed storage, [11]
but also contain information to locate potential data
error(s).

Specifically, the procedure of the ith challenge-
response for a cross-check over the n servers is described
as follows: 

The user reveals there as well as the ith key k (i) to

The server storing vector G aggregates those r rows
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Because all the servers operate over the same subset The optimal results are achieved since the data
of indices, the linear aggregation of these r specified rows
(R (1) i , . . . R(n)i ) has to be a code word in the encoded
file matrix. If the above equation holds, the challenge is
passed. Otherwise, it indicates that among those specified
rows, there exist file block corruptions. Once the
inconsistency among the storage has been successfully
detected, we can rely on the pre-computed verification
tokens to further determine where the potential data
error(s) lies in. Note that each response R (j) i is computed
exactly in the same way as token v(j) i , thus the user can
simply find which server is misbehaving by verifying the
following n equations: 

Algorithm 2: Consider procedure for challenge (i) and re-
compute arbitrary values i and compute fl(i) and k(i)
master key.

Send the arbitrary value and k (i) to the cloud servers
R.
Receive from servers R and compute for (j  m + 1, n)
where R(j)  R(j)

Load Balancing in Cloud: The method as proposed by
Prasanalakshmi et al. [12] is adopted for load balancing
and improvement in power efficiency. A power efficient,
agent based solution for allocation of resources to cloud
applications [13]. We believe that this mechanism is very
flexible and can be extended with improvements, as the
solution modules are modelled as independent intelligent
agents. We can incorporate additional functionalities in
any of these HBF-PSO agents [11].

RESULTS AND DISCUSSIONS

The average (µ) and standard deviation ( ) are the
performance parameters and the attributes considered for
analysis are R2 and RMSE. 

Table 1: Performance Parameters

Kentucky Neckar
---------------------- -----------------------
R RMSE R RMSE2 2

GRNN µ 0.8 3742 0.35 6.52
0 0 0 0

Repeated SR µ 0.8 3500 0.4 5.1
0.07 750 0.08 0.89

SBSS-N µ 0.8 3212 0.2 6.23
0.004 54 0.039 0.12

DUPLEX µ 0.8 3785 0.32 6.45
0.2 0.4 0.3 0.2

partitioning is performed, which reduced the variability of
the model performance compared with that estimated
using the previous available techniques.

CONCLUSIONS

In this paper we have investigated several cloud
computing test and found that cloudsim simulator [8] is
suitable for testing the proposed mechanism. So, we are
in the process of implementing the proposed mechanism
on the cloudsim toolkit and the performance evaluation is
in progress. We also plan to improve this by
incorporating the load prediction and usage models so
that this can be applied to real cloud environments. We
have proposed a power efficient, agent based solution for
allocation of resources to cloud applications. We believe
that this mechanism is very flexible and can be extended
with improvements, as the solution modules are modelled
as independent intelligent agents. 
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