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Abstract: Developing data mining techniques both suitable for databases as well as to maintain the 
individual privacy becomes the primary aim of research based on privacy preserving data mining (PPDM). 
The present PDDM clustering methods perform privacy preservation only with single point of view in 
which every tuple in the data matrix for data holder containing single sensitive attribute is been considered.
In case of the clustering approaches based on multi-view point clustering, multiple sensitive attributes in a 
tuple has to be considered which remains inattentive. Considering these drawbacks, present study aims on 
multiple sensitive attributes (MSA) for observing new privacy risks and to investigate multi-view point 
based clustering methods in case of unknown data. Prior to solving that data disambiguation problem using 
Ramon-Gartner subtree graph kernel (RGSGK), the weight values are assigned for determining the kernel 
value for disambiguated data. The privacy is then gained from RGSGK for converted data matrix samples 
followed by creation of secure key for each data holder matrix with the help of Improved Ron Rivest, Adi 
Shamir and Leonard Adleman (IRSA). The proposed framework based on the multiview point based 
cuckoo search algorithm clustering is a novel context for tackling the problem of privacy preservation in 
the multiple sensitive attribute (MSA). This work constitutes distance, similarity and dissimilarity matrix 
for carrying out the clustering process. Comparison of the experimental result of proposed MVCSA 
Clustering algorithm with conventional methods has  been done in terms of the F Measure, running time, 
less privacy and utility loss, communication cost for UCI machine learning datasets such as adult dataset 
and house dataset.
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INTRODUCTION

In the present world of emerging business growth, 
sharing of information plays a vital role in achieving 
successful business. Knowledge extraction in support 
of wide range of domains helped for successful
development of data mining techniques have been
developed successfully  to extract knowledge in order to 
support a variety of domains. Required information 
from multiple sources is been taken by means of data 
mining whereas data privacy preservation focuses on 
preserving such useful data from disclosure or loss. The 
approach of privacy preserving data mining (PPDM) 
follows a new route in data mining and statistical
databases by which the analysis of data mining
algorithms is been done in view of avoiding the side 
effects acquired during data privacy. The two fold 
consideration for privacy preservation is handled in 
PDDM. Modification of the original database

constituting sensitive raw data like identifiers, name, 
addresses and so on is the first essential step for
avoiding the interference of recipient data so as to 
prevent another person’s privacy. Exclusion of the
sensitive knowledge that could be mined from a
database using data mining algorithms is the second 
step as that knowledge contributes quite equally in
maintaining data privacy. 

However, data mining without interrupting the
privacy of data owner’s still remains a challenge in case 
of certain types of data. The recent prevalence of data 
mining has increased more concerns over data privacy 
[1]. In order to extract globally interesting associations, 
classifiers, clusters and other patterns from distributed 
data, the process of distributed data mining [1] is
adopted in which portioning of data into either vertical 
or horizontal parts is been done [2]. So far, numerous 
privacy preservation and protocols have been proposed 
namely association rule mining [3], clustering [4], naive
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bayes classifiers [5] and many more.For performing 
data mining with privacy preservation, there have been 
two important approaches such as the randomization 
approach and the cryptographic approach. For
incorporating privacy preservation requirements in
various data mining tasks such as classification [6], 
Frequent itemsets [7] and sequential patterns [8],
several researcher have been so far carried out.

The presently followed privacy-preserving
protocols are based on the k-means algorithm [9],
Fuzzy c means clustering in which centers of
intermediate candidate cluster are not been revealed. 
These existing methods can enable privacy protection 
and security however with high communication
complexity. It is necessary for the data centers to send 
their data to the third party by maintaining the data 
privacy at the same time which becomes difficult task 
by means of the existing methods.These existing works
also avoids multiview point based clustering for
anonymized data thus consequently causes difficulty in 
solving data disambiguation problems.

The above discussed methods all deals about
microdata having single sensitive attribute. Such
methods when applied to microdata with multiple
sensitive attributes leads to lower data utility. Very few 
works only focus on microdata with multiple sensitive 
attributes. Moreover, present clustering methods still 
require more strong dissimilarity or similarity measures 
[10]. On the whole, it is clear that novel data mining
technology which handles clustering process faces the 
challenge to achieve privacy preservation during data 
sharing. The secure data retrieval and storage is
required to be achieved in many of the applications as 
expected by different organizations along with no
compromise in privacy for such cases. Data distribution 
in such methods can be either horizontal which means 
each party owns some tuples of data, or vertical
implying each party having some attributes of data.

Hence, novel privacy preserving knowledge
discovery methods have been specifically designed for 
handling disambiguated data. The available privacy
preserving data raining techniques seemed to be not 
suitable for handling disambiguated data. This work 
presents a novel privacy preservation multiview point 
based cuckoo search algorithm for solving horizontally 
partitioned data with multiple sensitive attributes and 
disambiguation data problem by means of graphical
representation method. Ramon-Gartner subtree graph 
kernel(RGSGK) method is used for solving the data 
disambiguation problems. Before data clustering, the 
data becomes unknown by carrying out data encryption 
with the secure key so as to achieve privacy with the 
help of Improved Ron Rivest, Adi Shamir and Leonard 
Adleman (IRSA)., IRSA methods have been proposed

for enabling parties to derive final results without
informing about the intermediate candidate cluster
centers thus helps in maintaining secure computation. 
Further, complexity and privacy analysis of the
proposed method has  also been provided.

MATERIALS AND METHODS

In this study, a novel horizontal partitioning
approach has been proposed for multi-view point
clustering of anonymized data. The proposed
anonymization methods is been differentiated from the 
present methods as multiple sensitive attributes has 
been employed for performing data anonymization. So 
far proposed existing methods have considered only 
single sensitive attributes to anonymize the data. It is 
important to ensure data security before performing 
anonymization.The process is performed by encrypting 
the original data matrix for each data holder using the 
Improved RSA (IRSA) encryption technique.
Generation of secure key is done between two different 
data holder in the data matrix. In case of known data 
matrix of data holder, data ambiguation problem results 
due to blanking certain fields in the table ad empty 
whereas some fields in the table gets repeated. Thus 
unique identification of an entry becomes impossible. 
To overcome such problems, Ramon-Gartner subtree
graph kernel (RGSGK) is been proposed in this work. 
The data table is formally converted into graph by using 
RGSGK method, so that to find the repeated attributes 
having the same attribute value in the table for solving 
the data disambiguation problem. The data
anoymization is then carried out using the IRSA
encryption algorithm by which the data is being
grouped based on single view point that measures 
similarity between the inter cluster similarity and
dissimilarity. The measurement of intra cluster
similarity measurement is also an important step in 
performing clustering process.With the help of cuckoo
search algorithm (CSA), multiview point based
similarity measurement is performed for data points of 
the anonymized data. In this paper, cluster privacy
could be attained by following the three steps; 

1. Solve data disambiguation problem by the Ramon-
Gartner subtree graph kernel(RGSGK) procedure
for multiple sensitive attributes 

2. Anonymize the original data with the secure key, 
by using Improved RSA (IRSA) encryption

3. Multiview point based CSA clustering algorithm
for anonymized data and it is called as MVCSA. 
The proposed clustering methods is used to cluster 
the anonymize data in multiview point manner with 
multiple sensitive attributes.
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Table 1: Illustrates the data matrix of the data holder

Tuples Gender Zipcode Age Occupation Salary Physician Disease

1 M 31200 70 Clerk 5600+ John 1
2 M 31200 71 Clerk 6000+ John 1
3 M 31204 71 Cook 4000+ Bob 2
4 F 42000 75 Teacher 8000+ John 2
5 F 32100 73 Teacher 6000+ Lucy 3
6 M 42005 69 Cook 5000+ Bob 2
7 M 42004 73 Police 10000+ Tom 1
8 M 31200 71 Clerk 5600+ John 1
9 F 31205 68 Teacher 10000+ Tom 3

Fig. 1: Diagrammatic representation of proposed
MVCSA clustering methods for anonymization 

The diagrammatic illustrated represents the steps 
involved in the proposed Multiview point based HSA
clustering algorithm as shown in Fig. 1.

For carrying out this process, formal definition of 
the problem become the first step followed by giving 
details on trust levels of the involved parties and the 
amount of preliminary information that must be known 
by each one. There are k data holders, such that k≥2,
each of which owns a horizontal partition of the data 
matrix D, denoted as Dk. It consists of k data holders  Dk
and single third party TP. The each data holder Dk
consists of data matrix Dmj and the data matrix consists 
of the a number of attributes and, b number of objects 
[r×a]. The distributed architecture is given in below
(Fig. 2) and data matrix for each holder is illustrated in 
below (Table 1).

In Table 1, disease categories belongs to {flu = 1, 
asthma = 2 and cancer = 3}.The conversion of quasi-
identifier  values  of  each  data  holder  matrix into new

Fig. 2: Illustrates the distributed architecture of data 
holder and third party [11]

values helps to solve the disambiguation problem.
However, the sensitive valuesof tableremained the
same.

Ramon-Gartner Subtree Graph Kernel (RGSGK)
method for data disambiguation: In Table 1 the
illustrates the data matrix of the each data holder, where 
the disambiguation data presents and after
disambiguated data is found in the table by RGSGK
method then convert those data into order manner by 
highest attribute value. In Table 1, let us consider G = 
G(V,E,L) be an undirected graph where V a set of 
vertices is  and E is a set of edges. Each attributes in the 
data matrix is represented as a vertex v∈V in the graph 
and an edge e∈E is added to the graph for every pair of 
vertices representing attributes which can potentially be 
the same heart patient which belongs to either one or 
two, L be the label of the graph kernel, that is the 
vertices assigns the labels names to nodes such as 
Gender (G), Zipcode (ZC), Age (A), Occupation (O),
Salary (S), Physician (PH) and Disease (D). The
representation of the diseases records which belong to 
one is given as same graph whereas those diseases 
records which belong to category two is been
represented as another graph which is applicable for all 
diseases. The data disambiguation problem can be

Third party

Data matrix 
of several 

data holders

Data disambiguation problem 
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Anonymize the Converted 
Data using IRSA algorithm 
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Table 2: Illustrates the data matrix of the data holder after RGSGK

Tuples Gender Zipcode Age Occupation Salary Physician Disease

1 1 24960 63 1 5600+ John 1
2 1 24336 65 1 6000+ John 1
3 1 23403 67 2 4000+ Bob 2
4 2 39900 74 3 8000+ John 2
5 2 25038 71 3 6000+ Lucy 3
6 1 40324 61 2 5000+ Bob 2
7 1 40743 70 4 10000+ Tom 1
8 1 23712 65 1 5600+ John 1
9 2 23590 60 3 10000+ Tom 3

Fig. 3: Example of the graph

performed by representing the set of the following 
constraints are between the different data attributes in 
the graph [12]. The neighbourhood N(v) of a node v is
the set of nodes to which v is connected by an edge, 
that is 

For simplicity, every graph is assumed to have n
nodes, m edges, a maximum degree of d and that there 
are N graphs in our given set of graphs. Let S(G) refer 
the set of subtree patterns in the graph in this work 
there a two types of the graphs based on the heart 
patient type. In the graph, the first subtree kernel was 
defined as reported [13] in which the pairs of nodes 
from different patterns has been compared as shown in 
the graphs 

represents vertices of the graph of the current data 
sample and V′ represents vertices of the graph of the 
remaining samples which are represented in the graph 
by iteratively comparing their neighbourhoods. 

(1)

(2)

α be the randomly assigning weight values for same 
attribute value, for same attributes with same value the 
h = 1. If the attributes values are different then h is 
greater than one. The set of relations between two 
records (xn and xm), even direct or indirect, are
represented as rnm. λk is the weight applied to the 
attribute value if both belongs to same attribute with 
different values. In our table convert this into graph in 
the following manner (Fig. 3),

The variable weight value for two different rows 
has only been applied which maintains the same
attribute values and it belongs to h=1, assign α weight 
value if it is higher value than all the remaining records 
higher weight value is also assigned to this attribute 
value for same heart patients. So disambiguation
problem is applicable to rows 1, 2, 8 in the Table 1. In
this example the record 1, 8and have all the values of 
the attributes have same values, so disambiguation 
occurs. Final weight value is applied to the record 1 as,

(3)

(4)

Similarly it is also applied to entire record 1 in the 
table then values are converted based on this calculated 
value, similarly it is also applied to record 3 for all 
attributes since it comes under as the second part in the 
table, so the disambiguation problem is solved by
calculation of the weight values and then original table 
values also changed it improves the privacy accuracy 
since original value are changed as unknown values.
Based the attribute value the weight is multiplied as 
high for individual data in the Table 1. RGSGK task 
determines the best disambiguation problem results for 
the vertices, given a set of conditions. In this case, the 
conditions are the edge weights, which represent how 
strong are the involved constraints. Positive weights 
indicate that both adjacent vertices should be in the 
same attribute value in the records from Table 1. The
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results of solved data disambiguation problem is shown 
in Table 2.

Gender (G), Zipcode (ZC), Age (A), Occupation
(O), Salary (S), Physician (P) and Disease (D).
Occupation {Clerk = 1, Teacher = 2, Cook = 3, Police =
4}. Each data holder needs to cluster their data, the 
cluster algorithm is available in the third party but the 
third party and the other data containers are semi
trusted. So, if the data is send directly to the third party 
then whole data may be known by, all other data holder 
and third party. Since, there is a necessity to anonymize 
the original data before sending the data to the third 
party. Here, apply IRSA encryption process to the
entire original data with secure key to anonymize the 
original data. That secret key is important aspect for 
achieving the privacy of data. With the help of IRSA 
algorithm, attain the secure key. Third party’s duty in 
the protocol is to govern the communication between 
data holders, construct the dissimilarity matrix and
publish clustering results to data holders. 

Improved RSA encryption for data anonymization:
In the proposed IRSA, the construction of the secure 
and public key for each data holder is usually partially 
trusted with third party and both. The third party then 
tend to generate one public key for all data holder for 
sending the network in public manner by hiding some 
important value. The new private key is then calculated 
by every data holder with the help of the received 
public value from the third party. The two main steps 
involved in the generation of the secure key are as 
follows:

• Public key generation in third party
• Secret key generation in data holder 

Efficient RSA was introduced for performing the 
anonymization for each data holder data matrix. It
makes use of the common linear assembly of array h
ofdata holder in the communication by choosing n 
blocks and individual data holder matrix arbitrarily
from the sphere of numeral value mod n [14]. KeyGen 
is a key generation algorithm that is run by the data 
holder to generate the key values for each data matrix to 
setup the scheme. In this step user defines the public 
and secret key factors for each and every data holder 
data matrix by implementation of keygeneration
KeyGen. The proposed IRSA algorithm the key
estimation ϕ(n,h) is done for each holder data matrix. In 
efficient RSA, estimation of key ϕ(n,h) is defined as 
follows:

(5)

The above mentioned key estimation value helps to 
improve the security level for data matrix of each data. 
In this efficient RSA algorithm, r has been defined as 
random integer number for each data holder data
matrix. As it was explained previously, it is estimated 
based on the encrypted data e which have be the same 
size as (n). Moreover, decrypted data matrix d has been 
calculated according IRSA algorithm and the
assessment of γ(n,h). However, in the proposed
algorithm the encryption procedure has been performed 
for cloud user the key values are created t o  each
user,then decryption process will dissimilar from usual 
decryption process in IRSA.In an IRSA system, a user's 
keys are created based on number of data holders and a 
secret key is used to perform the anonymization process 
for each data holder’s matrix.

Key generation algorithm 
Randomly choose two prime number for each data
holder data matrix,two prime numbers p,q and calculate 
n = p.q
Calculate ϕ(n) = (p-1)(q-1)
Calculate

Select, r has been defined as random integer number r 
for each data holder such as 1<r<n and gcdr,ϕ = 1 and 
gcdr, γ = 1, (must be a smallest integer number).
Calculate exponent e encryption key for each data
holder such as r.e ≡ 1modϕ () and 1<e<ϕ(n).
Calculate d for each data holder whose key is generated 
from encryption part to retrieve and anonymize the data 
such as d.e ≡ 1modγ () and 1<d<γ(n)
Public Key e. Private Key, d.
Encryption procedure
Suppose user A needs to distribute information to third 
party (represent m as an integer in the range of 0<M<n)
Third party send a public key generated from Efficient 
RSA to data holder A,generate ciphertext

c = ((memodn)emodn)

Decryption procedure 
Third party will decrypt the anonymized data, return 
anonymized data with secret key.

m = ((crmodn)dmodn)

Every data holder and the third party must have 
access to the comparison functions so that they can 
compute distance/dissimilarity between objects for
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clustering the anonymize data. Data holders are
supposed to have agreed on the list of attributes that are 
going to be used for clustering beforehand. This
attribute list is also shared with the third party so that 
TP can run appropriate comparison functions for
different data types. Finally, construction of the
dissimilarity matrices by the third party is been
performed for each attribute separately [15].

Multiview point based CSA clustering algorithm
for anonymized data: In the network, only third 
party gets the cipher text from all the data holders.
To perform MVCSA Clustering methods for cipher
text of all data holders, some of cuckoo species carry 
out the obligate brood parasitism by laying their
eggs in the nests of host birds and hence the cuckoo 
search was inspired. In this work, each one of the
cuckoo is considered as anonymized data holder
data matrix from IRSA algorithm it is perform
multiview point based clustering based on the laying 
their eggs which means it satisfies Distance matrix,
Dissimilarity matrix, Io&Ij. The evolution of cluster
datapoints for anonymized data happens as the 
female parasitic cuckoos can imitate the colors
and data points are chosen based on the distance
similarity and cluster similarity value for each
anonymized data holder data. This increases the 
multi-view point based clustering result for anonymized 
data. In this case, if host selected data points from
anonymized data are not discovered andnot satisfy 
cluster similarity function, those selected anonymized 
data are abandoned or else new ones are buildbased on 
three idealized rules:

• Each cuckoo lays one datapoint from anonymized 
data at a time and dumps it to cluster;

• The best clustering is formed based on the highest 
fitness value for each anonymized data and worst 
fitness function will be carried over for next cluster
generations;

• The number of available anonymized data point is 
fixed for cluster with highest probability Pa∈[0,1].

To improve the convergence rate of multiview
point based clustering for each cuckoo of anonymized 
data the following steps are additionally added in
this work:

(1) Using adaptive step size to adjust search range of 
multiview point based clustering between
anonymized datapoints.

(2) Using hybrid encoding to represent each number of 
anonymized datapoints with two forms for each 
cuckoos search.

(3) Using greedy transform method to repair the
infeasible cluster datapoints for anonymized data 
and optimize the feasible datapoint to each
cluster [16].

In MVCSA auxiliary search space for anonymized 
datapoints ad′, which denotes a subspace of n
dimensional real space Rn where, ad⊂Rn is called active 
search and ad is called passive search. The
representation of each anonymized datapointsin the
cuckoo individual population is done by using the two 
tuples 〈adi,adbi〉 (i = 1, 2,...,), adbi. The multiview point 
based clustering is then performed based on the fitness 
function for each anonymized data and n total number 
of anonymized datapoints. The assumption of Sigmoid 
function aims in transforming the original anonymized 
datapoints into binary vector, adbi.The approach is 
worked out as follows:

(6)

The conversion of the datapoints of each cluster 
from anonymized datapoints into descending order
works on the basis of the fitness function and confirmed 
as clusterif the fitness value is satisfied, clustering is 
formed. In the second stage, the remaining number of 
datapoints in the anonymized data willbe changed from 
zero to one until it satisfies the fitness function for 
clustering multiview point anonymized datapoints.The
fitness value of each cuckoo is determined based on 
two criteria functions Io&Ij based on the calculation of 
the distance matrix and dissimilarity matrix.

Distance matrix: The distance matrix helps in finding 
the distance between all data points with selected
cluster centroids. It also enables easier calculation of 
the third party in the similarity matrix and dissimilarity 
matrix. With the help of the distance matrix, finding the 
similarity matrix becomes simple. The similarity matrix
is [n*cn] matrix where n is number of data points and, 
cn is the selected cluster centroid. The matrix consists 
of similarity value of each data point that moves
to the cluster centroid. The following equation (7)
allows to find the similarity value of data points with
each cluster.

(7)

From the above equation Sxy the x denotes the data 
point and y denotes the cluster centroid. Based on the 
distance from the cluster centroid to the data points,
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third party calculates the similarity value of each 
data point. The similarity value of the data point
declares, how much the data point is closer with
correspond cluster centroid. The data point moves to 
the cluster centroid which, has the highest similarity 
value among them. 

Dissimilarity matrix: The dissimilarity matrix is also 
[n*cn] matrix which consists of dissimilarity value of 
the data point with the cluster centroid. The
dissimilarity value describes how much distance is
required to the data point go away from the
cluster centroid. The following equation (8) is used 
to find the dissimilarity value of data points with
each cluster.

(8)

In the above equation i corresponds, to the data 
point and j corresponds to the cluster centroid. Now 
have to find the maximum distance of each cluster and 
subtract with the data point. This result is dissimilarity 
value of the data point. With the help of the
dissimilarity value, the third party can calculates
dissimilarity matrix by the following equation (9).

(9)

Their loudness and emission rates will be updated 
only if the new solutions are improved, which means 
that these bats are moving towards the optimal solution. 
The final form of our criterion function Io is, 

(10)

 denotes the dissimilarity matrix value based on 

the heart rate value and Sxy represents the similarity 
matrix,c denotes the cuckoo (cipher text value of the 
data holders), cr denotes the ciphertext value of the data 
holder alognwith the diseases type. The second criteria 
function Ij to perform the clustering process is defined 
as follows: 

(11)

The updating of new anonymized datapoint
population position based on the following conditions:

(1) The anonymized datapoints position is updated 
with adaptive step size. 

(2) The probability adPai of alien eggs found by host 
birds is excluded from the CS and genetic mutation 
probability (adPmi) is included in the ICS. The

 is the adaptive step 

of the jthcluster of the ith datapoint and then the 
confidence interval (CI) of the every anonymized 
cluster datapoint is defined as CIij∈[-stepj, stepj].
Here, “best” and “worst” are the indexes of the 
global best datapoint and the worst datapoint 
correspondingly. And rj and rand(⋅) are all
uniformly generated random numbers in [0, 1]. The
entire work explanation of the proposed algorithm 
to cluster the anonymized datapoint is shown in 
algorithm 3

Algorithm 3: Multiview point based CSA Clustering 
algorithm
Step 1: Initialization
Generate m cuckoo nests randomly

Step 2:Calculate the fitness for each individual from
(7)-(11)
Set the generation counter G = 1.
Set mutation parameter dpm.
Step 3: Sorting-According to similarity values from
fitness function a length n is formed for anonymized 
data samples
Step 3.1:
While (the stopping criterion is not satisfied)
for i = 1 to m
for j = 1 to n

 Apply new position 
 For i = 1,….n

If

Step 3.2 : Repair the illegal individuals and optimize 
the legal individuals repair stage 
i = 1; 

While (Tempc≤C)
if (adpi = 1) then
cadpi = 1;
i = i+1;

;

end if 
end while
optimize stage
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For j = i to n

if (Tempc≤C) then
cadpj = 1;
Else
cadpj = 0;
end if
end for
Cluster = (cadp1, cadp2,….,cadpn), computation is
terminated
 end for
 end for
Step 4: Keep best cluster datapoints,
Rank the solutions and find the current best 
(cadpbset, f(cadpbset)).
G = G+1
Step 5 : End while 

EXPERIMENTATION RESULTS

The experiments used for evaluating the
performance of proposed MVCSA Clusteringwith MSA 
for horizontal partitioning data have been explained and 
discussed in detail. For measuring clustering results, the 
following performance evaluation metrics such as
communication cost analysis and running time analysis, 
Information loss, utility, privacy loss and clustering 
methods accuracy has been carried out. For two data 
sets such as Adult Dataset and Housing Data Set 
derived from UCI Machine Learning Repository [15]
datasets for horizontally partitioning data, the
experimentation work is conducted.Datasets becomes 
appropriate to these experiments as scalability and 
efficiency of our clustering methods has been tried to 
be evaluated for horizontally partitioned data by
varying parameters. Data generator is developed in 
Eclipse Java environment. Adult data set from the UC 
Irvine machine learning repository is comprised of data 
collected from the US census. The description of the 
dataset is given in Table 3. Tuples with missing values 
are eliminated and there are 45,222 valid tuples in total. 
The adult data set contains 15 attributes in total.

The Housing Data Set is described in Table 4. It 
totally contains 14 attributes in total. Divide datasets 
into datasets of size 2K, 4K, 6K, 8K and 10K where k 
represents thousands.

In our experiments, use IRSA to generate secret 
key and convert into ciphertext for data holders’ inputs 
to hide data matrix. The secret key is shared between 
two different third-parties with data holders and the 
resulting becomes anonymizeddata, it is used for
multiview point based clustering in MSA. The
communication cost of the proposed IRSA encryption
algorithm  and  existing  encryption  algorithms  such as

Table 3: Description of the adult data set

No Attribute Type # of values

1 Age Continuous 74
2 Work class Categorical 8
3 Final weight Continuous NA
4 Education Categorical 16
5 Education-Num Continuous 16
6 Martial-Status Categorical 7
7 Occupation Categorical 14
8 Relationship Categorical 6
9 Race Categorical 5
10 Sex Categorical 2
11 Capital-Gain Continuous NA
12 Capital-loss Continuous NA
13 Hours-Per-Week Continuous NA
14 Country Categorical 41
16 Salary Categorical 2

Table 4: Description of the housing data set

No Attribute Type

1 Per capita crime rate by town Continuous
2 Proportion of residential land zoned Continuous
3 Proportion of non-retail

business acres per town Continuous
4 Charles River dummy variable Continuous
5 Nitric oxides concentration Continuous
6 Average number of rooms per dwelling Continuous
7 Proportion of owner-occupied

units built prior to 1940 Continuous
8 Weighted distances to five Boston 

employment centres Continuous
9 Index of accessibility to radial highways Categorical
10 Full-value property-tax rate Continuous
11 Pupil-teacher ratio by town Continuous
12 Proportion of blacks by town Continuous
13 Lower status of the population Continuous
14 Median value of owner-occupied homes Continuous

Advanced Encryption Standard (AES) [16], Diffie
Hellman Key Exchange Algorithm (DHKEA) [11],
Modified Diffie Hellman Key Exchange Algorithm
(MDHKEA), Ring-Based Fully Homomorphic
Encryption (RBFHE).

Figure 4 implies the communication cost of
proposed IRSA and the existing methods such as
MDHKEA, DHKEA and AES, the communication cost 
of proposed work will increases when compare to 
existing methods. Adult dataset containing 10K entities 
is evenly distributed among data holders in these tests. 
It shows that the communication cost of proposed
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Fig. 4: Communication cost vs. methods for adult data set

Fig. 5: Communication cost vs. methods for house data set

Fig. 6: Running time vs. Clustering Methods for adult data set

IRSA system is increases dramatically due to secure comparison when compare to existing methods is negligible to 
all methods AES, DHKEA, MDHKEA, RBFHE.
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Fig. 7: Running time vs. clustering methods for house data set

Figure 5 implies the communication cost of
proposed IRSA and the existing methods such as
MDHKEA, DHKEA and AES,the communication cost 
of proposed work will increases when compare to 
existing methods. House dataset containing 10K entities 
is evenly distributed among data holders in these tests. 
It shows that the communication cost of proposed IRSA 
system is increases dramatically due to secure
comparison when compare to existing methods is
negligible to all methods AES, DHKEA, MDHKEA,
RBFHE, since proposed work additionally support
MSA for anonymize data.

Figure 6 shows that the running time taken of
clustering algorithm methods such as K-Means
algorithm, Fuzzy C Means (FCM) clustering, Gaussian 
Firefly algorithm (GFA), Multiview point
BAT(MVBAT) clustering and MVCSA clustering
algorithm. The way of clustering proposed MVCSA is 
different from existing methods, since the proposed 
work MSA supported to perform the MVCSA
clustering and similarity values are measured based on 
two criteria functions Io&Ij it is used as fitness function 
for CSA.The running time of proposed MVCSA is not 
exceeds more running time when compare to existing 
clustering methods for adult data set, since the proposed 
work data disambiguation problem is solved by using 
RGSGK and MSA is supported in this work.

Figure 7 shows that the running time taken of
clustering algorithm methods such as K-Means
algorithm, FCM clustering, GFA, MVBAT and
MVCSA clustering algorithm. The way of clustering 
proposed MVCSA is different from existing methods, 
since the proposed work MSA supported to perform the 
MVCSA clustering and similarity values are measured 
based on two criteria functions Io&Ij it is used as fitness
function for CSA. The running time of proposed

MVCSA is not exceeds more running time when
compare to existing clustering methods for house data
set, since the proposed work data disambiguation
problem is solved by using RGSGK and MSA is
supported in this work.

F-Measure: The F-Measure quantifies the extent of
clustering as it combines the precision and recall thus 
constituting a well-accepted and commonly used
quality measure for automatically generated document 
clustering’s. Let D represent the set of data matrix and 
let C = {C1,…,Ck} be a clustering of D. Moreover, 
let  designate the reference
partitioning. Then the recall of cluster j with respect to 
partition i,rec(i,j), is defined as . The

precision of cluster j with respect to partition i, prec(i,j),
is defined as  The F-Measure combines 

both values as follows,

(12)

Based on this formula, the overall F-Measure of a 
clustering C is:

(13)

The clustering results of proposed MVCSA is
measured based on F-measure parameter and match 
point between the four raw cluster structures, results 
are demonstrated in Fig. 8 for adult dataset. The F
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Fig. 8: F measure accuracy for clustering methods in adult data set

Fig. 9: F measure accuracy for clustering methods in house data set

measureresults of proposed MVCSA achievehave
higher F measure value than existing clustering
methods. The proposed work performs based on multi 
sensitive attributes (MSA) by which anonymization is 
performedfor comparing it with existing methods. The 
proposed work also enables additionamultiview point 
based similarity measurement based on two criteria
functions Io&Ij.

The clustering results of proposed MVCSA is 
measured based on F-measure parameter and match 
point between the four raw cluster structures, results are 
demonstrated in Fig. 9 for house dataset. The F measure 
results of proposed MVCSA are found to achieve

higher F measure value than existing clustering
methods. As the proposed work is based on multi
sensitive attributes (MSA) based anonymization,
additional multiview point based similarity
measurement is been performed based on two criteria 
functions Io&Ij.

From the results, the similarity between the
privacy-utility loss in horizontal data partitioning data 
for  anonymized  data  has  been  demonstrated  and  it 
is  measured  between  the  encryption  algorithm for 
adult  dataset  and  house  dataset.  It  is  also  showed 
that IRSA method for privacy preservation of
anonymized data havebeen better than existing
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Fig. 10: Privacy loss vs. utility loss comparison for adult dataset 

Fig. 11: Privacy loss vs. utility loss comparison for house dataset 

encryption methods. Theresults of adult dataset
between existing encryption methods and proposed 
system isdemonstrated in Fig. 10.

The results demonstrated the similarity of the
privacy-utility loss in horizontal data partitioning for 
anonymized data and it is measured between the
encryption algorithms for house dataset as shown in 
Fig. 11. It shows that IRSA method for privacy
preservation of anonymized data has better data utility 
than existing encryption methods.

CONCLUSION

This novel privacy preservation multi-view point 
based clustering framework for horizontally partitioned 
databases has been presented in this work. The
computation of clusters in anonymized data is
performed by means of clustering framework for secure 
similarity and dissimilarity metrics of each data holder.
Prior to clustering process, the data disambiguation 

problem is first solved using RGSGK. In recent days, 
anonymization has been receiving intensive research 
interest. However, the risk of privacy in the multiple 
sensitive attribute case hasnot been focused so far. The 
present work ensured the privacy by performing
anonymizationbased on IRSA, in which secret key is 
generated for each data holder data matrix so that to 
anonymize each data based on the generated secret key. 
To perform clustering process for multiview point
based anonymized data, two criteria functions
I_o&I_Jhave been introduced to measure the similarity
and dissimilarity values of data points. These criteria 
functions are considered as the fitness function for 
CSA. The implementation of horizontal partitioned
MVCSA clustering algorithm by which the effective
combination of secure multi-party computation can be 
possible. By this method, the MSA data is kept hidden 
in clustering mining process for achieving privacy
preserving. Further, privacy for individual data holder 
data matrix is also been protected so that the results of
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clustering mining has been realized with the accurate 
results. Experimentation results have also proved the 
correctness and the security of the algorithm.
Comparis on of the experimentation results of proposed 
MVCSA with other state-of-the-art clustering methods 
has been conducted for measuring UCI machine
learning datasets, adult dataset and house datasetin 
terms of F measure, accuracy, running time. This paves 
way for the future work attempting to provide privacy 
preserving clustering over arbitrarily partitioned
database for categorical attributes and mixed attributes.
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