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Abstract: Cryptography and steganography are two conventional techniques used to cipher or hide information
or data in existing communication. Cryptography is the art of saving information by encrypting it into an
obscure format. On the other hand, steganography is the art and science of secret communication to send
messages in a way which hides even the existence of the communication. In cryptography method, the message
sends in an incomprehensible form in order to only the recipient can remove the disguise to extract and read
the encrypted text. Conversely, in steganographic systems, the data embedded into a harmless digital media
file like image, video, or audio and the file transmitted. Although cryptography and steganography provide an
acceptable level of security when used separately via communicating in the unreliable medium like the Internet,
advances in steganalysis make it a constantly evolving field. This paper aims to improve a new scheme of
hiding a secret message in an image, by exploiting the benefits of combining cryptography and steganography.
A new proposed encryption method is combined and tested with two steganographic methods separately in
order to show and prove its performance and effectiveness. The two steganographic methods are Simple LSB
and color image based data hiding (CIBDH). Experimental results are then evaluated in terms of imperceptibility,
capacity and robustness. Results achieved indicate that the two proposed DELSB and DECIBDH methods are
encouraging in terms of security, capacity and robustness.
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INTRODUCTION Cryptography and Steganography are well-known

Covert communication is one of the most major order to cipher or hide their existence respectively.
concerns in today's world. With the growing needs of the Steganography is the art and science of communicating in
secure means to transfer an information via the Internet, a way which hides the existence  of  communication  [1].
the process of exchanging information secretly through On the other hand, cryptography is the enciphering and
open channels become valuable due to the increase of deciphering of data and information with a  secret  code
data to be exchanged over the Internet. Hence, the so it cannot be understood [2]. The Steganography hides
confidentiality and integrity of data requiring protection the message so it cannot be seen. The digital data like
of unauthorized access and use of wanton, has led to image, audio and video used as a cover in a technical
tremendous growth in the field of data hiding. Many steganography. Hiding information in an image is the
researchers  have invented or developed different most popular type because of the large exchange on the
methods to encrypt and hide  information.   However, Internet; it looks common and unsuspicious after the
there are always urgent needs to create and develop new embedding process.
concealment schemes and algorithms, due to simple Least Significant Bits (LSB) is the simplest and most
techniques are becoming easily detectable by reliable approach to insert or conceal a message into an
steganalysis, which is an integral field of defeating image [3]. However, Samidha and Agrawal [4] suggested
steganogrphic techniques. a  new  method  depended  on   Color   Based  Data Hiding

and widely used techniques that handle information in
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Fig. 1: Combination of Cryptography and Steganography are the most widely used techniques to overcome this
(Encryption/Decryption processes) threat and have received more attention from the research

(CIBDH) that will be use  and  examine  in  this  research. the c ombined of these two techniques are often achieved
In this way, the concealment process performed via higher levels of security [6]. Usha et al. [7] proposed an
certain color of a whole image. Hence, the changes affect encrypting system, by combining techniques of
only the selected color, so human eye unable to recognize cryptography and steganography with data hiding.
petty changes. Instead of using a single level of data encryption, the

Cryptography systems can be broadly classified into message is encrypted twice. Conventional techniques
symmetric-key systems that use a single key, both the have been used for this purpose. Then the cipher is
sender and the receiver have and public-key systems that hiding inside the image in the encrypted format for further
use two keys, a public key known to everyone and a use. It uses a reference matrix for the selection of
private key that only the recipient of messages uses. In passwords depending on the properties of the image.
Cryptography, a cipher message, for instance, might Bharti and Soni [8] proposed a novel scheme based
provoke suspicion on the part of the recipient while an on steganography and cryptography to embed data in
invisible message created with steganographic methods color images. This method showed its larger capacity for
will not. However, steganography can be useful when the hiding data than other methods it is very efficient,
use of cryptography is illegal. Where cryptography and especially when applied to those images whose pixels are
strong encryption are barred, steganography can avoid scattered homogeneously and for small data. Marwaha
such policies to pass the message secretly. However, and Paresh [9] used traditional cryptographic techniques
steganography and cryptography differ in the way they to achieve data encryption and visual steganography
are judged. Cryptography fails when the “enemy” is able algorithms have been used to hide the encrypted data.
to access the content of the cipher message, while Multiple cryptography proposed where the data was
steganography fails when the “enemy” detects that there encrypted into a cipher and the cipher will be hidden into
is a secret message present in the steganographic a multimedia image file in the encrypted format.
medium. The combination of steganography and Umamaheswari [10] compressed the secret message,
cryptography will enhance the security of the data encrypted it by the receiver’s public key along with the
embedded. This combined will satisfy the requirements stego key and embeded both messages in a carrier using
such as capacity, security and robustness for secure data an embedding algorithm. Kandar and Maiti [11] proposed
transmission over an open channel. a technique of well-known k-n secret sharing for color

A pictorial description of the combined concept of images using a variable length key with share division
cryptography and steganography is shown in Figure 1. using random numbers. Bairagi [12] describes how such

Even though the cryptography and steganography an even-odd encryption based on ASCII value is applied
each provides security, this study proposes to combine and how encrypted message converting by using Gray
both cryptography and steganography methods into one code and embedding of picture that can secure the
system in order to provide high imperceptibility, capacity message and thus makes cryptanalyst’s job difficult.
and robustness, by using two security levels. A new A recent study by Pandey and Shrivastava [13]
proposed encryption technique based on [5] named as the proposed combined approach of Secure Medical Image,
Dynamic Encryption techniqueis used; it is combined and by using encryption and steganography; the image is
tested with two steganographic techniques that are LSB embedded using lossless LSB data hiding method with
and CIBDH separately to prove its performance and patient information and then embedded image is
efficiency in terms of capacity, imperceptibility and encrypted using two share method. To avoid the noise
robustness. The new encryption technique used five bits and to improve the security they suggested to apply
to represent each character in the message, so five pixels encryption after embedding of image with patient
of the image needed to conceal each character. information for complete encryption of both image and

Related Work: In recent years, there has been a rapid
growth of communications security over the internet and
the threat of a trespasser gained access to secret
information has been an ever present concern for the data
communication experts. Cryptography and steganography

community. The reason of this growing interest is due to
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patient information and applied steganography for more (Date Encryption Standard) and RSA (Rivest Shamir
security so that complete information of the embedded Adleman) algorithms; a combination of both provides
encrypted image is hidden. superior security control. The suggested algorithm is

Song et al. [14] demonstrated that a new secure modified BPCS (Bit Plane Complexity Segmentation)
communication protocol can be conducted by combining steganography technique that can replace all the “noise-
steganography and cryptography techniques based on like” regions in all the bit-planes of the cover image with
the LSB matching method. This study shows that the secret data without deteriorating the image quality.
cover media employed focuses on grayscale images and According to the experiments, the messages can be
the Boolean function is used for encryption and successfully camouflaged in the cover image and the
controlling the pseudo-random increment or decrement of stego images have satisfactory quality and a large
the LSB. Different from the methods of doing encrypting capacity of embedded secret data and extracted from
and hiding separately, the finding from this study stego-image without the assistance of the original image.
reported that this protocol, unlike the traditional methods Semidha and Agrawal [4] suggested a new method of
of doing the encrypting and hiding separately, hiding data based on random pixel position of an image.
accomplished encryption and hiding at the same time, In this method, one fixed color is used to hide secret data;
therefore less computation  was  needed  than  the the confidential information is hidden in a binary stream
existing methods while maintaining high visual quality. of the image intensity color.
This method is easy to be implemented, also has almost
optimal embedding ratio, as well as highly robust to resist Proposed Algorithm: In this paper, the Dynamic
regular steganalysis, such as RS analysis, GPC analysis, Encryption scheme was combined and tested along with
÷2 analysis. Nandakumar et al. [15] used examples of two steganographic methods separately to show and
combining steganography and visual cryptography prove its performance and effectiveness. The secret
techniques as evidence. In the proposed method, secret message is encrypted and then embedded in one of the
data are embedded using a Matrix embedding technique two steganographic methods which are LSB and CIBDH
using Hamming codes and shares are generated from this [18].
stego image using the Random Grids method. The main The proposed algorithms items for the encryption
advantage of the Random grids method is there is no pixel stage are as the following:
expansion; hence embedded secret data can be fully
recovered on stacking the shares. Input: cover image + secret message

Sarmah and Bajpai [16] have presented a new system Output: stego-image + private key
for the combination of cryptography and Steganography
using four keys which could be proven a highly secured The private key is an important item in the Dynamic
method for data communication in near future. The results Encryption stage and it is given as follows:
showed that the proposed method provides acceptable
image  quality  with  very  little distortion in the image. Private Key = P1 + P2 + P3
The main advantage of this Crypto/Stegno System is that
the method used for encryption, AES (Advanced The details of P1, P2 and P3 are given in Table 1.
Encryption Standard), is very secure and the DCT
(Discrete Cosine ransform) transformation Steganography First Proposed Algorithm: Dynamic
techniques are very hard to detect. Encryption and Simple LSB (DESLSB): A pictorial

Prema and Natarajan [17] designed and implemented description of the Dynamic Encryption and Simple LSB
securely algorithm using genetic algorithm  along  with (DESLASB) algorithm, which combined concepts of
visual cryptography to ensure improved security and cryptography and steganography based on Simple LSB,
reliability. The security features of the steganographic are is shown in Figure 2.
highly optimized using a genetic algorithm. The proposed The embedding scheme consists of cryptographic
system is highly resilient against RS (Resistence Secure) and steganographic stages. In cryptographic stage, the
attack and optimally used for gray scale output in visual public key and the secret message used to produce
secret shares making it highly compatible for real-time encrypted message. Moreover, in steganographic stage
applications. Bansod et al. [18] suggested algorithm the encrypted message concealed in the cover image
based on hybrid cryptographic techniques built on DES using a Simple LSB technique to produce the stego-image.
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Fig. 2: General flowchart of DESLSB algorithm

Table 1: Private key elements
Key parts Description
(P1) First letter code in the message
(P2) No. of embedding bits = no. of message characters * 5
(P3) * First store position in the image (for Simple LSB)

* Specific intensity color value and image positions array (for color image based data hiding)

Table 2: Code numbers of English language
Code No.  Char.  Code No.  Char.  Code No.  Char.  Code No.  Char.
01 A 08 H 15 O 22 V
02 B 09 I 16 P 23 W
03 C 10 J 17 Q 24 X
04 D 11 K 18 R 25 Y
05 E 12 L 19 S 26 Z
06 F 13 M 20 T 27 SPACE
07 G 1 N 21 U

On  the   other hand,    in    decrypting   steps,  the Cryptographic Stage:
private   key    and    stego-image      are     used to Create Table 2 which assigns a code number to each
retrieve   the  secret   message using the extracting character in the English. Table 2 considered as a
scheme. public key which should be known for both parities.

Images of size 256 × 256 are used in all tests. The Based on Table 2, the first part of the private key (P1)
Simple LSB technique is used to hide the binary stream equals to the corresponding code for the first
bits in the eighth bit of the pixels; LSB technique requires character in the secret message.
seven bits to represent each character in the secret Create Table 3 which is the number of columns is 1 to
message. 27 and the row’s number equals to the number of

Embedding Scheme: The embedding scheme consists of with the first character in the message and continue
cryptographic and steganographic stages. alphabetically for other rows and columns. 

message’s characters. The first row and column start
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Table 3: The general dynamic table

Apply Table 3 to obtain the decimal code values (i.e. Use the first character to create Table 3.
column numbers) that corresponding to each Based on Table 3, extracting operation performed by
character in the message. The values range between retrieved each character corresponding to the
1 to 27. identical decimal value code from first row of Table 3
Convert decimal code values to binary code values. and continuing sequentially until getting all secret
Five bits for each value. message characters.

Steganographic Stage: Second Proposed Algorithm: Dynamic Encryption and
The Simple LSB method used to embed the secret CIBDH (DECIBDH): Figure 3 describes the general
message into an image; the last bit in each pixel used diagram of the second proposed algorithm, Dynamic
sequentially to conceal one of the binary stream bits Encryption and Color Based Data hiding (DECIBDH) that
of the cover image. combined concepts of cryptography and steganography
Stego-image and private key are achieved. based on color image data hiding.

Extracting Scheme: restore the secret message respectively. The embedding
Read the stego-image and the private key. scheme consists of cryptographic and steganographic
Retrieve the eighth bit for the image pixels that starts stages. In cryptographic stage, the public key and the
with the first embedding position using P3 of the secret message are used to produce the encrypted
private key until the number of message’s character message; 5 bits used to represent each character.
(P2 of the key). Moreover,  the  steganographic  stage begins with
Split the stream of bits into groups of 5 bits; then reading  and  cropping  the cover image, after that
convert each 5 bits to decimal value. counting  the  numbers  of  image  intensity  color in all
Use Table 2 to find the first character in the secret the  cropped  image. The next step is comparing the
message, which is corresponding to the code value number of  encrypted  message bits with all intensity
of part P1 of the private key. color  numbers;   if   the   condition   satisfied,   embed  the

Embedding and extracting schemes used to hide and
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Fig. 3: The general flowchart for DECIBDH algorithm

encrypted message in the specific intensity color in the embedding), also store the embedding positions in an
image; if not, then create new crop image or try with new array. If not, make a new crop image or try with new
image. cover image, then repeat steps 2 – 4.

On the other hand, in extracting scheme the private Stego-image, private key and embedding store
key, stego-image and store positions array used to positions array are achieved.
retrieve the concealed message. In all tests, images of size
256 × 256 and 512 × 512 are used; the images are cropped Extracting Scheme:
to size 128 × 128 to keep the image features. Read the stego-image, private key and the store

Embedding Scheme: Embedding scheme consists of the Retrieve the  eighth  bit  for  the  image  pixel
two substages which are cryptographic and according  to  the store positions array. The number
steganographic stage. of bits that should be retrieved are equal to the

Cryptographic Stage: Thes same steps are used as key).
explained in section 3.1.1(a). Split the retrieved stream bits into groups of 5 bits;

Steganographic Stage: Use Table 2 to find the first secret message character
Read the secret message and encrypt it. which corresponding to the code value of the part
Read the cover image and crop to 128x128 size. P1of the private key.
Count the no.(s) of intensity color in the cropped Use  the  first secret message character to create
image. Table 3.
Choose the color intensity, which has a count Based on Table 3 extracting operation performed by
number equals to the character message count retrieved each character corresponding to the
number. identical decimal value code from one row of Table 3
Embed the secret message into the cropped image in and continuing sequentially until getting all secret
the specific intensity color positions (i.e. random message characters.

positions array.

number of the message’s character (P2 in the private

then convert each 5 bits to decimal value.
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Performance Measuremen: Experimental tests performed where, M and N are the two dimensions of the image size.
on grayscale and true color images of size 256 × 256 and For proposed encryption method, each character
size 256 × 256 and 512 × 512 for first and second represented in 5 bits, the maximum capacity is calculated
algorithms respectively. Equation (1) and Equation (2) using Equation (4) as follows;
used to calculate PSNR and MSE. PSNR considered as the
most accurate metrics to judge the imperceptibility C  = (M x N) /5 (4)
marvelously. In addition, MSE is the other metric function,
which can be used to estimate the robustness of the RESULTS AND DISCUSION
stenographic method. The capacity, which is the maximum
amount of embedding messages in an image, measured by The experimental results performed in terms of
using Equation (1) and Equation (2) as follows: capacity, imperceptibility and robustness.

Capacity Results: Table 4 illustrates the maximum
(1) capacity for different image sizes for both proposed

and true color images. In all image sizes, the capacity for
(2) a proposed algorithms are higher than the capacity in

where A, B represent the matrix data of original and cover
image respectively, while x, y represent the number of PSNR and MSE Measurements for DELSB Algorithm:
rows and columns of original and cover images. Different host images are used in this study, grayscale

Only one bit of the encrypted secret message used to images and true color images are shown in Figure 4 and
embed in each pixel. In the Simple LSB insertion method, Figure 5 respectively, before and after embedding using
7 bits used to represent each character. Equation (3) used the proposed method. Table 5 and Table 6 show the PSNR
to calculate the maximum capacity; and MSE values resulting from embedding the secret

C  = (M x N) /7 (3) respectively. The higher PSNR means better quality of themax

max

algorithms (DELSB and DECIBDH), including grayscale

Simple LSB method for both gray scale and true color
images.

message into the grayscale and true color host images

Fig. 4: The five grayscale images before and after embedding using DELSB
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Fig. 5: The five true color images before and after embedding using DELSB

Fig. 6: The six grayscale images before and after embedding using DECIBDH

Fig. 7: The six true color images before and after embedding using DECIBDH
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Table 4: The maximum capacity of the proposed algorithms for gray scale and true color host images

Gray scale True color
-------------------------------------------------------------------------- ------------------------------------------------------------------------

Image Dimension Simple LSB DELSB DECIBDH Simple LSB DELSB DECIBDH

128*128 2341 3277 3277 7022 9830 9830
256*256 9362 13107 13107 28087 39322 39322
512*512 37449 52429 52429 112347 157286 157286
1024*1024 149797 209715 209715 449390 629146 629146

Table 5: The PSNR and MSE comparative results of the DELSB algorithm using grayscale host images

Simple LSB DELSB
------------------------------------------------------ ------------------------------------------------------

Host image PSNR MSE PSNR MSE

Moon surface 78.541 0.0091 79.8611 0.0067
Air Plane 78.5141 0.0091 79.2199 0.0077
Clock 78.6613 0.0088 79.7635 0.0086
Walter Cronkite 78.7369 0.0086 79.2199 0.0072
Chemical plant 78.2338 0.0097 80.7326 0.0054

Table 6: The PSNR and MSE comparative results of the DELSB algorithm using true color host images

Simple LSB DELSB
------------------------------------------------------ ------------------------------------------------------

Host image PSNR MSE PSNR MSE

Couple 82.8061 0.0034 83.9911 0.0025
Girl1 82.7417 0.0034 84.3458 0.0023
Girl2 83.0050 0.0032 84.3458 0.0023
House 82.6783 0.0035 85.0462 0.0020
Tree 83.7429 0.0027 84.9390 0.0020

Table 7: The PSNR and MSE comparative results of DECIBDH algorithm using grayscale host images

Simple LSB DECIBDH
---------------------------------------------- -------------------------------------------------

Image size Host image PSNR MSE PSNR MSE

256 Walter Cronkite 70.9199 0.0038 73.2313 0.0023
Chemical plant 72.4935 0.0037 74.5930 0.0023
Clock 71.0548 0.0046 74.2809 0.0023

512 Couple 71.1018 0.0034 71.2627 0.0032
Elaine 71.5904 0.0035 73.4671 0.0023
Bridge 72.2844 0.0037 74.4557 0.0023

Table 8: The PSNR and MSE comparative results of DECIBDH algorithm using true color host images

Simple LSB DECIBDH
---------------------------------------------- -------------------------------------------------

Image size Host image PSNR MSE PSNR MSE

256 Tree 72.5094 0.0035 72.8254 0.0032
House 71.4503 0.0043 72.7201 0.0032
Jelly beans 70.9309 0.0039 71.7499 0.0032

512 Baboon 71.3790 0.0038 72.0601 0.0032
Lena 71.8606 0.0038 74.1025 0.0023
Pepper 71.5674 0.0038 72.2486 0.0032
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image, while the lower value of MSE means the lower 4. Samidha, D and D. Agrawal, 2013. Random Image
error. DELSB shows better performance compared to
Simple LSB.

PSNR and MSE Measurements for DECIBDH
Algorithm: For the DECIBDH, grayscale images and true
color images used in this study are shown in Figure 6 and
Figure 7 respectively, before and after embedding using
the proposed method. Table 7 and Table 8 present the
results of the PSNR and MSE for grayscale and true color
images of size 128 × 128 respectively. The results indicate
that the proposed algorithms provide higher PSNR and
lower MSE values in all tested cases when compared with
Simple LSB.

CONCLUSION

The current study is designed to combine the
cryptography and steganography features, which
provides satisfying factors for better performance. A new
encryption method is presented and tested along with two
steganographic techniques. The Simple LSB method used
the sequential concealment technique while the CIBDH
used random concealment technique to hide the secret
message into the image. Satisfactory results are obtained
by the two proposed algorithms, which achieved high
level of capacity, higher PSNR for security and lower MSE
for robustness against attacks.
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