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Abstract: Intrusions are the activities that violate the security policy of system. Shared broadcast radio channel,
insecure operational environment, lack of central authority, lack of association, limited resource availability and
physical vulnerability are the important issues in MANET. Intrusion Detection is the process used to identify
intrusions. Intrusion detection system provides three important security functions: monitor, detect and respond
to unauthorized activities. Knowledge based learning algorithm is to detect the intrusion and gives the false
positive or false negative of given hypothesis.
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INTRODUCTION Misuse   detection    Vs    Anomaly  detection:

The application of various artificial intelligence compares it to large databases of attack signatures
techniques and their advances are used in information by looking for a specific attack that has already
retrieval, information sharing, grid services, traffic control documented. Anomaly detection monitors the
problem, online shopping, telecardiology and software network segments to compare their state to the
testing and network management [1]. normal by system administrator and look for

In addition to these, hybrid data mining schemes, anomalies [4].
hierarchical hybrid intelligent system models and Network based Vs Host based systems: In Network
ensemble learning approaches that combine the base based system, the network analyses individual
models with other hybrid machine learning paradigms, to packets of information flowing through it and detects
maximize the accuracy and computational complexity [2]. those that are malicious. In Host based system, the

Networks and computers get more complex in IDS examine the activity on each individual computer
everyday life due to intrusion problems. Even though the or host.
network has confidentiality, integrity, availability and non Passive system Vs Reactive system: The Passive
repudiation, some of the issues and challenges are system detects a potential security breech, logs the
present in MANET. information and raises an alert signal. The Reactive

They are shared broadcast radio channel, insecure system responds to the suspicious activity by
operational  environment,  lack  of  central  authority, lack logging of a user or by reprogramming the firewall to
of association, limited resource availability and physical block network traffic from suspected malicious
vulnerability [2]. source [5].

An ID inspects all inbound and outbound network Online IDS Vs Offline IDS: In Online IDS, if possible,
activity and identifies suspicious patterns that may analyze data before connection is allowed. They
indicate a network or system attack from someone monitor the connections which can be dropped if it
attempting  to  break   into  or  compromise  a  system. starts to seem like an intrusion. Using Offline IDS,
Four categories of IDS: I) Misuse detection Vs anomaly analyze connection data from logs after the
detection, ii) Network based Vs Host based system, iii) connections have happened. Further access could be
Passive system Vs Reactive system and IV) Online IDS Vs denied if the connection was classified as an
Offline IDS [3]. intrusion.

Misuse  detection  gathers  information  and
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Main Steps in IDS: Most of the Intrusion Detection
Systems follows the following steps:

Perform Audit Trail Analysis
Network Traffic Analysis
Signature of abnormal behavior
Heuristic Analysis: The heuristic analysis can be
performed using either Artificial intelligence
approach or Neural network approach.

Overview of Artificial Intelligence: Artificial intelligence
(AI) is a part of computer science concerned with
designing intelligent computer systems, that is, systems
that exhibit the characteristics we associate with
intelligence in human behavior.

An  Expert  system  is  a  computer  program designed
to act as an expert in a particular field of knowledge or
area of expertise. It is known as knowledge based
systems.

The characteristics of expert system are as follows: i)
Extensive specific knowledge for the domain of interest,
ii) Application of search techniques, iii) Support for
heuristic analysis, iv) Capacity to infer new knowledge
from existing knowledge, v) Symbolic reasoning, vi) An
ability to explain its own reasoning. 

AI naturally transformed into computational
intelligence (CI) with introduction of the concept of
machine learning. The development of algorithms that
allow computers to learn based on data, such as network
intrusion log acquired over a considerable period of time
[5].

Overview of Mobile Agents: A mobile agent is a particular
type of agent with the ability to migrate from one host to
another where it can resume its execution. The agents
have different types of characteristics [4,8]. They are

Autonomous: An Agent is able to take initiative and
exercise a non-trivial degree of control over its own
actions.
Interactive: Mobile agent communicates with other
agents and their environment.
Coordinative: It performs data transfer with other
agents in a given environment.
Proxy: Mobile agents may act on behalf of someone,
they should have certain degree of autonomy.
Ragged: Mobile agents should have the ability to
deal with errors when ever occurred.
Proactive: They should be goal oriented.

Table 1: Test Parameters(policy) 

Parameter Description Type

Duration Length(number of seconds) of the connection Continuous

Protocol-type Type of protocol Discrete

Service Network service on the destination Discrete

Src_bytes Number of databytes from source to Destination Continuous

Dst_bytes Number of data bytes from destination to source Continuous

Flag Normal or Error status of the connection Discrete

I Coordinate with other agents to achieve a common
goal. Mobile agents should have the capability of
learning the current environment and modify its
behaviour based on this information.
Intelligent: Mobile agent should be too smart in
order to act efficiently.

Existing Systems: Watchdog and Pathrater approaches
are introduced the related techniques to detect and isolate
misbehaving nodes, which do not forward the packets.
These approaches are limited in several aspects.
Collisions of week signal in watchdog. Pathrater actually
awards the misbehaving node, if its motivation comes
from  selfishness  due  to  battery  power  consumption.
The misbehaving node sending or receiving its own
packets which are not prevented [6]. 

In table 1, the parameters duration, protocol-type,
service, Src_bytes, Dst_bytes, Flag are used for
transmission. At the time of transmission, limitations of
watchdog are pointed. They are ambiguous collision,
receiver     collision,     limited     transmission    power,
false misbehavior, collusion and partial dropping. 

Proposed System: Monitoring data in a mobile
environment can be challengeable due to administrative,
technical and conceptual limitations. The visibility of data
can be limited by explicit agreements on exchange of
monitored data. Because the call records can be under
administrative control. The user is using different access
points (such as Blue tooth, Wi-Fi) and the amount of
collected data on the communication interfaces can be
huge.

Thus knowledge best learning is the one of the
concepts of artificial intelligence which is analyzing the
information about the log file. The mobile agent is used
for accessing the several pieces of information such as
user’s location, communication and personal contacts.
The agent for intrusion detection should be run only with
the user’s explicit authorization. The mobile agent
Monitoring can be performed using the following ways:
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i) Operating Systems (OS) events (system calls), ii)
Measurements (CPU, RAM, I/O activities) and iii)
Keystrokes, communication events (SMS/MMS) [7]. 

Methodology Used in Proposed System: Using OS events,
several activities related to the normal functioning of the
OS, which can be used to retrieve relevant information
about the behavior of the mobile. It includes the
following:

System calls 
Function calls
Network operations

When the intruder enters or some sensitive
operations are done, the data collected and compared to
a set of rules that allow users to specify fine-grained
access control to services and data. The agent takes the
actions with respect to specific classes of resources.

The agents  can  extract   the   behavioral  profiles
and  use  them  for  comparison  with  normal  behaviors
in order to detect anomalies. Usage of RAM, user
inactivity time, process count, CPU usage and SMS sent
count are taken as parameter for knowledge based
learning.

Keystroke logging  is  used  to  detect  anomalies.
The agent track the keys struck on a keyboard to monitor
the actions of the user. Keystrokes are divided into long
term and short term. The agent considers the user profile
to detect the intruder. Communication events include
operations such as sending and receiving of messages or
file downloads/uploads. 

Mobile   agents   identify   a   set   of  common
behavior  vectors  and  to   find   mobile  intruder
detection. The agent keeps track of the communication
activities on the device and periodically reports a
summary of these activities to the proxy. The proxy
performs joint analysis on the reports and detects an
intrusion.

System Design and Analysis: The steps to be followed
for the detection of intruder in mobile using knowledge
based learning and exact inference in Bayesian network
are given as follows:

The user installs and configures mobile agent
platform.
The user switch on the mobile, the agent monitors
the activities and behavior.

Fig. 1: Monitoring Agent

The mobile agent collects all the information about
the activities. Activities are analyzed by knowledge
based learning algorithm. Some times it gives false
positive or false negative.
The agent gets any one of the above, the agent go
for another monitoring to prove this in a proper way.
Sometimes the hypothesis says it should be intruder,
but it is actually not intruder. This is called
generalization or false negative.
Sometimes the hypothesis says it should not be
intruder, but it is actually an intruder. This is called
as specialization or false negative.
After receiving the result, it gives an alert message to
the user can take necessary action.
If everything is normal then the mobile agent
continues its work. 

In fig 1, the watch dog intimates to the security
manager   there    may   be   intruder   in   the  MANET.
The security manager assigns the work to the agent
submitter which is an agent scheduler. The agent manager
using knowledge based learning and exact inference in
Bayesian network to find an intruder. 

In AI, generalization and Specialization are also
logical relationships between hypotheses [8]. 

Function Knowledge-learning (Examples) Returns
Hypothesis:

H<- any hypothesis consistent with first example in
examples
For each remaining examples in examples do
If e is false positive for H then
H<- choose a specialization of H consistent with examples
Else if e is false negative for H then
H<- choose a generalization of H consistent with examples
If no consistent specialization/generalization can be found
then fail
Return H



Middle-East J. Sci. Res., 23 (7): 1361-1365, 2015

1364

If hypothesis says it should be negative but in fact
it is positive. It is called as false negative. The hypothesis
is  generalized.  If  hypothesis says it should be positive
but in fact it is negative. It is called false positive the
hypothesis is specialized.

A Hypothesis That “Explains the Observations”
Must Satisfy the Following Property

Hypothesis    Descriptions   =   Classifications (1)

The classification is done by exact inference in
Bayesian networks. It is to compute the posterior
probability distribution for a set of query variables, given
some observed event- that is intruder activities which are
evidence variables.

X denotes query variable; E denotes set of evidence
variables E1, Me and e is a particular observed event. Y
denotes the non evidence variables Y1, Eel (sometimes
called   hidden   variables   or   unobserved  variables).
The complete set of variables X={X} E Y.

The query for the finding intruder by the probability
distribution P(X/e) is calculated;

 P(X/e) =  P(X, e) =  P(X, e, y) (2)

In emu (2),  is constant. The conditional probability
table (CPT) is used to find the intruder in the mobile ado
network.

The variable elimination algorithm can be used by
eliminating repeated calculation in the form of dynamic
programming. When the watch dog find out the intruder,
this algorithm find out what are the activities done by an
intruder using agent manager. The calculation is done
periodically and results saved for later use. Intermediate
results are stored and summations over each variable are
done only for those portions of the expression that
depend on the variable. 

The Table 2 shows the readings for the agent find
out the security policies in the mobile. The agent takes as
individual parameter as a policy. The learning algorithm of
artificial intelligence shows the best case, worst case of
the security with the agent policies. The Bayesian
network provides the complete description of the node.
The node has several policies as parameter [9].

P(x1, an) =  P (xi/ parents (Xi)) (3)

In (3), the parents (Xi) are previous actions of the
intruder. The representation of joint distribution can be
used to find any query, by calculating the relevant joint
activities of an intruder. 

Table 2:

Security risk value
Security --------------------------------------------------------------
Parameter (Policy) Worst case Best case Original parameter(Policy)

1 0.25 0.7 0.10
2 0.30 0.8 0.13
3 0.50 0.25 0.15
4 0.60 0.30 0.20

When conflicts in a policy are resolved, the risk value
of the resolved policy should be reduced and the
availability of protected network should be improved
comparing with the situation prior to conflict resolution.

The  mobile  agent  has been used in many
applications such as personal information management,
business  process  management, artificial  intelligence.
The technology has encountered many security threats.
In this paper, the mobile agent fined the intruder in the
MANET by using knowledge based learning approach in
optimal way [10-12]. 

CONCLUSION

The proposed system is to implement an agent to
detect an intruder in the mobile. It prevents to find the
fake intruder by using knowledge learning algorithm and
exact inference in Bayesian networks. In future it can be
implemented by using technology with hardware and
software adopting, mobile agents. 
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