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Abstract: Cloud computing is the next stage in evolution of the internet, which provides large amount of
computing and storage to customers provisioned as a service over the internet. However the prevalent problem
associated with cloud computing is the cloud security and the appropriate implementation of cloud over the
network. In order to make easier rapid deployment and to provide security, publicly auditable cloud data storage
is established to reduce energy and save money. For the first time we formalize and implement effective
utilization of single software through cloud, which can be accessed by several other systems for online testing.
We consider the task of including a third party auditor (TPA) for client-side verification of data integrity. In
order to regain the assurances of cloud data integrity and availability and to enforce the quality of cloud
storage for users, we propose highly efficient and flexible distributed storage verification scheme by improving
the existing model by manipulating the AES algorithm. The store and retrieve processes are done by crypto
graphical methods. Numerical studies are extensively performed about the proposed scheme and the analysis
shows that current cloud needs an order of magnitude in performance improvement to be useful for various
storage and data integrity purposes and indicate which improvements should be considered first to make sure
the quality and demand for the cloud increases.
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INTRODUCTION

Data integrity

issue with cloud servers. Ensuring that the client’s data is
not accessed by any unauthorized users is of great
importance for any cloud service. To make their cloud
service more secure, cloud service vendors have
developed password protected account, security service
through which all data been transferred must pass and
data encryption technique. After all, the success of the
cloud service depends on its reputation and any sign of
security breach would results in a loss of clients and
business. Introducing a new and uniform security
structure for all types of cloud is the problem we are going
to tackle in this paper [3-6]. To ensure security,
cryptographic techniques cannot be directly adopted.
Sometimes the cloud service provider may hide the data
corruptions to maintain the reputation. To avoid this
problem, we introduce an effective third party auditor to
audit the user’s outsourced data when needed.
Considering various kinds of data for each user stored in
the cloud and the demand of long term continuous
assurance of their data safety, the problem of verifying
correctness of data storage in the cloud becomes even

Cloud computing is the sharing of resources over the
internet by utilizing various hosted services provided by
Cloud Service Providers (CSP).The CSP’s provide
services that can be broadly classified into three types
namely: Infrastructure as a service (IAAS), Software as a
Service (SAAS) and, Platformas a Service (PAAS). The
advantage of cloud is cost savings. The prime
disadvantage is security. Moving data into the cloud
offers great convenience to users since they don’t have
to care about the complexities of direct hardware
management [1-3]. The three Levels of Cloud 112
Computing are:Hardware Independence, Service Not
Reliant on single Data Centre and Platform Agnostic
Application Delivery. The biggest concerns about cloud
computing are security and privacy. While most service
vendors would ensure that their servers are kept free from
viral infections and malware, it is still a concern
considering the fact that there are number of users around
the world are accessing the server. Privacy is another
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Cloud User (CU): Users, who have data to be stored in
the cloud and rely on the cloud for data computation,
consist of both individual consumers and organizations.

more challenging. Secondly, Cloud Computing is not just
a third party data warehouse. The data stored in the cloud
may be frequently updated by the users, including
insertion, deletion, modification, appending, reordering,
etc. To ensure storage correctness under dynamic data
update is hence of paramount importance. In this paper
we focus on providing dynamic integrity of the data
stored as well as the security problems faced in cloud
[7-11].

Cloud Service Provider (CSP): A CSP, who has
significant resources and expertise in building and
managing distributed cloud storage servers, owns and
operates live Cloud Computing systems.
Existing System: To introduce an effective third party
auditor (TPA) for privacy and security, the following
fundamental requirements have to be met: TPA should be
able to efficiently audit the cloud data storage without
demanding the local copy of data and introduce no
additional on-line burden to the cloud user. The third
party auditing process should bring in no new
vulnerabilities towards user data privacy. They utilized
and uniquely combined the public key based
homomorphic authenticator with random masking to
achieve the privacy-preserving public cloud data auditing
system, which meets all above requirements. This scheme
is the first to support scalable and efficient public auditing
in the Cloud Computing. In particular, this scheme
achieves batch auditing where multiple delegated auditing
tasks from different users can be performed
simultaneously by the TPA. The security and
performance is justified through concrete experiments and
comparisons with the state-of-the-art [15-17]. In cloud
service providers, for monetary reasons, reclaiming
storage by discarding data that has not been or is rarely
accessed or even hiding data loss incidents so as to
maintain a reputation. In short, although outsourcing data
into the cloud is economically attractive for the cost and
complexity of long-term large-scale data storage, it does
not offer any guarantee on data integrity and availability.
This problem, if not properly addressed, may impede the
successful deployment of the cloud architecture. Another
problem is that data stored in the cloud does not remain
static.

Problem Statement
A. System Design: The cloud computing network
architecture consists of different entities or components
as follows:
Cloud User(CU)
Cloud Server(CS)
Cloud Service Provider(CSP)
Third Party Auditor(TPA)
The cloud user accesses the cloud to store and
retrieve his data in an efficient manner from the cloud
server. The cloud users make use of various services in
the cloud server from the cloud service providers. For the
purpose of better and enhanced security for the user’s
data, a third party auditor is introduced.
Third Party Auditor: The main task of the TPA is to audit
the user’s data on his request. The TPA has no direct
access to the data content stored by the user thus
providing data privacy to the user. We assume the TPA,
who is in the business of auditing, is reliable and
independent and thus has no incentive to collude with
either the CS or the users during the auditing process. As
users no longer possess their data locally, it is of critical
importance to assure users that their data are being
correctly stored and maintained [12-14]. That is, users
should be equipped with security means so that they can
make continuous correctness assurance of their stored
data even without the 113 existence of local copies. TPA
should be able to efficiently audit the cloud data storage
without local copy of data and without bringing in
additional on-line burden to cloud users. Users rely on the
CS for cloud data storage and maintenance. They may
also dynamically interact with the CS to access and
update their stored data for various application purposes.
The users may resort to TPA for ensuring the storage
security of their outsourced data, while hoping to keep
their data private from TPA.

Proposed System: We enhance the scheme with explicit
and efficient dynamic data operations for data storage
security in Cloud Computing. Therefore, it is crucial to
consider the dynamic case, where a user may wish to
perform various block-level operations of update, delete
and append to modify the data file while maintaining the
storage correctness assurance. The straight forward and
trivial way to support these operations is for user to
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Middle-East J. Sci. Res., 20 (4): 513-516, 2014

download all the data from the cloud servers and
re-compute the whole parity blocks as well as verification
tokens.
Dynamic Operations

CONCLUSION
The main purpose of this paper is to focus on the
cloud security through the enhancement of TPA. The
problem of ensuring data integrity is provided through
auditing services by the third party auditor. The
implementation of AES algorithm enables proper
encryption and decryption of the user’s data. We
envision several possible directions for future research
options on this area. The most promising one we believe
in this model is that the TPA automatically updates
whatever he has audited into the user’s account directly.
The dynamic operations over the user’s data are carried
out in an efficient manner.

A. Update Operation: In cloud data storage,
sometimes the user may need to modifysome data
block(s) stored in the cloud, from its current value cd
to a new one, cd + cd.We refer this operation as data
update.
B. Insert Operation: The user may need to
insert
some
data blocks into the cloud server
dynamically. We ensure the dynamic insertion of
data by uploading files required from the local host
system.
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